Safety-critical Software Development Tools Implementation Using an Applicative Language

Abstract Mini ML A semantics for conditions and decisions (1/3) A semantics for conditions and decisions (2/3) A semantics for conditions and decisions (3/3)
Safety-critical software have mostly been developed eiim x variable Not-in-a-decision Boolean expressions. Not-in-a-decision Boolean expressions. Not-in-a-decision Boolean expressions.
using subsets of C or Ada (SPARK). As software become | c constant C1(0, true : bool) = [] Cz((Z) true : bool) = [] » C4((Z) x : bool) = {("x7,d)} U]
more complex, tools are necessary to help reducing the e constant constructor C,(0, false : bool) =[] ((z) false : bool) =[] C4(0, bool) =11
development cost and enhance software reliability. | C(ed constructor with an argument C1(0, e : bool) = coding-rule/error : not-in-a-decision C,(0, bool) ={("x",d)} (@ ey ey : bool)={("e; e;,d)} UCqy(d, e;) UCy(d, e,)
In safety-critical domains, “development tools” (which [ el e application C,(0, : bool) = {("e . £1,d)}UCy(0, e) Ci(0, 15 <) then e, else e : ;’°°1)C: ] o -
may introduce bugs if they are wrong) are submitted to | funx ->e abstraction Not-in-a-decision non-Boolean expressions. ((2) e e bool) = {(relrez—',d)} ujcz((z), e1) UCy(0, e,) - (;(li il ﬂ;enliz eelsebii K )}CU((/)4(<=. ’)3)cu(w4i : e2) U Cy(d, e3)
a similar process as for embedded programs. | ie: A infez e 1etfn C1(0, while e; do e, done) =Cy(d, e;) UCy(0, e) 7 <8 el el €2 :mi) - {(rel o ezj’j)} UgZ(Z’ 1) U 52( e2) C4(0, let rec 1, = fum x, > o in e, : bool4) :,CZ((Z) e;) U Cy(0, e;)
Using a high-level applicative language to develop such | letrecn =Amm > e ine e C1(0, if e, then e, else e3) =Ci(d, e1) UCi(0, e2) UC (0, 3) < C>(0,e1 11 e, : bool) = i(Ter [1 e;7d)} UCs(d, &)U Cs(d e) (@ e : e : bool)= a0, 1) UCal0, o) R
tools means having to interpret the norms or guides for I ?f; % p ) ] d isafreSh variable representing a new decision. \ 28 P . b bi;l); fé ((D') ° C4(0, o : bool {(r: ) Se 0, ¢)
. . i 1 =€ 5 .- 5 I = ey recor N (e) ool) =C,(0, e = -t 4\
spch Ianguages.whlle they haye been written with | e.f access E ; 0 new decisions o (6 s e, : bool) = Co(0, e;) U Ca(0), e2) —>C4(0) e && e, : bool) = {(Te; && e,7,d)} U Cy(d, e1) U Cy(d, e,)
S]mp]e lmperathe ]anguages n mlnd | el'f <- e mOdlfy (0 e 62) Cl(@ 91) UCl(@, e2) ((Z) let rec X; = = fun x2 -> eq in e, bool) :C2((Z)r el) UCZ((Z), ez) ((Z) €1 || ez bOOl) = {('_el II e2‘l,d)} UC4(d; el) UC4(d; e2)
| for x = e; to e do (SEe! done for (@ fun x -> e) Cl(@ e) (Q) let x = = e in e, bool) CZ(Q) el) UC2((Z), ez) (0 not e bOOl) :C4((Z), e)
We present in this poster [l o | while e; do e, done ‘While C1(0, let rec x; = fun x, -> e; in ey) = Cy(0, &) U Cy (0, es) Co(0, if e then e, else e; 1 bool) = Cy(0, e;) U Cy(0, e5) U Co(0, e3) C4(0, &) bool) C4(0; €) . )
. @ grammar of a (rather nch) mini ML | if e; then e, else e; | Cor%dltlo.nal C(0,let x = e; in e,) =Cy(0, e;) UCy(0, e,) C,(0, match e with p; -> e | ... | p, > e, : bool) = new decisions C4(0, match ewithp; =>e; | ... | p, => e, : bool) =Cy(0, e) UCy(D, e;) U ... UCy(0, e,)
. inductive definitions for “condition/decision”-related I €1 ﬁ‘ €2 Sequenti?‘llcc‘l’?!unct%on C1(0, &1 5 ) =C1(0, e1) UCi(0, &) o @Cz(@_ e) UCy(0, el)) Uc (k(ZJ) Cz)(w, e,) Eg :i;se eWItE°°1)> Cy(0, E())OD 0, Uy, o
code coverage criteria €1 1l € sequential disjunction C1(0, C(e)) =Cy(0, e) 2(0, raise e : bool) =C5(0, e e X -> e = Cy4(0, e1) U C4(0, e,
. a code coverage report generated by Zamcov [5], a tool | mot e negﬁt“’n C1(0, { fi=e ;... ; f,=¢,1)=C(0e)U..UC(0 e, C2(0 try e, with x -> e; : bool) =C3(D, e;) UCo(D, &) , o ,
for OCaml [6] code coverage. | (e _ parentheses Cy (0, £) = C1(0, e) Not-in-a-decision non-Boolean expressions.
I match e with p; -> ¢ | ... | py > e, match ((2) e; . £ <-e)=C1(0,e1)UC(D, e,) Not-in-a-decision non-Boolean expressions. Ca(0, x) =]
raise e raise _ C4(0, ) =]
_ C1(0, for x = e; to e, do e3 done) =C;(0, e;) UCy(0, e;) UC1(0, e3) Cy(0, c) = [] 4
| try e; with x —> e try C1(0, match e withp; ->e; | ... | p, > e,)=C;(0,e) UC1(0,e;) U...UC(0,e,) Cy(0, X) Ca(0, 1 €)= Cy(0, e1) UCy(0, &)
Saf itical sof d ] C1(0, raise e) =Cy(0, e) C2(® e ):C2((Z), e) 64(0 fun x -> e) =Cy(0, e)
d ety-cntnca software development C1(0, try e; with x -> e;) =C1(0, ;) UCy(0, e5) Cr(D,e; . £ <= ey)=Cy(0,e;)UCy(0, e,) C4(0,if e, then e; else e3) =Cy(0, e;) U Cy(0, e3) U Cy(0, e3)
. guides/norms: DO-178B [2], EN 50128, EN 50129, IEC-61508 lassical | cod .. C.(0, (&) = C1(0, e) Co(0, e, ) 2((/) e,) UCo(0, e,) Cs(0,1et x = e; in e,) =Cy(D, e;) U Cy(0, e2)
. everything is ruled and must always be verified Classical structural code coverage criteria Co0, ©9) = Call ) C4(0, let rec x; = fun x, -> e; in ey) = Cy(0, &;) U C4(0, ;)
. conformity assessment by independent authority - statement coverage (SC) , . : Co (D, C(e)) = Cy(0, €) C4(0, C(e)) = C4(0, e)
) i ’ hich statements h been tivated In-a-decision expressions.
. rather conservative domains, mostly using C or SPARK - Which statements have been activate Cy(d, true : bool) = [] Co0,{ £ =e ; ... ; £,=¢, ) =Ca(0, ) U..UCs(0, e,,) C4(0 e ; €)= Cq(0, &) UCy(0, )
. condlt.lon coverage (CC) C,(d, false : bool) =[] Co(D, e, 3 €)= Cao(D, e;) UCy(D, e,) Ca(@, { £1 =€ 5 ... 5 £, = e, })=C4(0, e)) U...UCy(0, e,)
« Which conditions have been both T and F Cl(d . bool) I C,(0, let rec x, = fun x, -> e; in ey) = Cy(0, e;) U Ca(0, e,) Cy(0, e . £)=Cy(0, e)
 yens . decision coverage (DC _ Cr(D, let x = e; in ey) =Cy(D, e1) U Cy(0, e,) Ca(0, 61 . £ <= e) =Cy(0, e1) UCy(0, ey)
How to reduce costs and have better reliability? . which decisi(g;ns( hazle been both T and F EZ' o :ZZ?)_ {{((r? esz’ddicc))}}%%(?é eel)) vl e) Ci((b fun x > o) = C(0) e)2 A C4(0, for x = e; to e, do e; done) = Cy(D, e;) U Cy(D, e5) U Cy(0, e3)
) . 1\
« Use tools to enhance software! . condition/decision coverage (C/DC) Ci(d e && e, : bool) = Cy(d, &) U Cy(d, &) c 2@ if e111 then ;2 else e3)I C2(@;Iel) UC2(®,) e2) UCy(0, e3) 0420 v(vl;)le ? ((cz)loec)ez done) = C4(0, ;) U C4(0, ey)
« union of CC and DC Ci(d, e I e : bool) = Cy(d, e;) UCy(d, e,) 2(0, match e with p; -> ¢ .l py > o) = 4
) 0 _ cz(@ e) UCy(0, e;) U ...UCy(0, e,) C4(0, match e with p; -=> e; | ... | p, > e,) =C4(0, ) UCy(0, e1) U ... U Cy(0, ¢,)
N e of toot - multiple condition coverage (MCC) (Z’ ot e b‘1’°1)c Ccll(d’ ) 0, raise o) = Ca(0, o) C4(0, raise e) = Cy(0, e)
Wo categories of tools . which decisions for which conditions have taken all Ci(d, (&) : bool) =Cy(d, e) C4(0, try e, with x -> e)) = Cy(0, e;) U Ca(0, e,)

(Z) try e; with x -> e;) =Cy(0, ;) U Cy(0, e,)
»(0, while e; do e, done) = C,(0, e;) U Cy(0, e,)
(0, for x = e; to e, do e3 done) = Cy(0, e;) U Cy(0, e5) U Cy(D, e3)

. development tools: may introduce bugs

, possible Boolean configurations
(e.g., compilers)

modified condition/decision coverage (MC/DC) [3]

AAA/‘\

Other rejected expressions.

In-a-decision Boolean expressions.

. verification tools: cannot introduce bugs . C/DC with the constraint that each condition has Ci(d, e; ; e, 3 bool) = coding-rule/error | Cald, x = bool) = (", — )} U]
b h ind dentlv (f th Cy(d, let rec x; = fun x2 -> e; in e, : bool) = coding-rule/error o . Cald 1
een snown to Independen y ( rom otner In-a-decision Boolean expressions. 4(d, c : bool) =]
.. . . Cl(d let x = e; in e, bool) = codmg -rule/error - =
conditions) affect the result of the decision _ g C,(d, true : bool) =[] > Cy(d, ey ey 2 bool) ={("e; ey ,d — )} U{(Te; ey, da)} UCy(dy, 1) UCy(dy, &)
Cy(d, if e; then e, else e; @ bool) = coding-rule/error 2
Developments tools C,(d, match e with p; -> e, | ... | py > e, : bool) = coding-rule/error (d false : bool) =[] Cald, if e then e, else e; : bool) = Cy(d, e;) U Cyld, ey) UCy(d, e3)
. similar certification process as for embedded software Cy(d, raise e : bool) = codmg -rule/error Cy(d, bool) ={("x,d - )} U] g4(;l iet X = e in e, bool) Ca(d, el) U Cy(d, e5)
: — I 1 = - =
PY o o ° o 1 — — ) - - e - ’ J e
but different approach Condition and decision Ci(d, try e; w1th x -> e : bool) = coding-rule/error Co(d : bool) = {( £,d — )] UCy(0, e) 4( t rec Xl = fun x, -> e; in e; : bool) = Cy(0, e;) U Cy(d, e5)
d i llocati i 0 , - (d, 1 e 1 bool) = (("ey &7 d = 0] UCa(B, 1) U C(0, e2) C4<d e ; s : bool) = Cy(d, &) U Cy(d, e2)
(e.g., dynamic memory allocations are fine) . condition: a Boolean expression containing no Boolean . : " - - — Cold, ) && e, : bool) = C(d, e,) U Ca(d, &) Cu(d, bool) (Ce . £.d—c)) UCyd, e)
operator | . The C, semantics makes ou.r mlnl ML“more ’S’lml ar te classica Cold.e; 11 c : bool) = Cy(d, e,) U Ca(d, &) C4(d e && e, 1 bool) = Cy(d, e;) U Cy(d, o)
. decision: a Boolean expression containing zero or subsets of C or Ada by forbidding all “exotic” expressions. C,(d, not e bool) =Cy(d, e) Ca(d, e 11 e bool) =Cy(d, e1) UCy(d, &)
: : — C4(d, not e bool) Cy(d, €)
An applicative language for development tools more Boolean operators Co(d, (&) ¢ bool) = Co(d, e 4
. : : o Cy(d, e; ; e, : bool) = coding-rule/error Cyld, (& b°°1) Cy(d, e)
o \l;ery yv]ell suhlted to d]evelop con;gﬂers The C, semantics allows decisions to appear anywhere the i o i %chen - else o gbool) B Codmg_mle/ermr Cald, natch e with p; > e, | ... | p, > e, : bool) = Cy(d, e) UCy(d, &) U ... UCy(d, e,)
- Dut richer-than-usual runtime library : language allows, but conditions still have to be not too “exotic”. d,1let rec x; = fun x, -> e; in e, : bool) = coding-rule/error C4(d, raise e : bool) = C4(d e)
( 1 2 1 2 )
rovide rarely existent documentation What is a Boolean operator? 8
h. y to int )1/: the guides/ f hi conjunction (88) and disjunction (ll) operators Cy(d, let x = e; in e; : bool) —codmg -rule/error Cald, try e, with x > ¢ ¢ bool) = Cy(d, &) UCald, )
. have to interpret the guides/norms for such languages . : Cy(d, match e with p, -> e, | | p, -> e, : bool) = coding-rule/
S : ) : The C, semantics allows the full language to be used b ymatch e with py -> e, | ... | py -> e, i bool)=coding-rule/error
. unclear code coverage criteria semantics - but not only: by essence, it depends on the language 4 . _ languag y C(d, raise e : bool) = coding rule/error In-a-decision non-Boolean expressions.
. must provide tools for code coverage measurement (and on coding rules) replacing coding rules with additional measurement obligations. Co(d, try e with x -> e, : bool) = coding-rule/error Cald, x) =[]
Cy(d, c) =11
Ca(d, 1 e3) =Cul(d, 1) UCy(d, e,)

Ca(d, fun x -> e) = Cy4(0, e)

Cy(d, if e; then e, else e3) =Cy(d, e;) U Cy(d, ey) U Cy(d, e3)
Cy(d, let x = e; in e;) =Cy(d, e;) U Cy(d, e,)

Cy(d, let rec x; = fun x, -> e; in e;) = Cy(0, e1) U Cy(d, ey)

Source code instrumentation approach

. rewrites the source code for the instrumented programme to generate execution traces. An example of a code coverage measurement report using Zamcov

Cy(d, C(e)) = Cy(d, e)
: : : : h C4(d e1 5 ey) =Cyld, e)) UC4ld, e;)
Execution environment instrumentation approach . . . ZamCov Expression Coverage for scalene.ml Cald, { £1 = e 5 ... 5 £, = e, D =Cy(d, &) U..UCy(d, e,)
. uses source code to machine code coverage-specific information at runtime to generate execution traces. Cy(d, e . £)=C4(d, e)
Cya(d, e; . £ <= e3) =Cy(d, e1) UCy(d, e;)
MC/DC measurement: scalene.ml.mcdc Cy(d, for x = e; to e, do e; done) = Cy(, e;) U Cs(0, &) U Cy(0, e3)
. C4(d, while e; do e, done) = C4(0, e;) U C4(0, e,)
Source Code Instrumentation 1 Qlet all different a b c = ZamCov: MC/DC tabulars Ca(d, (e)) =Cy(d, e)
| N | 2 a <>Db && b <> c && c <> a (scalene.ml) C4(d, match e with p; > e; | ... | p, > e,) =Cy4(d, &) UCy(d, e1) UCy(d, e,)
SOURCE decoration MC/DC 3 C4(d raise e) C4(d e)
REPORT line 2: a <> b &% b <> c && c <> alja <> blb <> cllc <> a Ca(d, try e; with x -> e;) = Cy(d, e;) U Cy(d, e,)
instrumentation L 4 let all positive a b ¢ = T : 4 T T T
INSTRUMENTED ’ _ i o P2 d - - \unreachable conditions
SOURCE  INSTRUMENTED ! ° Pl & & F 5 Conclusion and Future Work
:  EXECUTABLE TRACES J 7 Jlet is_triangle a b c = Fe 5 d - . This work was part of SYSTEMATIC project “Couverture”.
compilation | BINARY | B 9 211 positive = b ¢ « For more details, cf. [1].
---------------------------- . . line 5: a > 0 &8 b > 0 68 ¢ > Ofa > 0| > Ofc > 0 . This approach may (and should) be applied to other languages
e.g., MLcov [4] . b |k (e.g., C, Ada, Java, Haskell, Scala, etc.).
compilation EXECUTABLE - fearcer’ - Formal specification of code coverage for pattern-matching.
11 && b+ c>a —— - - —— — - - - . Formal specification of code coverage for polymorphic expressions.
12 e S S gl positlveab Rt orprc b re”d . Code coverage for object-oriented programming features,
Execution Environment Instrumentation 13 jlet is_scalene a b ¢ = — - : : - ?Oggrégcvff;g??é?%gfclilﬁggz ]()CrggDrg;?c)
SOURCE S —— d MC/DC b e ls—t“a“?le 2o line 14: is_triangle a b c & all different a b c|is_triangle a b c|all_different a b c + A theorem prover (e.g, Coq) could be used to extract constructive
REPORT 15 && all_different a b c T : 4 T T proofs of code coverage properties.
static analyses A o Fo: o4 T F
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Legend (color information . . .
9 ( ) With a test set of 3 values for function is scalene, all

expressions have been activated, but only one decision has
taken both true and false values.
From this report, one cannot assure that they have

observed any behaviour when function is_scalene is
given, say for instance, negative values.

—>[ TRACES ]

e.g., Zamcov [5]

I'm a covered decision, I'm underlined in green.

o e I'm a not-covered decision, I'm underlined in red.
compilation

EXECUTABLE

I'm a covered condition, I'm overlined in green.

I'm a not—-covered condition, I'm overlined in red.

Either the test set is not large enough, or the code is wrong
(e.g., dead code).

I'm a covered statement, I'm highlighted in light green.

I'm a not-covered statement, I'm highlighted in light red.

I don't have red nor green, it means that I'm free from coverage measurement.
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