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So far, we have focused on using static analysis to avoid software failures

Form, — Formal Verification: Motivation

1 How can we avoid such failures?

@ Choose a safe programming language.
C (low level) / Ada, Java, OCaml (high level)

yet, Ariane 5 software is written in Ada

o Carefully design the software.
many software development methods exist

yet, critical embedded software follow strict development processes

@ Test the software extensively.

yet, the erroneous code was well tested... on Ariane 4
—> not sufficient!

We should use formal methods.

provide rigorous, mathematical insurance of correctness
may not prove everything, but give a precise notion of what is proved

This case triggered the first large scale static code analysis
(PolySpace Verifier, using abstract interpretation)

Course 0 Introduction Antoine Miné p.- 5/ 39

that is, for proving Safety PfO pertieS
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Liveness properties

Safety vs Liveness Properties

Idea: liveness property P € P(X)

Liveness properties model that“something good eventually occurs”

@ P cannot be proved by testing
(if nothing good happens in a prefix execution,
it can still happen in the rest of the execution)

@ disproving P requires exhibiting an infinite execution not in P

Safety Properties

‘something bad
never happens”

}

I_,eslie_Lamport /
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Liveness Properties

 Guarantee Properties
“something good eventually happens at least once”

* Example: Program Termination

 Recurrence Properties
“something good eventually happens infinitely often”

Example: Starvation Freedom

Y ohar Manna
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Program Termination
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Unresp

The Zune Bug SystauTSive
31 December 2008 eoc mumsosmmne (.

= € [} techcrunch.com/2008/12/31/zune-bug-explained-in-detail/ iy @@ =

Zune bug explamed in detail

y Devin Coldewey

‘l
\

8 006 51 30GB Zunes all over the v i

€ - C [ techcrunch.com/2008/12/31/all-zuf ™ Emml WTweet 2|

News TCTV Events Earlier today, the sound of thousands of Zune owners crying out in terror made ripples across
the blogosphere. The response from Microsoft is to wait until tomorrow and all will be well.
LL-U U USRI =L LD I RS RS You're probably wondering, what kind of bug fixes itself?

e | ree
30GB Zunesalloverth . ... .o

y Matt Burns (@mjburnsy)

= { 0 |m W Tweet 0 while (days > 365)

{

Well, I've got the code here and it's very simple, really; if you've taken an introductory
programming class, you'll see the error right away.

if (IsLeapYear(year))
It seems that a random bug is affecting a bunch, {

a bunch of Zune 30s just stopped working. No of if (days > 366)
might have a gadget Y2K going on here. Fan boa {

2 . . days -= 366;
same mantra saying that at 2:00 AM this morni

year 4= 1;

fully reboot. We're sure Microsoft will get floode }
lines open up for the last time in 2008. More as \ }

‘ else
Update 2: The solution is ... kind of weak: let you {

days -= 365;

you wake up tomorrow and charge it.
year += 1;

}
You can see the details here, but the important bit is that today, the day count is 366. As yoURFSENIe
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Apache HTTP Server attgpservicy

Versions <2.3.3

| NON j BB fat 7 o0 O) 7 0O cve.mitre.org &) h o » l?
Go to for:
CVSS Scores
CPE Info
: Advanced Search
Common Vulnerabilities and Exposures
Search CVE List Download CVE Data Feeds Request CVE IDs Update a
CVE Entry

TOTAL CVE Entries: 97475
HOME > CVE > CVE-2009-1890

Printer-Friendly View

CVE-2009-1890 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢ SCAP
Mappings ¢ CPE Information

'Description

The stream_reqgbody_cl function in mod_proxy_http.c in the mod_proxy module in the Apache HTTP Server
before 2.3.3, when a reverse proxy is configured, does not properly handle an amount of streamed data
that exceeds the Content-Length value, which allows remote attackers to cause a denial of service (CPU
consumption) via crafted requests.
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Azure Storage Service ’“terfu,,,,-c,ns
19 November 2014

@ @ B Update on Azure Storage Ser~ X ' ()

e C | & Secure | https://azure.microsoft.com/en-us/blog/update-on-azure-st.. | O @ Q'a

Blog > Announcements

Update on Azure Storage Service Interruption

‘ Jason Zander
Corporate Vice President, Microsoft Azure Team

Update: 11/22/2014, 12:41 PM PST Since Wednesday, we have been working to help a subset of customers
take final steps to fully recover from Tuesday's storage service interruption. The incident has now been
resolved and we are seeing normal activity in the system. You can find updates on the status dashboard:
https://azure.microsoft.com/en-us/status. If you feel you are still having issues due to the incident, please
contact azcommsm@microsoft.com, and we will be happy to assist, whether you have a support contract or
not. Thank you all again for your feedback regarding communications around this incident. We are actively
working to incorporate that feedback into our planning going forward. Wednesday, November, 19, 2014 As
part of a performance update to Azure Storage, an issue was discovered that resulted in reduced capacity
across services utilizing Azure Storage, including Virtual Machines, Visual Studio Online, Websites, Search and
other Microsoft services. Prior to applying the performance update, it had been tested over several weeks in a
subset of our customer-facing storage service for Azure Tables. We typically call this “flighting,” as we work to
identify issues before we broadly deploy any updates. The flighting test demonstrated a notable performance
improvement and we proceeded to deploy the update across the storage service. During the rollout we
discovegfd an Issue that resulted in storage blob front ends going into an infinite loop, whittphad gone
undetected during tlighting. The net result' Was an ihability for the front ends to take on further traffic, which
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Potential and Definite Termination
Definition

A program with trace semantics A program with trace semantics

MM € P(X*°) may terminate M € P(X*°) must terminate
if and only if / N 2* # & if and only if /# C 2*

Finite prefix trace semantics

Finite traces

Finite trace: finite sequence of elements from X

@ €: empty trace (unique)
@ o: trace of length 1 (assimilated to a state)

® 0g,...,0p_1: trace of length n

@ > ": the set of traces of length n

o ysn & Ui<n Y/ the set of traces of length at most n

85" = Ujew X the set of finite traces
Note: we assimilate
@ a set if states S C ¥ with a set of traces of length 1
@ a relation R C ¥ x X with a set of traces of length 2
so, T, F, 7 € P(X*)

Course 2 Program Semantics and Properties Antoine Miné p. 15 / 99

In absence of non-determinism, potential and definite termination coincide
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Definite Termination »-......

3 decregg;y,

(informald
g Quantity

Ranking Functions Sompe TG 800

o

Alan Turing
Definition

Given a transition system (X, 7), a ranking function is a partial function

f: X = 7 from the set of program states X into a well-ordered set

(W', < ) whose value strictly decreases through transitions between states,
that is, Vo,0’' € dom(f): (0,0') € 1 = f(0') < f(0)

The best known well-ordered sets are naturals (N, < ) and ordinals (O, < )
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Ranking Functions

a
4 . i do ¢ (ass{gnmenz_
Example
P2 (foop)
/ SXp (sequ ence)
Xp o
/ - eXp (Va/‘/'ab/e)

X « [-00, +00]
while 2(1 - x < 0) do
X «— x-1

od4

Caterina Urban
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Ranking Functions

Example (continue)

X « [-00, +00]

while 2(1 - x < 0) do
X «— x-1

od4

> 10341 x &

LA - @plX ) | pE v e Z)
U{2,p)=>@Gp)| |pe & IveEll —xlp:v<0]
U{@B,p) > 2, p[X—> V] |peE &, veElx—1lp}
Ul{@,p)— @p) | |pe & dveEll —xlp:v«£0])
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Ranking Functions

Example (continue)

X « [-00, +00]

while 2(1 - x < 0) do
X «— x-1

od4

Most obvious ranking function:
amappingf: 2 — O

from each program state

to

(a well-chosen upper bound on)
the number of steps until termination

Alan Turing Robert Wakloyd
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Ranking Functions

Example (continue)

X « [-00, +00]

while 2(1 - x < 0) do
X «— x-1

od4

We define the ranking function f: 2 — O by partitioning with respect to the
program control points, i.e., f: &£ — (& — O)

@) € .0

def 1 —px) £0
T =% 0,00 -1 1= pw) <0
def 2 2 —p(x) £ 0
JB) = 4p. {2,0()6) -2 2—px)<0

(1) e Ap.@

Alan Turing Robert WaFloyd
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Potential Termination

Potential Ranking Functions

For proving potential termination, we use a weaker notion of ranking function,
which decreases along at least one transition during program execution

Definition

Given a transition system (X, 7), a potential ranking function is a partial
function f: X — 7/ from the set of states X into a well-ordered set

(W', < ) whose value strictly decreases through at least one transitions
from each state, that is, Vo € dom(f): (46 € dom(f): (0,0) € 1) =>

do’' € dom(f): (0,0') € T Af(o') < f(0)

Caterina Urban
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Hierarchy of Semantlcﬁ

T(Z) f‘*

T( F)
Prefix/suffiy g
X finite tr
dCes

T
Qs
/ Partial finig trac
S
ag /
Partjg) tra
M,

Antojne Ming

termination semantics

I, I m termination trace semantics

Ol (0 £

/A maximal trace semantics
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Hierarchy of Semantics

o 2

/A maximal trace semantics
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Maximal Trace Sem

Example

while 1([-c0, +00] # 0) do
2sKkip
od3

> € a3y xE

Least fixpoint formulation of ma

def
T = {(1,p) = 2,p) | p
Ui@2,p) = {1,p)|p
Ui(1,p) = @,p) | p
Moo NE* is best defined on (P(X*),C,U,N, 0, T*).
Moo NE¥ is best defined on (P(Z%), D, N, U, £¢,0), the dual lattice

def we transform the greatest fixpoint into a least fixpoint!
%oo — { (1 ’ [0)(29 p)*(39 /0) | /0 e %} i/Ve mixf ther:I into a r:ew comple'lce Iafctice (7)7(200), C,u,n, L, T):
U {(1 , ,0)(2, IO)G) | p e %} o ALB <L (ANTHC(BNIA(ANIY)D(BNIY)

o AUB = ((ANT*)U(BNIZ*)U((ANZY)N(BNIY))
e AMB = ((ANT*)N(BNI*))U((ANEY)U(BNI¥))
o | & yw

def

o T = X~

merge finite and infinite maximal trace least fixpoint forms.

Fixpoint fusion

E%} Idea: T least fixpoint formulation for whole M
Idea: lo get a least tixpoint tformulation tor whole o

€ &}

€ &}

def

In this lattice, M., = Ifp Fs where Fs(T) = BUT™ T.J

(proof on next slides)

Course 2 Program Semantics and Properties Antoine Miné p. 77 / 99
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Hierarchy of Semantics

o P

£

Termination Analysis

termination trace semantics

maximal trace semantics
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Trace Semantics

Potential Termination Abstraction

approximation order

v
(PE), C)

a*(T)

7*(T)

Example:

a({ab, aba,bb,ba®}) = {ab, aba, bb}

(PEF), C)

computational order

Maximal trace semantics

Least fixpoint formulation of maximal traces

TnZ*

TuZ”

Termination Analysis

Idea: To get a least fixpoint formulation for whole M,
merge finite and infinite maximal trace least fixpoint forms.

= rixpoint fusion

Moo NZ* is best defined on (P(X*), C,U,N, 0, X*).
Moo NXY is best defined on (P(X%), D,N,U, X%, (), the dual lattice

(we transform the greatest fixpoint into a least fixpoint!)

We mix them into a new complete lattice (P(X°°),C, L, 1, L, T):
e ALB <% (ANY*)C(BNI*)A(ANI¥)D(BNIY)

AUB = (ANZ*)U(BNI*))U(ANEY)N(BNIY))

ANB = (ANZ*)N(BNEL*))U(ANEY)U(BNIY))

1 Eyw

T < ¥+

In this lattice, M = Ifp Fs where Fo(T) & BUT™ T.]

(proof on next slides)

Course 2 Program Semantics and Properties Antoine Miné p. 77 / 99
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Trace Semantics

Finite Trace Abstraction

Y

(P(E), L) (P(X¥), C)

Finite trace abstraction

Finite partial traces 7 are an abstraction of all partial traces T
(forget about infinite executions)

a>1<

We have a Galois embedding:

approximation and computational order coincide

(P(Z),C) &= (P(Z%), C)

@ [ is the fused ordering on X* U X¥:
2>{< ACB <& (ANYI*)C(BNI*)A(ANXY) D (BNIY)

o o (T)E TNnX

(remove infinite traces)

v (T) ' T (1)

(embeddlng)

a*(T) def T

o T = a(Tx)

(proof on next slide)

Course 2 Program Semantics and Properties Antoine Miné p. 82 /99
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_Fixpojny transfe, ™

Potential Termination

Trace Semantics e A g
Kleenian Fixpoint Transfer
+ (P(X%),C)

o M, = Ifp=F,

We have.
a Gafn:

> Let (C, < Yand (A, C ) be
F(T) e BUrT com<plete p>artial <<)rders,>let
fiC—- Candf": A - Abe
o« (P(X*), C) monotonic functions, and let
a: C — A be a continous
o Us: LX) = P(XF) abstraction function such that
a:(T) det TN 2 a(a) = a”, fora € Cand a” € A,
and that satisfies the commutation
T, det a.(M ) = IfipS F, condition a o f =f"oa. Then, we
have the fixpoint abstraction
F) ¥ BucT a(ifpsf) = fipsf".

_ Termination Analysis
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Potential Termination
Trace Semantics

Example

while 1([-00, +00] # 0) do
2sKip
od3

M o e {(1,p)2,p)*3B,p) | p € &}

Ui{(1,p)2,p)" | p € &}

T m e {(1,p)(2,p)*@B,p) | p € &)

Caterina Urban
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Hierarchy of Semantics

«a
75(z) p
a 7s(F)
: .
% preflx/suffix finite +
races
T
Qy |
Partiy| finite trac
es
T

" T termination trace semantics

A (04

/A maximal trace semantics
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Definite Termination
Trace Semantics

Definite Termination Abstraction

(P(EZ), C) (P(T*), C)

\m/

a(T) et {te TNnX*|nhdb(t,TNX?) =@}

nhdb (2, T) ' (' € T | pf(d) N pf(1) £ )

pf(?) def (e Z®\{e} |t eX=®:t=1 1"}

Example:
a({ab,aba,bb,ba”}) = {ab, aba} since pf(bb) N pf(ba®) = {b} # @

_ Termination Analysis Caterina Urban




Definite Termination

Trace Semantics

Tarskian Fixpoint Transfer
¢« (P(Z®),C,U,MN,Z2, T*)

o M, det Ifp=F

FI) ¥ suT

e (P(X*),C,U,N,T,X%)

Asi: LX) = LX)

ef o —
gM — a*(%oo) — |fpg F>x<

FAT) = BU((«~T) N~ ~T))

Termination Analysis

Let (C,<,V,A, L, T)and
(A,C,u,m, L™, T" ) be complete
lattices, let f: C > Candf": A - A
be monotonic functions, and let

a: C — A be an abstraction function
that is a complete A-morphism

(VS C C: AANS) =N {f(s) | s € S
and that satisfies f* o a C o o f and
the post-fixpoint correspondence

Va* € A: ff(a® C a* =

Ja € C: fla) <dAa(a) =a" (ie.,
each abstract post-fixpoint of ™ is the
abstraction by a of some concrete
post-fixpoint of f). Then, we have the
fixpoint abstraction a(IfpSf) = Ifp=f™.

(see proof in [Cousot02])

Caterina Urban




Definite Termination
Trace Semantics

Example

while 1([-00, +00] # 0) do
2sKip
od3

M o e {(1,p)2,p)*3B,p) | p € &}

Ui{(1,p)2,p)" | p € &}

7, €5

Termination Analysis
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Hierarchy of Semantlcﬁ

T(Z) f"

T( F)
PrefiX/SUff. X
Ix flnite tr
dCes

T
Ay
Partiy| finit. tra
C
T
Y~
Partjg) tra
M,

Antojne Ming

termination semantics

m
I, T u termination trace semantics
(047 P
M maximal trace semantics
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Potential Termination Semantics

Potential Ranking Abstraction

—  count execution steps backwards

(PE*), C) (2=~ 0, <)

e

H23/h e dom(f;) € dom(f,) A Vx € dom(f)): fi(x) < fr(x)

approximation order

aﬂ”l

o, (T) €' o (3 (T))

o () E def
def{o Vo'e X: (0,0) &r

(04 (I’)G — inf{a (7’)0/+ 1 | = dom(a (I")) A (6 0-’) = }"} otherwise

a(T) {(00)62XZ|EIt€Z*t€Z°° too't € T}
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Potential Termination Semantics

approximation and computational order coincide

def

R = a (T, )=Ilp-F,
ot 0 cE A
F.(f)o = inf{f(c’)+ 1] (s,6") €1} o € pre (dom(f))
undefined otherwise

A program may terminate for traces starting from a
set of initial state .7 if and only if ¥ C dom(&£,))

_ Termination Analysis

Caterina Urban



Potential Termination Semantics

Exercise

Show that the following fixpoint definition of the potential termination
semantics does not guarantee the existence of a least fixpoint:

def

R =a (T )=Ip~F,
ot 0 cE AR
F,(f)o = {supif(c) + 1| (0.6) €1} o € pre (dom(f))
undefined otherwise

Hint: find a program for which the values of the iterates of the potential
termination semantics are always increasing

Caterina Urban
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Hierarchy of Semantlcﬁ

T(Z) f"

T( F)
PrefiX/SUff. X
Ix flnite tr
dCes

T
Ay
Partiy| finit. tra
C
T
Y~
Partjg) tra
M,

Antojne Ming

termination semantics

I, I m termination trace semantics

Ol (0 £

/A maximal trace semantics
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Definite Termination Semantics
Ranking Abstraction

4 3 0
—  count execution steps backwards
&
(P(XF), C) (£—0,%)
/’
def

fi < f, = dom(f;) 2 dom(f,) AVx € dom(f): fi(x) < fr(x)

approximation order

WL

a(T) = a,(d (1))

Olv(@) f
def{o Vo' € 2. (0,0') & r

av(l’)d — SUp{C_IV(I")OJ +1 | = dom(ﬁv(l”)) A (O' O'/) — ]"} otherwise

a(T) {(0 o)eXXX|dre X* e X%: too't € T}

_ Termination Analysis Caterina Urban




Definite Termination Semantics

def

fi 2 f, = dom(f;) € dom(f,) A Vx € dom(fy): fi(x) < fr(x)
Ry et a0, (T ) = Ifp=Fy, computational order
0 cER
Fu(Ho €' 3 sup(f(e) + 1] (0.6) €7} o € pre (dom(f))
undefined otherwise
0 0 0 0

A program must terminate for traces starting from a
set of initial states % if and only if ¥ C dom(&,,)

_ Termination Analysis
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Hierarchy of Semantlcﬁ

T(Z) f"

T( F)
PrefiX/SUff. X
Ix flnite tr
dCes

T
Ay
Partiy| finit. tra
C
T
Y~
Partjg) tra
M,

termination semantics

I, I m termination trace semantics

Ol (0 £

/A maximal trace semantics
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Denotational Definite
Termination Semantics

We define the definite termination semantics
Ry X — O by partitioning with respect
to the program control points, i.e.,
Ry L — (€ — 0).

Thus, for each program instruction stat, we
define a transformer

Rylstat]: (& = O) - (& — O):

e Byll'X < e]

Fyllif “ e X 0 then s]

% lwhile “ e X} 0 do s done]

o Ry llsi; sl

_ Termination Analysis Caterina Urban



Denotational Definite

Termination Semantics
Rl X < e]

R’ X < ellf = Ap. Vv € Elellp: p[X — v] € dom(f)

ot sup{f(p[X — vD+1 | v € Elellp} v € Ellellp A
e
undefined otherwise

Example:
Let V= {x} and f: & — O defined as follows:

et 2 px) =1
f(p) = 3 px) =2

undefined otherwise
We have

def

Ryllx < x+[1,211f = /Ip.{4 px) =0

undefined otherwise

_ Termination Analysis
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Denotational Definite

Termination Semantics
Ryllif “ e > 0 then s]]

D

R, [lif “ e >4 0 then s]f = 1p. %

undefined otherwise

@O sup{ Ry lslfip) + 1, f(p) + 1} p € dom(Ryls1f) N dom(f) A
v, v, € Ellellp: vi O AV, KO

@ Rylslfip) + 1 p € dom(Z,s1f) A
Vv e Ele]lp: vIXO

® flp)+1 p € dom(f) AVv € Ele]lp: v O

_ Termination Analysis
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Denotational Definite
Termination Semantics

R ¢ X 0 then s]| (continue) N
Example: {
Let V= {x} and f: & = O, and &£,,[[s]if defined as follows:
def 1 x) <0 EENEEES
raef { s »
undefined otherwise
def 3 0 < p(x)
K = 1p. A
mllslf : undefined otherwise
We have
" 2 px) <0 4§
R yllif 3 —x <0 then s]f = 1p.{ 4 3 < p(x) -

undefined_ otherwise
and R, [[if [~ oo, + o] # O then sTf = 4p. {4 p(x) =0

undefined otherwise

_ Termination Analysis
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Denotational Definite

Termination Semantics
% lwhile “ e X 0 do s done]]

def

R [lwhile “ e X 0 do s done]lf = prg Fy
@ H=2 ) de dom(f;) € dom(f,) A Vx € dom(f;): fi(x) < fr(x)
def @ computational order

Fy(x) = Ap. B

undefined otherwise

O sup{ By lislx(p) + 1, f(p) + 1} p € dom(R,lls]x) N dom(f) A
v, v, € Efle]lp: vi MO AV, KO

Q) % yllslx(p) + 1 p € dom(Z y,[[s]lx) A
VveEelp: vIXO
@ flip)+1 p €dom(f)AVv e E[e]lp: vk O

_ Termination Analysis
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Denotational Definite
Termination Semantics
Rylls; 5]

Rolls: ylf B Ry s 1(Bylls,1f)

Termination Analysis



Denotational Definite
Termination Semantics

Definition

The definite termination semantics &£ M[[statf 1: € — 0O
of a program stat’ is:

R lIstat’ ] det % ylstat](4p.0)

where &£ [[stat]: (& — O) = (& — O) is

the definite termination semantics of each program instruction stat

A program stat’ must terminate for traces starting from a set of initial

states . if F C dom(@m[[statf )

Lesson 12 Termination Analysis Caterina Urban 43



Piecewise-Defined
Ranking Functions
Abstract Domain

Termination Analysis



Concretization-Based
Piecewise Abstraction

Ya K [[stat’] € o

%M[[staff]]: e o fi<fE dom(f) 2 dom(fy) AV € dom(f): fi(x) < f(0)

approximation order

By pointwise lifiting we obtain an abstraction &% of &,
Ya

RN

(Z > (E=0).%) (L > d. %)

1]
",
-

Ry L — (& — 0) R L > o

Caterina Urban
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Piecewise-Defined Ranking  _ .
Functions Abstract Domain =

Example

X «— [-00,+00]
while 2(x > 0) do

3 «—-2-x+10
od4
| f

Termination Analysis




Piecewise-Defined Ranking
Functions Abstract Domain

Linear Constraints Auxiliary Abstract Domain

 Parameterized by an underlying numerical abstract domain (9 » L p )

(i.e., intervals, octagons, or polyhedra):
Example: :
X > [—00,3 y
el e 3 x>0, 20 ﬁ. e
Ax. 1

Y — [0, + 0]

Yc

T
(P(€/=c),Cp) (2,Cp )
a\/

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Linear Constraints Auxiliary Abstract Domain

 Parameterized by an underlying numerical abstract domain (2, T, )
(i.e., intervals, octagons, or polyhedra):

(P(€/=c),Cp) (2,Cp )
~_ 7

qc

e & is a set of linear constraints
in canonical form, equipped with a total order <,

%d=ef {Cl .X1+Ck.Xk+Ck+1 ZOle,,XkE\/

ACpyeoosCoyp1 € ZAged(|cq],....lcq|) =1}

_ Termination Analysis Caterina Urban




Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain

 Parameterized by an underlying numerical abstract domain (9 » L p )

FE L 0@V SN U T, )

We consider affine functions:

7, € v ZM S N

f(Xl’ ’Xk) —_ Zml' Xl+q

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain (continue)

e approximation order <, [D]|, where D € :

e between defined leaf nodes:

fi <ID1 £ €' Vp € 7p(D): (oo pXD, ) < folvs plX)), ...)

* otherwise (i.e., when one or both leaf nodes are undefined):

f: 7V 5 N

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain (continue)

« computational order C .| D], where D € :

e between defined leaf nodes:

£ .01 £, LV € D) £ p(X), ) < B p(X), ..

* otherwise (i.e., when one or both leaf nodes are undefined):

Tr

fizZM - N

J-F
_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

. of € (LEAF: f| fe F) U {NODE{c): t,:t, | c € G Aty 1, € o)

e concretization functiony,: &/ — (& — O):

740 B 7,210

where7,: P(C/ =) - o — (& = O):
7,[CILEAF: ) "y Ta(O1(F)

7, [CINODE(c}: 13) = 7,[C U (c}11(7,) U7,[C U { ~c} 1)

andyp: D - F — (& — O):
DI Lp) fd:ef %
vrlD1(f) :d/}e'? E ypD): f(...,p(X)), ...)
YElDI(Tgp) = O

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Abstract Domain Operators

 They manipulate elements in &/ el {NIL} U of

* The binary operators rely on a tree unification algorithm
 approximation order <, and computational order L ,

« approximation join Y, and computational join LI,
e Mmeet AA
* widening V4

* The unary operators rely on a tree pruning algorithm

« assignment ASSIGN4[[X « ¢]
« test FILTER4[[ €]

Caterina Urban

_ Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Tree Unification

Goal: find a common refinement for the given decision trees

e Base cases:

Termination Analysis

Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Tree Unification (continue) )

» Case (1)

.
.
.
.
.
.
*
.
.
£y

is redundant

€y Sc¢ €

. *
.............................................................................................................

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Tree Unification (continue)

« Case (2) (simmetric to (1))
. Case @ ¢ is redundant

------------------------------------------------------
3 .

. *
------------------------------------------------------

-------------------------------------------------------

. *
------------------------------------------------------

@ c is kept in #; and 1,

ooooo
-----------------------------------------------------------------------------------------------------------

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Tree Unification (continue) Example

Termination Analysis



Piecewise-Defined Ranking

Functions Abstract Domain
Order

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. Compare the leaf nodes using the approximation order < [a-(C)]
or the computational order C.[a(C)]

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking

Functions Abstract Domain
Order

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. Compare the leaf nodes using the approximation order < [a-(C)]
or the computational order C.[a(C)]

The concretization function y, is monotonic with respect to < 4:

Lemma

Vi, € A 1) <p b = v4(8) < y4(0)

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join
1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. NIL v, 1 ',

rv, NIL &'

4. Join the leaf nodes using the approximation join Y [a(C)]
or the computational join LI, [a-(C)]

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

e approximation join Y [D], where D € :

 between defined leaf nodes:

F\{ Lp, T
v (D] £ %8 {f feF\ Lp. Tr)

ot T, otherwise
where f = Ap € y5(D): max(f; (..., p(X), ...)s foloors p(X)), ...))

Example:

def

A A A

z *
"y *
..... ot
Na, o®
fas
.....
|

+
.
g
*
.
.
+
.
*
o
\d

AL _ .

Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

« approximation join Y [D], where

 between defined leaf nodes:

Po\yhedron oma -n ‘
p (join enerator sets
def . A, X“ “
oin.
O’ \‘I
def f f e L/f\{ |
\ n
. 5 point and @ !
4

L Ye[D] f, =

where f dlef Ap € yp(D): max(f(...

Example:

A A

z *
*
..... "
Mg, .
Tt
.....
* Moy
. ay,
+
+
R
*
0
.
Rs
”
R
*

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

e approximation join Y [D], where D € :

 between defined leaf nodes:

FN\N| L, T
flvF[D]fzd:ef{f fEJ'\{ F F}

ot T, otherwise
where f = Ap € y5(D): max(f; (..., p(X), ...)s foloors p(X)), ...))

« otherwise (i.e., when one or both leaf nodes are undefined):

def

LeVeIDLS G ke TEFM e Lr Tr
fYpD]l Lp = 1p JeF\{Tr}

TFVF[D]fjf:TF JeF\{ Lr} \\/ /
fYpDI T =T fEF\{Lp} firZM 5 N

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue) Example




Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

 computational join L, [D], where D € :

 between defined leaf nodes:

def{f JeF\{ 1p, Tr }

L Ye[D] f, =

ot T, otherwise
where f = Ap € y5(D): max(f; (..., p(X), ...)s foloors p(X)), ...))

« otherwise (i.e., when one or both leaf nodes are undefined):

def ‘
Lyu.[D] f=f feF . 71V
. 7 N
FUpID] L, j=efff feF / -~
Teup Dl f 2T, fe |
fU DI T, =T, feF 1,

_ Termination Analysis Caterina Urban




Piecewise-Defined Ranking

Functions Abstract Domain
Meet

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. NIL v, r &' NIL

rv, NIL 2" NIL

4. Join the leaf nodes using the approximation join Y [a(C)]

Caterina Urban

Termination Analysis




Piecewise-Defined Ranking
Functions Abstract Domain

Meet (continue) Example

Termination Analysis



Piecewise-Defined Ranking

Functions Abstract Domain
Widening

Goal: try to predict a valid ranking function

The prediction can (temporarily) be wrong!, i.e.,
» under-approximates the value of £,
and/or

» over-approximates the domain dom(#,,) of £,

Example 3 2 @ 2
S AVY! 1
%, 6 o0 0

A
_ Termination Analysis Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue)

1. Check for case A (i.e., wrong domain predictions)
2. Perform domain widening
3. Check for case B or C (i.e., wrong value predictions)

4. Perform value widening

Termination Analysis Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Check for Case A

Lemma

Let dom(}/A(%%‘(f N)\dom(Z,,(£)) # &. Then, in case A, we have
dom(yA(%ﬂ”‘“(z/ﬂ M)\dom(Z£,,(£)) C dom(yA(%fZ‘(f N)\dom(Z,,(£)).

(see proof in [Urban15])

Termination Analysis Caterina Urban



Piecewise-Defined Ranking

Functions Abstract Domain
Widening (continue) Check for Case A

Lemma

Let dom(}/A(%ﬂ‘(f N)\dom(Z,,(£)) # &. Then, in case A, we have
dom(y, (R (£))\dom(R,(£)) C dom(y, (R} (£))\dom(R ,(£)).

(see proof in [Urban15])

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Domain Widening
Goal: limit the size of the decision trees

Left unification: variant of tree unification that forces the structure of 7, on 7,

e Base case:

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Domain Widening

e Case @ C, Is redundant

.
.
.
.
.
.
*
.
.
£y
. .
. .
. .
. .
. .
. .
* *
. .
. .
£y £y

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Domain Widening

» Case (2) (as for tree unification)

. Case @ C is redundant

------------------------------------------------------
3 .

. *
------------------------------------------------------

-------------------------------------------------------

. *
------------------------------------------------------

@ c is kept in #; and 1,

ooooo
-----------------------------------------------------------------------------------------------------------

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Check for Case B or C

Lemma

Let }/A(%ﬂ’(f))(ﬁ) < R,(€)(p) for some
p € dom(Z£,,(£)) N dom(yA(%fZ‘)(f )) (case B). Then, there exists
p E dom(yA(%Z’“(f ) N dom(%ﬁf(f )) such that

YA(RON(P) < ya( Ry () (p),

Termination Analysis Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Check for Case B or C

Lemma

Let dom(yA(%ﬂ(f N)\dom(Z,/(¢)) # &. Then, for all
p E dom(yA(%}Z‘(f )))\dom(Z,,(¢)) in case C, we have

YA(RO(P) < ya( Ry ())(p),

(see proof in [Urban5])

_ Termination Analysis

Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Check for Case B or C

Lemma

Let dom(yA(%ﬂ(f N)\dom(Z,/(¢)) # &. Then, for all
p E dom(yA(%}Z‘(f )))\dom(Z,,(¢)) in case C, we have

YA(RO(P) < ya( Ry ())(p),

(see proof in [Urban5])

_ Termination Analysis

Caterina Urban



Piecewise-Defined Ranking

Functions Abstract Domain
Widening (continue) Check for Case B or C

1. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3 IR

HEF\ Lp, T} AL Zp [alO)] f;

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Value Widening

1. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

2. Widen each (defined) leaf node f with respect to each of their adjacent
(defined) leaf node f using the extrapolation operator i
v [a(C), a(C)], where C is the set of constraints along the path to f

Example:

A A A

Caterina Urban

Termination Analysis




Piecewise-Defined Ranking
Functions Abstract Domain

Tree Pruning
Goal: add a set J of linear constraints to the decision tree

« Base case (J = @)

@ C is redundant @ cis keptint

-----------
* Yo

o S
D .
N .
. .
. .
M .
M .
M .
. .
M .
M .
M .
. .
. .
s ) g
. ., o
L L L LLLLLLEY
.
.
.
.
y

----------
-----

*
* *
--------------------------

Caterina Urban

. *
--------------

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Tree Pruning (continue)

» Case (1)

min J is redundant

.
.
.
.
*
.
.
.
*
.

minJ <, ¢

Termination Analysis Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Tree Pruning (continue)

c is redundant @ cis keptint

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Tree Pruning (continue) Example

JE¥ 250

*
*
*
*
*
*
*
*
*
*
*
-

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

- <
Assighments ASSIGN,4[[X « €]

 Base case ( )

Apply AS%N FIIX < ellla(C)] on the defined leaf nodes

g Ootherwise
def

wheref((j. .f.,Xl-,X, ..) = max{f(....pX),v,...)+ 1| peyy,(R)Av € Elelp}
e «——

and R = ASSIGNp[[X « e]|D

Example:

ASSIGNALx < x + [L211[ Tp 1Ax.x + 1) = Ax.x + 4
since f(x+[1,2D)+1=x+[1,2]+1+1=x+[3,4] and
max(3,4) = 4

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

- <
Assighments ASSIGN,4[[X « €]

. P Convert ASSIGND[[X «— e]](ac({c}) and
ASSIGND[[X — ell(a-({~c})

into sets / and J of linear constraints in canonical form

Case®l J @ case@l ONL-€J

---------------------------------------------

. * . *
----------------------------

case @ LloelnJ=g case (¥ i e,

-----------
o+ Yo

1. perform tree pruning on ' ' and |

2. join the results with Y 4

Caterina Urban
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Piecewise-Defined Ranking

Functions Abstract Domain
Tests FILTER [ €]

1. Recursively descend the tree and apply STEP£ on the defined leaf nodes
to account for one more execution step needed before termination:

def _
STEPA(f) = AXy, ..., X, . f(X;, ..., X)) + 1 feF\{ Lp, Tp}

2. Convert ¢ into a set J of linear constraints in canonical form

Example: a(FILTERpl[le]l Tp )
where (9, T, ) is the underlying numerical domain

3. Perform tree pruning with J

Caterina Urban

Termination Analysis



Abstract Definite

P
| | [ / éWhile geX then ZS t¢ (ass;
/ ﬁstat- ¢ p Dﬂ O do St Y, Slg”’"ent)
erminaton semantes - e oo
. (loop,)
/ e ~XP (Seq"ence)
Xp ¢
/ - eXp (Va/’/'ab/e)

For each program instruction stat, we define
a transformer %}T/I[[stat]]: A — A

Umey;j ex, ress; o ari
def n’;ingOm.,'np : ns: pq c {\7 Ntro| Poing
° %E[[KX <« e]]t — ASSIG NA[[X «— e]] - d/env,ronmL;ﬁsti Xam ¢ ’pr] <. Oe{i, )

Lemma (Soundness)

Bul’ X < elly,(®) < y(FEI°X < ellt)

(see proof in [Urban15])

Termination Analysis

Caterina Urban



Abstract Definite ..
Termination Semantles R S

— exp (SeqUenc

For each program instruction stat, we define
a transformer #* yllstat]l: o — o:

. R [[”ﬂX — et = Qe ASSIGNA[[X «¢]

R [if “ e < 0 then s]]t def

FILTERA[[e X O]](Q? [s1l#) Y- FILTER4[[e pK O]}z

Lemma (Soundness)

Ryllif “ e > 0 then s]ly,(¢) < y,(Z [lif “e X 0 then s]¢)

(see proof in [Urban15])

Termination Analysis

Caterina Urban



Abstract Definite .
Termination Semantles R 2

— exp (seqUenc

For each program instruction stat, we define
a transformer #* yllstat]l: & — -

ando,n i . S D c rol poi
# t def Mode] e PULS: X (=< Nts
e BEICX — ellt BT ASSIGNAIX et 0 0o 5= 020
PrOgra E— ra S, un o )
anticg and py, n Unct;

R [if “ e < 0 then s]]t def
FILTERA[[e X 0]](9? [s1l#) Y- FILTER4[[e pK O]}z

. %* [while “ ¢ X 0 do s donellt = i F*
where F* (x) = FILTER,[[e & O1(%* [[sTx) Y, FILTER[[e b4 01)(7)

Lemma (Soundness)
R, [lwhile “ e X 0 do s done]ly,(?) X 7,(Z%% [[while “ e < 0 do s done]]?)

(see proof in [Urban15])

_ Termination Analysis

Caterina Urban



Abstract Definite o
Termination Semantles L

— exp (Seqllenc

For each program instruction stat, we define
a transformer #* yllstat]l: & — -

# t def Model op  PULS: X (=< nts
® t% [[ X e e]]t ASS IG NA [[X e e]]t C°Ur552 e”Vlronment, para:et{ic;’pc/] }’ © € {‘/“7 -
e ’ )
Progra emantic5 a,:, P': S: un ho n Unctj,

R [if “ e < 0 then s]]t def

FILTERA[[e X O]](% [s1l#) Y- FILTER4[[e pK O]}z

%" [[while ” ¢ X 0 do s donellr &' Iip*F*,
where F* (x) = FILTER,[[e & O1(%* [[sTx) Y, FILTER[[e b4 01)(7)

. %ﬁ/[[[sﬁ 52]]t [[51]](9? s, 117)

_ Termination Analysis
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Abstract Definite
Termination Semantics

Definition

The abstract definite termination semantics %ﬁ}[[statf e
of a program stat’ is:

R [stat’' | &' %* [stat](LEAF: AX,, ..., X,.0)

where %f&[[stat]]: A — A is the abstract definite termination semantics
of each program instruction stat

Corollary (Soundness)

Theorem (Soundness)

A program stat’ must terminate for
PR M[[statf 1<y A(%f\}[[statf ) traces starting from a set of initial states
Jif F C dom(}/A(%ﬁ/[[[statf D)

_ Termination Analysis
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Abstract Definite
Termination Semantics

Example

X « [-00, +00]
2y «— [-00, +00]
while 3(x > 0) do

X = X-Y
od>

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00]
2y «— [-00, +00]
while 3(x > 0) do

X = X-Y
od>.

)

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00]
2y « [-00, +o0]

while 3x > 0) do
4X <« - y
od>:

FILTER[[x < O]

)

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00]
2y « [-00, +00]

while 3 > 0) do
A «— - y
od>:
FILTER4[[x < O]

.
.

Termination Analysis




Abstract Definite
Termination Semantics

Example

X « [-00, +00] A

while 3 > 0) do i
4 <X -y i
od5: "

FILTER[[x < O]

)

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00] A

while 3x > 0) do
—X-Y
od°®

<_
ASSIGN[[x < x — V]

Termination Analysis



Abstract Definite
Termination Semantics

Example

)L<

Termination Analysis

Caterina Urban



Abstract Definite
Termination Semantics

Example

X « [-00, +00]

while §x > 0) do
: X-y
od> :

. FILTER[[x > O]

)L<

Termination Analysis

Caterina Urban



Abstract Definite
Termination Semantics

Example

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00] A

"‘

L]
]
-
L]
L]
‘e
a

Y
Y
L]

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00]
2y « [-00, +o0]
while 3(x > 0) do

X = X-y
od>
VA
&
= >

Termination Analysis

Caterina Urban



Abstract Definite
Termination Semantics

Example

.
=t
P

X = X-y

od°®

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00] N

"‘

4y 3(_ X -y J
od> & "

)L<

*
*
*
*
*
*
*
*
*
*
*
-

Caterina Urban
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Abstract Definite
Termination Semantics

Example

.
=t
P

4X-_&X_y .
od> ’

)L<

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

.
=t
P

X = X-Y
od>

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

X « [-00, +00] N

"‘

XEe—=X-y
ods :

)L<

*
*
*
*
*
*
*
*
*
*
*
-

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

.
wu®
P

4X-'Px-y .
od> : -

)L<

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

.
.
I"

X = X-Y 1
od> - "

)L<

Caterina Urban

Termination Analysis



Abstract Definite
Termination Semantics

Example

.
.
I"

4X&X—y '¢
od5 = >

Caterina Urban

Termination Analysis



Ordinal-Valued
Raking Functions

Termination Analysis



Need for Ordinals

Example

.
PR

while 2(x > 0) do
3X = x =1
od4 .......




Ordinals

successor ordinals

succ(a) def aU{a}
limit ordinals

w2w2+1 2
N
\\ wé\\\\\\'i m3/ ///// // /
- & 1«’"» g2,
S . 5’41 2
— = (;‘) 3 _
— W3Tw3g Pl wtrw
— "{» W j\g — — 3
Z X > ~
_ //// /%’//////I“«(A}\\\ w2+w'\2\\
/// w22 \\
d / / | P—..“m\\\‘\\ N
,/ w-2+]w_2
transfinite ordinals

B

finite ordinals

Termination Analysis

Caterina Urban



Ordinal Arithmetic

Addition
a+0=a (zero case)
a+succ(f) = succ(a + f) (successor case)
a+ = U (a+7) (limit case)
y<p
Properties

e associative
e not commutative

(a+p)+y=a+(f+7)
l+owo=w#w+1

Termination Analysis

Caterina Urban



Ordinal Arithmetic

Multiplication

a-0=0 (zero case)
a-succ(f) =(a-p)+a (successor case)

a-p= U (a-y) (limit case)

y<p

Properties
 associative (a-f)-vy=a-(f-7)
o left distributive a-f+y)=(~@-p)+(a-y)
« not commutative 2-0=wFw-2

 notright distributive (w+ 1) - o= 0w #Fw- -+ w

_ Termination Analysis

Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Termination Analysis Caterina Urban



Piecewise-Defined Ranking
Functions Abstract Domain

Ordinal-Valued Functions Auxiliary Domain

 Parameterized by the underlying functions auxiliary domain (¥, C )

L, U

Yo' 1€ FN Ly, Tr) m?
FUL Ty ) r
Cantor Normal Form
b . Pr. .
wl-n+ ... +w%-n
| :

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Ordinal-Valued Functions Auxiliary Domain (continue)

Piecewise-Defined Ranking
Functions Abstract Domain |

Functions Auxiliary Abstract Domain (continue) ce S —De““:c". D oma\n
« approximation order <, [D], where D € Z: P € _‘..“0 Abs-‘-'r o in (conf\“ue\
Func ) Abstraﬁt D
* between defined leaf nodes: ctions A xiliary
Fun eD
def wher
fi <pID1 £, B Vp € ypD): fieoospX), ..) < fleeospX), ..) puta“ona\ order c D}
m .
* otherwise (i.e., when one or both leaf nodes are undefined): cween (Wned \eaf nodes: X ) < fz(. es P(XD,
« D€ P
1lr Tr dgf ¥p € YD(D) i are \W\ned\_
NS = one or Lot \eaf n0d®
: n
fi ZM - N . otherwis® e Whe

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Ordinal-Valued Functions Auxiliary Domain (continue)

» approximation order <;;[D], where D € I:

 between defined leaf nodes:

N olf, <yIDIY 0'-f, B VperyD):Y o' -f.(..pX). )Y @' (. p(X).)

e otherwise (i.e., when one or both leaf nodes are undefined):

W\ /W

f: zZM - QO

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Ordinal-Valued Functions Auxiliary Domain (continue)

« computational order C ;[ D], where D € I:

» between defined leaf nodes:

N o'f, CyIDIY 'f, B VperyD):Y o' -f.(..pX). )Y @' (. p(X)..)

e otherwise (i.e., when one or both leaf nodes are undefined):

Caterina Urban

Termination Analysis



Piecewise-Defined nct.ons o ArcTined R

ankin
Functions Abstrac ..~ ... Pomain
Oncret,z atio ) {NODE{C} l
"fUnct:on},.W ’[2/65%/\;
4(7) L T (&L, €
def ACIE )
e of = {LEAFf |f€ %} U {NODF \‘/Vherea:@(%/\
;A[%C;](LEAF )d:efjf) 4 o
tizati f ti <Q{ (? and MOPELe) ’l;zzF) Oﬁe{‘g%{ /] ):
° . —> 7 "PiD S o @) yy
concretization function y, Wiy, T g, Ve,

Ve F[D]( 7) g€ def
YelD]( T ) de def S (D). . ),
)

740 B 7,210

where7,: LP(€/ =) = A — (& — O):
7,[CILEAF: £) €'y [a (O)(f)

VAlCI(NODE{c}: 1158,) = e 74lC U {c}](t) U74[CU {—c}](ty)

andyp: I - W — (& — O):
yAD( L) = 23

DICY, o' f) B dp € yp(D): Zw S P, )

i DI(T) T &

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Abstract Domain Operators

 They manipulate elements in &/ el {NIL} U of

* The binary operators rely on a tree unification algorithm
 approximation order <, and computational order L ,

« approximation join Y, and computational join LI,
e Mmeet AA
* widening V4

* The unary operators rely on a tree pruning algorithm

« assignment ASSIGN,[[X « e]
« test FILTER4[[ €]

Caterina Urban

_ Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Join

Piecewise-Defined Ranking

Functions Abstract Domain 'fiecewise D
Join unc - = Efine

. soin c2010NS Apgyr-©d Rankiy,
1. Perform tree unification (Cont,nUe) r act DO . g
2. Recursively descend the trees while accumulating the linear constra ma' n

e a .
_ . Dprox,matiOn .
encountered along the paths into a set of constraints C Join

F [D Polyhedron domain
]’ Whel‘e /. Operators on polyhedra: join

3. NILv, %,

rv,NIL &

Join:  X*UF Y [Py Pyl [Rae Rye] ] (join generator sets)

Examples:

= ? Sezx \{
. #  Otherwjgg @ ‘ ‘T
)< max(. - —l

two polytopes a point and a line

4. Join the leaf nodes using the approximation join Y [a-(C)]
or the computational join L [a-(C)]

Ut is optimal:
we get the topological closure of the convex hull of (%) U~(V*)

Course 4

Termination Analysis

Termination Analysis Caterina Urban




Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - X, + w-x, + 3
) — w? - x + w-(—x,) + 4

HYwl Tplf

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - X, + w-x, + 3
) = w? - X + w-(—x,) + 4

HYwl Tplf

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - X, + w-x, + 3
) = w? - X + w-(—x,) + 4

+ 4

HYwl Tplf

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - X, + w-x 4+ 3
f = X + o0 (—x) + 4

+ 4

HYwl Tplf

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example: a)~a)=a)2-1+a)-0
fi = w? - X, + w-x 4+ 3
f = 'y + o0 (—x) + 4
YwlTplfy = ol 4 9.0 4+ 4

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - x| + w-x, + 3
) = w? -, + w-(—x,) + 4
fiYwlTplf = 14 90 + 4

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - x| + w-x, + 3
) = w? -, + w-(—x,) + 4
YwlTplf, = 0%x ' + w0 + 4

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

Example:
fi = w? - x| + w-x, + 3
15 = w? - x, + o-(—x,) + 4
fiYwlTplh = 0*-(x+1) + -0 + 4

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

» approximation join Yy, [D], where D € :

e between defined leaf nodes:

approximation join Y [D] in ascending powers of @

e otherwise (i.e., when one or both leaf nodes are undefined):

def

1w \/W[D]fd—f 1w few\{ Ty}
fywlD] Ly = Ly few\{ Ty}
TWVW[D]fd_GfTW JEW\{ Ly } \ /
J Yw D] TWd:ef Tw feW\{ Ly} f:zZM -0

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Join (continue)

 computational join Ly, [D], where D € 9:

e between defined leaf nodes:

computational join Lly, [ D] in ascending powers of @

* otherwise (i.e., when one or both leaf nodes are undefined): Tw
def ‘
Lyuy[D] f=f few \Y
def 7" = O
f Uy D] Ly d=eff few /
TwUy Dl f = Ty  fEW |
Fuy Dl Ty &1, few 1y

_ Termination Analysis
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Piecewise-Defined Ranking

Functions Abstract Domain
Widening

Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Value Widening

1. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

2. Widen each (defined) leaf node f with respect to each of their adjacent
(defined) leaf node f using the extrapolation operator B
v [a(C), a-(C)], where Cis the set of constraints along the path to f

Example:

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Value Widening

1. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

2. Widen each (defined) leaf node f with respect to each of their adjacent
(defined) leaf node f using the extrapolation operator i
v la(C),aC)], where C is the set of constraints along the path to f,

In ascending powers of @

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue) Value Widening

1. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

2. Widen each (defined) leaf node f with respect to each of their adjacent
(defined) leaf node f using the extrapolation operator i
v [a(C), a(C)], where C is the set of constraints along the path to f,

In ascending powers of @

yield Ty, when the extrapolation of natural-valued functions yields T

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

- <
Assighments ASSIGN,4[[X « €]

Piecewise-Defined Ranking
Functions Abstract Domain

. N
Assignments ASSIGN4[[X < €]l

P Co(rErt AS(S_IGND[[X < ef(a-({c}) and
ASSIGNp[[X « ell(as({~c})
into sets / and J of linear constraints in canonical form

case I=/=0 case Q) I=@Alo€J

case lc€INI=0 case (4) — : — :

"""""""" 1. perform tree pruning on and

o 2. join the results with Y 4

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Assignments (continue) AS%NA[[X — €]

 Base case ( )

(_
Apply ASSIGNg[[ X < e]lla-(C)] on the defined leaf nodes
In ascending powers of @

Example:

f
ASSIGN ylx; < [—00,4+oo] [T )

- X T+ X

Caterina Urban

Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Assignments (continue) AS%NA[[X — €]

 Base case ( )

(_
Apply ASSIGNg[[ X < e]lla-(C)] on the defined leaf nodes
In ascending powers of @

Example:

f
ASSIGN ylx; < [—00,4+oo] [T )

- X T+ X

+ 1

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Assignments (continue) AS%NA[[X — €]

 Base case ( )

(_
Apply ASSIGNg[[ X < e]lla-(C)] on the defined leaf nodes
In ascending powers of @

Example:

f
ASSIGN ylx; < [—00,4+oo] [T )

w-X + X

+ x2 + 1

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Assignments (continue) AS%NA[[X — €]

* Base case ( )

(_
Apply ASSIGNg[[ X < e]lla-(C)] on the defined leaf nodes
In ascending powers of @

Example:

f
ASSIGN ylx; < [—00,4+oo] [T )

WX + X

w1 + -0 + x2 + 1

w-o=w*14+w-0

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Assignments (continue) AS%NA[[X — €]

 Base case ( )

(_
Apply ASSIGNg[[ X < e]lla-(C)] on the defined leaf nodes
In ascending powers of @

Example:

f
ASSIGN ylx; < [—00,4+oo] [T )

- X T+ X

w1 + -0 + x2 + 1

Caterina Urban
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Abstract Definite
Termination Semantics

and executions

Program:
. Language syntax

‘stat! = ‘X « exp (assignment)

| fif exp < 0 then ‘stat’ (conditional)

- = | ‘while ‘exp > 0 do ‘stat’ done’ (loop)

\n\ - | ‘stat;‘stat’ (sequence)

D e e X (variable)

ac n - i

S m | expoexp (binary operation)
t-\ n (- (constant ¢ € Z)

| e c] (random input, c,c’ € ZU {+o0})
o’
\Ne def\ﬂe Simple structured, numeric language bstra

e X €V, where V is a finite set of program variables

C“_\Oﬂ Sta "d' o (€ L, where L is a finite set of control points '

. U . L
rar‘"\ n . - . @ numeric -expres.smns. >4 E/{:, <choef{+, %/ [
cor each pfcé? 2%, [stath d o rondominputs X fec) | ler m’n ati
O Course 2 Program Semantics and Properties Antoine Miné p.3/99
a

Termination Analysis
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Abstract Definite
Termination Semantics

Example

X1 « [-00, +O0]
2x2 « [-00, +00]
while 3(x1 > 0 A x2 > 0) do
4p « [-00, +O0]
if 5(b > 0) then
6x1 « x1 - 1
X2 « [-00, +00]
else
8x2 «— x2 -1

od?®

Caterina Urban
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Abstract Definite
Termination Semantics

Example

X1 « [-00, +O0]
2x2 «— [-00, +00]
while 3x1 > 0 A x2 > 0) do
4p < [-00, +00]
if 5(b > 0) then
6x1 «— x1 - 1
X2 « [-00, +00]
else
8x2 «— x2 - 1

od?®

fs = @ -(x;=T+Tx;+3% -5 x;,>0Ax,>0

Caterina Urban
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®00® ([[]rrivate < @& github.com M + 88

0 Why GitHub? Team Enterprise Explore -~ Marketplace Pricing -~ Search / Signin Sign up

A caterinaurban / function  Public L\ Notifications % Fork 2 Y7 Star 7

<> Code Issues Pull requests Actions Projects Security Insights

¥ master ~ ¥ 1branch © 0tags Go to file Code ~ About

No description or website provided.

n caterinaurban no message bdeeael on Aug 21,2018 () 98 commits
c static-analysis ocaml

banal Changes according to feedback in pull-request: 5 years ago termination abstract-interpretation

liveness
cfgfrontend - added loop detection to CFG based analysis 5 years ago

domains no message 4 years ago [0 Readme

7 stars
frontend - added loop detection to CFG based analysis 5 years ago

1 watching
main added time measurements to CTL analysis 5 years ago

2 forks
tests more testcases with nestings of E/A 4 years ago

utils Moved forward analysis code to distinct module Forwardlterator and 5 years ago Releases
.gitignore Renamed 'newfrontend’ directory to 'cfgfrontend' 5 years ago No releases published
.merlin Renamed 'newfrontend' directory to 'cfgfrontend’ 5 years ago

.ocamlinit added banal abstract domain source code 5 years ago Packages
Makefile - added loop detection to CFG based analysis 5 years ago No packages published

README.md - added loop detection to CFG based analysis 5 years ago

pretty.py Added CTL testcases 5 years ago Languages

¢

|
i)
|
&
i)
B
B
B
B
B
B
B
[3

prettv_cfa.pv Imnlemented CEG based forward analvsis 5 vears aao
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