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Data Science is Everywhere

data is cheap and ubiquitous

mobile devices _
w transactions
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retail . ' manufacturing
personalized recommendations . - equipment failure predictions
- targeted marketing pharmaceutical - internet of things

predictive models
patient selection

finance energy health care
predictive models - exploration and discovery * personalized treatments
- customized product offerings * accident prevention * preventive care
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Ubiquitous Programming Errors

data science means programming

@
Python ’JU“aI‘

julia

programming means programming errors
programming errors that do not cause failures can have serious consequences

energy

finance health care
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Anomalously Unused Data
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The Reinhart-Rogoff Paper

American Economic Review: Papers & Proceedings 100 (May 2010): 573-578
hitp:/fwww.aeaweb.org/articles.php?doi—10.1257/aer.100.2.573

Growth in a Time of Debt

By CARMEN M. REINHART AND KENNETH S. ROGOFF*

In this paper, we exploit a new multi-country
historical dataset on public (government) debt to
search for a systemic relationship between high
public debt levels, growth and inflation.! Our
main result is that whereas the link between
growth and debt seems relatively weak at “nor-
mal” debt levels, median growth rates for coun-
tries with public debt over roughly 90 percent
of GDP are about one percent lower than other-
wise; average (mean) growth rates are several
percent lower. Surprisingly, the relationship
between public debt and growth is remarkably
similar across emerging markets and advanced
economies. This is not the case for inflation. We
find no systematic relationship between high
debt levels and inflation for advanced econo-
mies as a group (albeit with individual country
exceptions including the United States). By con-
trast, in emerging market countries, high public
debt levels coincide with higher inflation.

Our topic would seem to be a timely one.
Public debt has been soaring in the wake of the
recent global financial maelstrom, especially in
the epicenter countries. This should not be sur-
prising, given the experience of earlier severe
financial crises.” Outsized deficits and epic bank
bailouts may be useful in fighting a downturn,
but what is the long-run macroeconomic impact,

*Reinhart: Department of Economics, 4115 Tydings
Hall, University of Maryland, College Park, MD 20742
(e-mail: creinhar@umd.edu); Rogoff: Economics Depart-
ment, 216 Littauer Center, Harvard University, Cambridge
MA 02138-3001 (e-mail: krogoff@harvard.edu). The
authors would like to thank Olivier Jeanne and Vincent R.
Reinhart for helpful comments.

UIn this paper “public debt” refers to gross central
government debt. “Domestic public debt” is government
debt issued under domestic legal jurisdiction. Public debt
does not include debts carrying a government guarantee.
Total gross external debt includes the external debts of all
branches of government as well as private debt that is issued
by domestic private entities under a foreign jurisdiction.

2 Reinhart and Rogoff (2009a, b) demonstrate that the
aftermath of a deep financial crisis typically involves a

period of i j , particu-
larly in emplovment and housine prices. On averaee. public

especially against the backdrop of graying pop-
ulations and rising social insurance costs? Are
sharply elevated public debts ultimately a man-
ageable policy challenge?

Our approach here is decidedly empirical,
taking advantage of a broad new historical
dataset on public debt (in particular, central
government debt) first presented in Carmen M.
Reinhart and Kenneth S. Rogoff (2008, 2009b).
Prior to this dataset, it was exceedingly difficult
to get more than two or three decades of pub-
lic debt data even for many rich countries, and
virtually impossible for most emerging markets.
Our results incorporate data on 44 countries
spanning about 200 years. Taken together, the
data incorporate over 3,700 annual observations
covering a wide range of political systems, insti-
tutions, exchange rate and monetary arrange-
ments, and historic circumstances.

‘We also employ more recent data on external
debt, including debt owed both by governments
and by private entities. For emerging markets,
we find that there exists a significantly more
severe threshold for total gross external debt
(public and private)—which is almost exclu-
sively denominated in a foreign currency—than
for total public debt (the domestically issued
component of which is largely denominated
in home currency). When gross external debt
reaches 60 percent of GDP, annual growth
declines by about two percent; for levels of
external debt in excess of 90 percent of GDP,
growth rates are roughly cut in half. We are not
in a position to calculate separate total exter-
nal debt thresholds (as opposed to public debt
thresholds) for advanced countries. The avail-
able time-series is too recent, beginning only in
2000. We do note, however, that external debt
levels in advanced countries now average nearly
200 percent of GDP, with external debt levels
being particularly high across Europe.

The focus of this paper is on the longer term
macroeconomic implications of much higher
public and external debt. The final section, how-
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Rogoff, and the Excel Error

That Changed History

By Peter Coy ¥  April 18,2013

000000

The Excel Depression

By PAUL KRUGMAN
Published: April 18, 2013 | B 470 Comments

In this age of information, math errors can lead to disaster. NASA’s
Mars Orbiter crashed because engineers forgot to convert to metric
measurements; JPMorgan Chase’s “London Whale” venture went
bad in part because modelers divided by a sum instead of an
average. So, did an Excel coding error destroy the economies of the
Western world?

The story so far: At the beginning of
2010, two Harvard economists,
Carmen Reinhart and Kenneth
Rogoff, circulated a paper, “Growth
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in a Time of Debt,” that purported to identify a critical
“threshold,” a tipping point, for government
indebtedness. Once debt exceeds 90 percent of gross
domestic product, they claimed, economic growth drops

Ms. Reinhart and Mr. Rogoff had credibility thanks to a
widely admired earlier book on the history of financial
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Example

english = bool(input()) «

bonus = bool(input()) <

épassing = True
|f not english:

english = False -,

|f not math:
' passing = False or bonus

|f Not mMath: € e eninnanainanmmn.

passing = False or bonus

o ==

Lesson 14 Static Analysis for Data Science Caterina Urban

‘math = bool(input()) <.l
science = bool(input()) @

............................. ERROR: english SHOULD BE passing

................................. ERROR: math SHOULD BE Science

english science

7
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passing = True passing = True

‘if not english: . —e

: english = False ; english = _ english = _

if not math: math = T math = T

passing = False or bonus ' science — _ science = _

‘if not math: benus AL bonus = | [[P]]
: passing = False or bonus ! passing —* ? passing = T

passing = True passing = False or bonus passing = False or bonus
{ g b g

english = english = _ english = _ english =
math = F math = F math = F math = F
science = science — science — science —
bonus = T bonus = T pbonus = T bonus = T
passing = ? passing = T passing = T passing = T

passing = True passing = False or bonus passing = False or bonus
@ 4 g L

english = english = _ english = english = _
math = F math = F math = F math — F
science — _ science — _ science — science — _
pbonus — F bonus = F ponus — F bonus = F
passing — ? passing = T passing = F passing = F

_ Static Analysis for Data Science Caterina Urban



Input Data (Non-)Usage

set of all inpﬁvaﬁaue.sonruSmmP
&, E (1Pl € ) | Vi e J C L UNUSED(ILPI))

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip

Static Analysis for Data Science Caterina Urban
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Input Data (Non-)Usage

f ([P] € 2(=*>) | Vi € J C I,: UNUSEDAIP]))

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip
T et of all Pos&ble variable waltes
UNUSED; ([[M]]) Vt € [P,v € 7': 1y(i) £ v = I € [P]:
(VO=<j=1|l] ] # i = 15()) = ()
A() =V

i 1= VAV -

Static Analysis for Data Science Caterina Urban
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Input Data (Non-)Usage

1 ([P] € 2(=*>) | Vi € J C L,: UNUSEDL[P]))

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip

UNUSED; ([[M]]) Vt € [P,v € 7': 1y(i) £ v = I € [P]:
(VO << Hpl:J # i = 1p(J) = 15()))
A() =V
e

Intuitively: any possible program
outcome is possible from any value

of the input variable i

Static Analysis for Data Science Caterina Urban
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passing = True passing = True

‘if not english: . —e

ﬁ english = False ; english = _ english = _

if not math: math = T math = T

passing = False or bonus ' science — _ science = _

‘if not math: benus AL bonus = | [[P]]
: passing = False or bonus ! passing —* ? passing = T

passing = True passing = False or bonus passing = False or bonus
{ g b g

english = english = _ english = _ english =
math = F math = F math = F math = F
science = science — science — science —
bonus = T bonus = T pbonus = T bonus = T
passing = ? passing = T passing = T passing = T

only #e input wale 'math — F' yields tre outcome 'Paasfr&—oF’

passing = True passing = False or bonus passing = False or bonus

english = english = _ english = english = _
—> math = F math = F math = F math — F
science — _ science — _ science — science — _
pbonus — F bonus = F ponus — F bonus = F
passing — ? passing = T passing = F passing = F

_ Static Analysis for Data Science Caterina Urban
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Input Data (Non-)Usage

4, % ([P] € 2(=) | Vi € J C I,: UNUSED(IPI)}
N ;is the set of all programs P (or, rather, their semantics [ P]])
that do not use the value of the input variables in J C Ip

UNUSED(TMT) ' vs e [P,y € 7: 1)) £ v = 3¢ € [P]:
(VO <j<|Ipl:j#i= 1) = 1)
A() =V
e

Intuitively: any possible program
outcome is possible from any value

of the input variable i

Static Analysis for Data Science



Trace Properties

[P] C [P]F

@ stat
e prOperty P der .

] max;j

Xi

. mal &ecutiop, v
orderlng.. P d\ef Mme:
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Program Properties

Static Analysis for Data Science Caterina Urban
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Subset-Closed Properties

[P] € H

Static Analysis for Data Science Caterina Urban
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‘passing = True
if not english:

english = False

|f not math:

passing = False or bonus

|f not math:

passing = False or bonus '

passing = True

engiish=t= english ==
math = T math = T
science — _ science — _
bonus = = bonus — _
passing = ? passing = T

passing = True passing = False or bonus passing = False or bonus
{ g b g

english =
math = F
science =
bonus = T
passing = ?

english = _
math = F
science —
bonus = T
passing = T

english = _
math = F
science —
pbonus = T
passing = T

english =
math = F
science —
bonus = T
passing = T

NOT =

subsekdosed

passing = True passing = False or bonus passing = False or bonus

english = |
m =
science —
onus = F
passing — ?

english = _
math = F
science 2 F
bonus = F
passing = T

english = _
math = F
science — £
ponus — F
passing = F

Static Analysis for Data Science

o 1
english = _ P"OPQFB
math = F

science =

bonus = F

passing = F

16
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Input Data (Non-)Usage

4, C [Pl € &) | Vi € J C I,: UNUSED(IIPI)}

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip

UNUSED(TMT) €' vs e [Py € 7 1) £ v = 3¢ € [P]:
(VO<j<|Ipl: j#i = () = 5()
A() =V
e

Intuitively: any possible program
outcome is possible from any value

of the input variable i

PEN, < AlPI} C N,

_ Static Analysis for Data Science



Collecting Sema
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Intuition

Property (by extension): set of
elements that have that property

Property “being Patrick Cousot”

Property “being program P”
{IP1}

Static Analysis for Data Science Caterina Urban
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(Another) Hierarchy of Semantics

[e]. dependency semantics
A
a.,
e 1. outcome semantics
A
a,
{teP 1} collecting semantics

Static Analysis for Data Science Caterina Urban
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(Another) Hierarchy of Semantics

e dependency semantics
A
a.,
=1 outcome semantics
a,
{IP 1} collecting semantics

Static Analysis for Data Science Caterina Urban
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Outcome Semantics  pertitioning » ot o races

that satisfies input data
(non-)usage with respect to
the program outcome yields
sets of traces that also satisfy
input data (non usage

22
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Outcome Semantics

. Cintte. seqences of states with valles Wi,..., Ve for output varabes o,,...,0n
{ZOI—VI 0=V, I Vla it vk = %} U {Zw} outcomes

PEN, s {[PINO|0 €0} C W,

nput dsta (ren-) cn be decided
| pu 2k USage pessibe ocutcome.

Static Analysis for Data Science Caterina Urban
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Outcome Semantics

0 = s outcomes

01=V1,-

Lemma

PEN, s {[PINO|0 €0} C W,

s

(PUPETD)C ) (PPE), )

a,(S) - {TNO | TeSAOe 0} outcome abstraction

Static Analysis for Data Science Caterina Urban
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‘passing = True
if not english: :

if not math: 5 Jmath = T

: passing = False or bonus ' j stience = |
‘if not math: | onus P

: passing = False or bonus = .~ passing = ?

Outcome Semantics

---------
-

’
4

english = False jgnglish =

-
-
..............
-----------------------
————
-

passing = True passing = False or bonus passing =
/. L g &
english = _ english = _ english = _
i math > F math = F math = F b
Vosoienge sclence o sciende =
i bonug = T bonus = T bonus = T ;
N passing =2 passing = T passing = T
passing = True passing = False or bonus passing = False or bonus
£ english = _ english = _ english = _
i math = F math = F math = F
i science = _ scignce ™ _ scienge — |
i bonus = F bonus — F bonus — F
%, passing = ? passing = T passing = F

Static Analysis for Data Science Caterina Urban
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Outcome Semantics

def

- . - outcomes

Lemma

PEN, s {[PINO|0 €0} C W,

s

(PUPETD)C ) (PPE), )

a,(S) - {TNO | TeSAOe 0} outcome abstraction

1P1. & e.(rP1) = (IP1N 0 | O € O}

25
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Outcome Semantics

: g, df + +
Sl E SZ - A Slolzvl,...,ok=vk g Szol=v;

NSY 283

yeensOK =Uk

V1., U EV

ome semantics Ay € P (P (X)) can be expressed as a
(ZF)), G, 1, M, {20}, {0, Z+}) as:

. Theorem 1. The ouf
least fizpoint in (P (

A, = lfp= 6,

] 5 9) |
84(S) & {2y, —or....oncon | V1serosvs €VIW{T; T |T € S}

where Sy W Sy £ {S17 _,

vy 0=V

+ a
US201=v1,...,ok='uk | Vijas:50k € V}US(i‘JUS‘Q"’ d




Input Data (Non-)Usage

4, C [Pl € &) | Vi € J C I,: UNUSED(IIPI)}

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip

Outcome Semantics D) = v >t e [|[P]:
®d_ef{ T

=B R R B 7 T outcomes l = tO(]) = t(,)(.]))

PEN, o {[PINO|0€0}C.W,

a
B SRR pata (Non_)us : \usenIPD}
RAAEFDICH (ASED)ED Inpu eI
\_/ def (P e s ther, thelr sel Jan’t\cis L
a, ather, 5 cls
def * . y progr 25 Ut v riables N “P“:
(I = HEn O TeSAOE D) outcome abstraction s the & alue ;
: ot do 1ot 7 1D 75 = 1)

1P, & o, (1P1) = (IP1n O | 0 € 0}

Theorem

Static Analysis for Data Science

| _+a Science



(Another) Hierarchy of Semantics

el dependency semantics
a.
e outcome semantics
A
a,
{re 1} collecting semantics

Static Analysis for Data Science Caterina Urban
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Dependency Semantics

' to reason about input data

(non-)usage we do not need to
consider all intermediate
computations between the
initial and final states of a trace
(if any)

i terina Urban
Static Analysis for Data Science
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Dependency Semantics

7 = = = 1
/\ /
(PLPT). ) (PP xT ). C )

firel stafe, v
e ;

\ +Pe-l'race\5in(:m”re, o
(S)d—ef{{(to tYEXIXZ, |teT} | TeS)
\6»(53 i1 L E o e

Static Analysis for Data Science Caterina Urban
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.passing = True
if not english:

english = False english = —

[if not math: | math — T

: passing = False or bonus ' science = _
‘if not math: DonlS

' passing = False or bonus passing = ?

english =
math — F
science = _
bonus = T
passing = ?

math — F
science —
bonus = F
passing = ?

eng“Sﬁ ; .

32
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Dependency Semantics

V\
(Al emy € ) (PP xT ). C )

L

~r

a_(S) dé’f{{(to,tw) eXx2, |teT}|TeS}

v 0 " e 0 e 0 T e

1Pl £ a_(IP1) = Ui €ExZ |1 €[PIN0} |0 €0)

Static Analysis for Data Science Caterina Urban
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Dependency Sem:

. the outcome semantics A, can be equivalently expréssed as follows:

; Ay = AT U AL = ipg 6} UlDT., 67
i 0F(8) = {2o,=vn.... ox=vi | V1,1V EVIW{r; T | T € S}

OY(S) = {r;T|TeS}

Static Analysis for Data Science Caterina Urban
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Out
Dependency Semanti€®® Semani,

S G g a

Th, 128, X

lﬂasforem L. The /\ Sk

Spoing Ufome Uveey OISO,
AP (Pf( ooy Ontics 4 e S8
)), & [OA) {:‘:‘S gP(P(Z'*Do x\vhm,wc:u,, A S
s A } {0
T STE 6

/1. = prg G.
6,(8) 0
Where SI L‘JS2 =y

def ’
=fg +
{ lorsy,,. ..

- the outcome semantics A, can be equivalently expressed as follows:

; Ay = A U AL = ipg 6} VLT, 65
0F(8) = {20, =01, orwe | V1y-- sV, €EVIU{r; T | T € S} (13)
OY(S) = {r;T|TeS}

| Lemma 2. The abstraction AL, Za(AY) e P(P (2 x X)) can be expressed
as a least fizpoint in (P (P (X x X1)),C, LM, {X x {L},0},{0, X x X}) as:

O%.(8) € {Qo1=v1,...00=vk X Loy=vs,....on=vx | V1,---,0 EV}U{roR| R € 5}
| (14) |

| Proof (Sketch). By Kleenian fixpoint transfer (cf. Theorem 17 in [12]). O *

34
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B

Out
Dependency Sem?nt'ic“?é’e Semantics

- the outcome semantics A, can be equivalently expréssed as follows:

Ay = AT U AL = ipg 6} VLT, 67

- Lemma 2. The abstraction AT, = a.,(AF)

as a least fizpoint in (P (P (X x X)), L, M,

Lemma 3. The abstraction A%, = a..(AY) € P(P (X x X)) can be expressed |
| Proof (Sketch). By s a least fizpoint in (P (P (X' x X1)),E, 1, M, {X x {1},0},{0, X' x X}) as:

w E w _
0% (8) 2 {roR|Re S} ;-

Proof (Sketch). By Tarskian fixpoint transfer (cf. Theorem 18 in [12]). O

TeEEE TR T

Caterina Urban



Dependency Semantics

def

- Lemma 2. The abstraction A, = a,(A) € P(P (X x X)) can be expressed |
| as a least fizpoint in (P (P (& x X1)),E, 1, M, {Z x {L},0},{0,X x Z}) as:

A%, =lipy, 61,

] 0L (S) d=ef{901=v1,---,0k= ¢ X 20,=v,,...0p=vi | V1,..., vk EV}U{ToR|R € S} E

Lemma 3. The abstraction A%, = a..(A2) € P (P (X x X)) can be expressed

| Proof (Sketch). By s afleast fizpoint in (PP x X1)),E, L, M {2 x {L},0},{0,% x X}) as: *
w = w :r
i A= = Peeniun = (15) |

6% (8)Z{roR|Re S}

* Tarskian fixpoint transfer (cf. Theorem 18 in [12]). o

Theorem The de ndency semantzcs A € 'P ('P (Z X X L)) can be empressed :
| as a least figpoint i ('P('P (X x X,),E, L, {¥x {L},0},{0,X x X}) as: |

E 9 (S) def{Qol—vly---,Ok_’Uk X ‘901—‘01 O =V I vl’ RO ,’Uk e V} U {T © R l R € S} —

(16) |
Proof (Sketch). The proof follows immediately from Lemma 2 and Lemma 3. O
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Input Data (Non-)Usage

1 ([P] € 2(=*>) | Vi € J C L,: UNUSEDL[P]))

JV ;is the set of all programs P (or, rather, their semantics [[ P]})
that do not use the value of the input variables in J C Ip

Dependency Semantics E)(i) =zv=Hdr & [P
(PP Y T oR(POTX 3 D), I T
hnLnERREECg E Usage
(o ) n—)
a($) E ({(tp1,) €TXT, |1€T}| TES) \npu pata (No et Susen P
,(5) % def (T € PE™) | {{ty,t,) ELXZ, |t€ T} €S} i aef ([P) € PE) \Vi € = PanﬂcsWP\D
i 1 : or, ral e"’,thegs JCl
7l BN P R {{{ty1,) EEZXZ| 1€ [PINO} | O € O} .& e setofal prog\;rae“;f»::\é nput varied! n 4 e [P
J\S e valu
s PE WV, s {[P]} €N, [P]. Ct/!/]@yq([[P]]q)C/Vj

det (100 o\l

o \\\I\\\) e a0 \U
1P1=

S
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Input Data (Non-)Usage
Abstractions

Over-Approximation of the Used Input Data
= Under-Approximation of the Unused Input Data

PE N pey < v (ralllPlly) € A pey

Sondress
¥
shms-lvem
colecttrg ——s By ke
\ ic data
o i
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Secure Information Flow

possibilistic non-interference coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:

input variables are high-security variables
. output variables are low-security variables
explict usage flows e

‘U’Q'.Inotelean
de
| s =skip |z = | lesze

[Pl¥

de: lf . - ® expr: 1 E
def 9 (Statements) g
Or[z=¢€](S)={L~yeS|y#z}U{L~ x| Vr[e]S} R — £
. } ?ua tees s 0 q.e
Or[if e: 51 else: s3](S) = Or[s1](S) Ur Or[s21(S) e ﬂe]']S : valie fore indepen 3
{L~z€S|z&w(s1)UW(s2)} otherwise ok valwes of in va r\&UQ
Op[while e: s](S) < lfp%F Or[if e: s else: skip] VCEXI\S <=> L“") Xed
def
‘ Or[s1 82](S) = Or[s2] 0 Or[s1](S) st of varables Gemantics ation F1O
T rocifed Dy Si i jcrcolecting S st
daF - i atic oS
= §. L H:% r o=t of secun )'ille,vels s Application ¥ Sta s
: S n oftware REGr sactay:
l_ NS X &W\M‘O Cﬁ'\s‘l"‘a\ ‘J a“d 1 Da\l!d (A“: (;‘e‘::\o\ogy - E?\r‘;ﬁ;t@cea,fr
M E: Mourit Assal Steven “X‘; ok 2 jens.edu
{ L M X , xe ><3 51‘ sxevem“& bm\idgesm“:\ogy — Frede“CT:BS“epe\ec
! ns.edu entraleSy!
@(; ) C' = LJF.> ; 363""&4' dbm“m 1 irst Jast@steY® c\DRERC“nee octec
Vi P A Eric Totel frst. \ast@centra\GS P
SJ remzsd! el Sz ==b S_A 2 82_ : CIDRE: Cemr‘a\;;upé\eﬁ{ !
I F A nnes, upelec: ¢ .
S" U[: e & n Sz E ﬁrst,\ast@cenna\ ° et ‘;f\y d‘“:\ \:\:’f‘::'“‘é‘:};?gm
T o ect al s D“a et W na ‘;
e e T e
: ic Analys ’ s T e
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
input variables are high-security variables

-+ output variables are low-security variables

[Pl¥

(expr eSSiOns) i

j e::=v{zlnoteleandeleore
s::=skipla:=el

def if e: . 2
Op[skip](S) = S “heiaelge;, | while e: ¢ |ss
Orfz =e](S) E{L~y €S |y#ztU{L~ z|Vp[e]S}

Or[51](S) Ur Br[s2](S) if Ve[e]S
{L~z€S|zgW(s1)UW(sz)} otherwise |

(Statements) ;’

- Og[if e: s; else: s3](S5) '3_5f{

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip] -

Or[s1 $2](S) = Of[s2] © O [:1](S)

‘passing = True

‘if not english:

: english = False

if not math: :
: passing = False or bonus |
‘if not math:
' passing = False or bonus
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
input variables are high-security variables

-+ output variables are low-security variables

[Pl¥

(expr eSSiOns) i

j e::=v{zlnoteleandeleore
s::=skipla:=el

def if e: . 2
Op[skip](S) = S “heiaelge;, | while e: ¢ |ss
Orfz =e](S) E{L~y €S |y#ztU{L~ z|Vp[e]S}

Or[51](S) Ur Br[s2](S) if Ve[e]S
{L~z€S|zgW(s1)UW(sz)} otherwise |

(Statements) ;’

- Og[if e: s; else: s3](S5) '3_5f{

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip] -

Or[s1 $2](S) = Of[s2] © O [:1](S)

e B ST L -» passing|H -» english, math, science, bonus\
;passing = True

‘if not english:

: english = False

if not math: :
: passing = False or bonus |
‘if not math:
' passing = False or bonus
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
input variables are high-security variables

-+ output variables are low-security variables

[Pl¥

(expr eSSiOns) i

4 e::=v{zlnoteleandeleor
Si=skip |z = s

def Te; . ;
Op[skip](S) = S “heiaelge;, | while e: ¢ |ss
Orz=€](S) E{L~yeS|y#a}U{L~ z|Vr[e]S} T ——

Or[s1](S) Ur Or[s2](S5) if Vele] S |
{L~zeS|xdw(s1)UW(sz)} otherwise |

(Statements)

| Op[if e: 51 else: s2](S) ‘3_5{

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip]

Or[s1 $2](S) = Of[s2] © O [:1](S)

D T TP T L -» passing
:passing = True IR TTPFEERPRRET AR L - passing
‘if not english: f

: english = False

if not math: :

: passing = False or bonus |

‘if not math:

' passing = False or bonus

Static Analysis for Data Science Caterina Urban
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage
when the set J of unused input variables contains all input variables:
input variables are high-security variables
output variables are low-security variables

[Pl¥

(expr eSSiOns) i

4 e::=v{zlnoteleandeleor
Si=skip |z = s

Or[skip](S) = S
Orz=€](S) E{L~yeS|y#a}U{L~ z|Vr[e]S} T ——

if e - aer | OF[51](S) Ur Op[s2](S) if VelelS |
| Op[if e: s1 else: $2](S) = {{Lw e g sl vl vl

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip]

Or[s1 $2](S) = Of[s2] © O [:1](S)

i SR R R [itey passing{H -» english, math, science, bonus
:passing = True i CULLEELLEL L TEI L -+ passing,(H - english, math, science, bonus
‘if not english:
: english = False 3R [CCRTLLEREELERTLRITEE i passing,(H -» english, math, science, bonus)
if not math:
: passing = False or bonus |
‘if not math: f

passing = False or bonus
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
input variables are high-security variables

-+ output variables are low-security variables

[Pl¥

(expr eSSiOns)

j.g e =v[zlnoteleandeleore
s::=skip[a:=el

def 1f e; . .
Op[skip](S) = S “heiaelge;, | while e: ¢ |ss
Or[z =€](S) = {L~yeS|y#a}U{L~ x| Vr[e]S}

Or[s1](S) Ur Or[s2](S5) if Vele] S |
{L~z€S|zgw(s1)UW(s2)} otherwise |

(Statements)

| Op[if e: 51 else: s2](S) dzef{

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip]

Ok[s1 s2](S) = Op[s2] 0 Or[s1](S)

i i SRR [itey passing{H -» english, math, science, bonus
:passing = True i CULLEELLEL L TEI L -+ passing,(H - english, math, science, bonus
‘if not english: )
: english = False I CTTCTCCIECPTPITPEIPED L - passing,(H - english, math, science, bonus
{if not math: €&— dP—Pe’\cl& O?(OPJ*VSY*EID\QS i g ( /
passing = False or bonus @ --:rrmmsserecceeneees (H - english, math, science, bonus, passing)
4if not math:

passing = False or bonus
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage
when the set J of unused input variables contains all input variables:
input variables are high-security variables
output variables are low-security variables

[Pl¥

(expr eSSiOns)

j.g e =v[zlnoteleandeleore
s::=skip[a:=el

Or[skip](S) = S
Orfz=e](S) E{L~yeS|y#z}U{L~ x| Vr[e]S}

- . aer [Or[1](S) Ur Br[s2](S) if Vele]S |
| Op[if e: s1 else: $2](S) = {{Lw 268 |e¢wW(s)Uw(as)} otherwise -

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip]

Ok[s1 s2](S) = Op[s2] 0 Or[s1](S)

L fusovivobanddanianninni L -» passing(H -» english, math, science, bonus)
.passing = True RSl ek e b L -+ passing(H - english, math, science, bonus)
.if not english:

: english = False 3R [CCRTLLEREELERTLRITEE i passing,(H -» english, math, science, bonus)
-if not math:

: passing = False or bonus @ --:rrmmsserecceeneees (H -+ english, math, science, bonus, passing)

.if not math:

' passing = False or bonus @ d:r=serrmerrreeseeeenns (H -+ english, math, science, bonus, passing\
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Secure Information Flow |

possibilistic non-interference coincides with input data (non-)usage
when the set J of unused input variables contains all input variables:
+ input variables are high-security variables

.+ output variables are low-security variables

and the program is terminating [[P]] F

j e::=v[:rlnoteleandeleore
s::=skipla:=el

(exprmsions)
(statements) |

def 1f e; . .
Op[skip](S) = S “heiaelge;, | while e: ¢ |ss
Orfz =€](S) E{L~yeS|y#a}U{L~ x| Vr[e]S}

T ; aer | OF[51](S) Ur Br[s2](S) if Ve[e] S
- Op[if e: sy else: s3](S) = {{Lw z€S|zgwW(s1) UW(sz)} otherwise ’

def

Op[while e: s](S) = lfp%F Or[if e: s else: skip]
Ok[s1 52](S) = Op[ss] o Or[s1](S)

B L b L L - passinggH -» english, math, science, bonus)
‘passing = True S L -+ passing(H -» english, math, science, bonus)
‘while not english:

: english = False 8 CCLCLRLLELELLEL LTI L -» passing{H » english, math, science, bonus)

e -
PE ./V;‘; < v (p([Plp) C /V;l;
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Strong-Liveness

a variable is strongly live if
- itis used in an assignment to another strongly live variable
- itis used in a statement other than an assignment

if:z:'vll’lnote’eande’eore [[P]]X

Ox Eskipll (S) def g = skip ’ T=¢ ’ (expressions) i
Oxle = ol (8) & {(S V() UVARS() 7€ BT - C22E15)

S otherwise

if €:5else:s|yhile e:s|ss

A Ox[if b: s; else: s5](S) e VARS(b) U Ox[s1](S) U Ox[s2] (S) »
Ox[while b: s](S) & vars(b) U Ox[s](S)
Ox[s1 52](S) = Ox[s1] 0 Ox[s2](S)
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Strong-Liveness

a variable is strongly live if
it is used in an assignment to another strongly live variable
it is used in a statement other than an assignment

:i':::=v’z’n°te,eandeleore [[P]]X

Ox[skip](S) = S bk J (exprmsions) i
Ox|z = ¢](S) & {(S \{z})Uvars(e) z€S — T ———

if €:5else:s|yhile e:s|ss

S otherwise

Ox[if b: 51 else: 55](S) & vars(b) UBx[s1](S) U Ox[s2](S) |
5 Ox[while b: s](S) L vars(b) UOx[s](S) |
Ox[s1 52](S) = Ox[s1] 0 Ox[s2](S)

‘passing = True
‘if not english:
: english = False
‘if not math:
: passing = False or bonus
‘if not math:
passing = False or bonus Te ralal

| rrrrrernnnenaanneaaans { passing }

: oF b i
vanableg is HS%+ se:\-sF o

vanables,
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Strong-Liveness

a variable is strongly live if
it is used in an assignment to another strongly live variable
it is used in a statement other than an assignment

i e::=vlzln°teleandeleore [[P]]X

OxIskipl(S) 5 P l7=e] (expressions) |
Ox[z = €](S) & {(S \{z})Uvars(e) z€S e —— ternents) :j

1fe:selse:slwhile e:s|ss

S otherwise

_ Ox[if b: s, else: 55](S) = vars(b) UOx[s1](S) U Ox[s2](S)
Ox[while b: s](S) = vars(b) U Ox[s](S)
Ox[s1 52](S) = Ox[s1] 0 Ox[s2](S)

ik e tre input 1ariable
épassing = True > COETTY PP PET TP EERT) { bonus’ math, engliSh }——-? science. 1S &g-iig‘hj
‘if not english: i L L L e LU LE LT { bonus, math, english } rotsed
: english = False D T T { bonUS, math } qu
if hot math: 4 ...................... { bonus’ math }
: passing = False or bonus @ «s=ssremermimasniaann: { bonus, math }
if not math: D EETTET T e e P { bonus1 math }
‘ passing = False or bonus @ r=ssrrmsrrrmseraenn { bonus }
R PTTT T T P PP PP { passing }
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Strong-Liveness

a variable is strongly live if
- itis used in an assignment to another strongly live variable
7 [ it is used in a statement other than an assignment)]

:i':::=v’z’n°te,eandeleore [[P]]X

= gki _ ,
Ox[skip](S) = S Plz=ec|if €:selse:s|while e:slss 5
) {(S\ {z}) UvaRs(e) z€ S B — Statements)

( €Xpressj ons) i

otherwise | T

PEN;, <y (rx([Ply) SN,

gpassing = True b [ETITTELEEERRTEREr { bonus, math, english } (m_-\em{neHr\g ngm&
‘if not english: i L L L e LU LE LT { bonus, math, english }
: eng“sh = False D T T { bonus’ math }
if not math: e { bonus’ math }
: passing = False or bonus @ «s=ssremermimasniaann: { bonus, math } \'rg =Tre
If not math: e { bonus, math } Vh\\e rd‘ l\.é’)"
: passing = False or bonus & -=sre=srrrrmmnnrenes { bonus } engl\'sh':Fé\SQ
R PTTT T T P PP PP { passing }
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Syntactic (Non-)Usage
V) . |
S/ \0 lSj:: Szgg ilr:] ;Zeoili;rregégggpe (or an inner scope)

\ / * O: used in an outer scope and overridden in the current scope
¢ N: not used ) dor [[P]]U
N : Oq[skip](a) = ¢

H def

Oq[z = e](q) = AssiGN[z = €] (q)
: : Oqlif b: 51 else: s2](g) = PoOP o FILTER[b] 0 Oq[s1] o PUSH(q)
épassing = True Lig POP o FILTER[b] 0 @q[s2] o PUSH(q)

Oq[while b: s](q) = lfp[t;Q Oq[if b: s else: skip]

i Bq[s1 s21(g) = Oq[s1] © Oq[s2] (q) 3
english = False | ————————————————————————————

|f not english:

|f not math:

passing = False or bonus

if not math:
passing = False or bonus

e e e S e .......................... passing - U (3-\:) oter yanable meps o N)
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41



U: used in the current scope (or an inner scope)
o S: used in an outer scope
\ / * O: used in an outer scope and overridden in the current scope

N L z Oq[skip](q) = ¢ [[P]]U

Oqlz = €](q) 2’ ASSIGN [z = €](q)

\C
7

: : Oqlif b: s; else: s2](g) = PoOP o FILTER[b] 0 Oq[s1] o PUSH(q)
épassing = True Liq POP o FILTER[b] o Oq[s2] ¢ PUSH(q) |

def

Oq[while b: s](q) = lfpt 2 Oq[if b: s else: skip]
Oqls1 s2](a) = Bqlls1] 0 Oq[s21(a)

|f not english:

english = False

éifnotmath:
Xx—a U => x—> 3

passing = False or bonus o ) =5 sy N]

|f not math:

passing = False or bonus ;3‘8"‘:‘“ e\emen{'s =
.. . mafhis aesh le-,I vel
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
¢ N: not used 5 QQIISkiP]](Q) g;e_fq [[P]]U
Oqlz = €](q) = assicN[z = €] (q) i

def

Oq[if b: s1 else: s3](g) = PP o FILTER[b] 0 Oq[s1] o PUSH(q)
q POP o FILTER[b] 0 Oq[sz2] o PUSH(q)

épassing = True
: Oq[while b: s](q) lfptEQ Oq[if b: s else: skip]

Bqls1 s2lkd) = Oqls1] © Oqs2](q)

|f not english:

english = False

itt~e assiged vadable was used fees)

itbecomes avermnlen(0) # ot also

vsed inte expression bei Sssiged,;
otrernise itbecomes Frrgshhj osed/((ﬂ

|f not math:

passing = False or bonus

|f not math:

S S S e s .......................... bonus -+ U, passing -+ O | passing ~* U
passing = False or bonus

: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U

@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope

épassing = True
|f not english:

english = False

|f not math:

passing = False or bonus

» N:not used Oq[skip](q) = ¢ [[P]]U

Oqlz = €](g) = assicN[z = €] (q)
Oqlif b: 51 else: s2](g) = PoOP o FILTER[b] 0 Oq[s1] o PUSH(q)
Liq POP/o FILTER[b] 0 @q[s2] o PUSH(q)
Oq[while b: s](q) = lfptEQ Oq[if b: s else: skip] »

Bqls1 s2](q) Z6qlsi] © Oqs21(a)

a varable becomes used (U)

if i+ appears i0 4o boslesn Condition

ofa statement et wses (V) or modifies(0)
aoter vanable

-- -------------------------- math, bonus’ passing *_H,

.......................... bonus -+ U, passing -+ O | passing ~* U

-- -------------------------- passing e S I passing p U
--E -------------------------- paSs|ng BRI U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
- ¢ N: not used 5 QQIISkiP]](Q) g;e_fq [[P]]U
Oqlz = €](g) = assicN[z = €] (q) i

: : Oqlif b: 51 else: s2](g) = PoOP o FILTER[b] 0 Oq[s1] o PUSH(q)
passing = True q POP o FILTER[b] 0 ©q[s2] o PUSH(q)

= Oq[while b: s](q) Z lfp;® Og[if b: s else: skip] »
Oqls1 s3a) = Oqls1] 0 Oq[s2](a)

|f not english:

english = False

_ restores revious Valle
if not math: of vanpable&ﬁ%bg%r‘e, iocreasig the nesting level)

(F it has oot dhaged Since

passing = False or bonus

-

@ ==sssssssssssssssssssnuunnnnnnnnnnnnnasas .......................... math, bonus, passing - U Feamivieiei !

:if not math: math, borus — U, passig> O

@ sssseannnnnnnnnssessesasannnnanassnns .......................... bonus -+ U, passing -» O | passing -» U
passing = False or bonus :

: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U

@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
- ¢ N: not used 5 QQIISkiP]](Q) fg;e_fq [[P]]U
Oqlz = €](g) = assicN[z = €] (q) i

: : Oqlif b: 51 else: s2](g) = PoOP o FILTER[b] 0 Oq[s1] o PUSH(q)
épassing = True Liq POP o FILTER[b] o Oq[s2] o PUSH(q) |
: i Oq[while b: s](q) = 1@ Oq[if b: s else: skip] »
Oq[s1 s2](a) = Oq[srhe Oals2](a)

|f not english:

english = False

|f not math:

passing = False or bonus

@ rrrrsrsssassssssnsnsasasnnnnnnnn R -------------------------- math, bonus’ Eassing - U 6_—1 -
if not math: math, borus — O, p"éss:rsk—)o UQ passmgl—»u
(CHo0000000000CO00CE000ANNNANNNANON000AY RPTTUCPRPPEEEPPPPREPPRITS bonus - U, passing -» O | passing -+ U
passing = False or bonus
: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U
@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
¢ N: not used 5 QQIISkiP]](Q) fg;e_fq [[P]]U
Oqlz = €](g) = assicN[z = €] (q) i

6Q|Iif b: 81 else: 32]](Q) d=ef POP OFILTERllb]] o QQIISI]] o PUSH(Q)
_passing = True Liq POP o FILTER[b] 0 Oq[s} o PUSH(q) |
: def i

Oq[while b: s](q) = lfptl;Q Oq[if b: s else: gKip]
Oqls1 s2](q) = Bqls1] 0 Oqls21(g

|f not english:

english = False

|f not math:

passing = False or bonus

:  ICTLLTTITTL T T TI TP TIPPT T Prrr e .......................... math, bOI’IUS, passing EEEREE of | math, bonus, passing - U
@ rrrrsrsssassssssnsnsasasnnnnnnnn R -------------------------- math, bonus’ passing - |
if not math:
S S S e s .......................... bonus -+ U, passing -+ O | passing ~* U
passing = False or bonus
: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U
@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
¢ N: not used 5 QQIISkiP]](Q) fg;e_fq [[P]]U

N
1 Oqlz = €](q) = AssIGN[z = €](q)
6Q|Iif b: 81 else: Sz]](q) d=ef DOP OFILTERllb]] o GQIISI]] o PUSH(Q)
_passing = True Liq POP o FILTER[b] 0 Oq[s2] o PUSH(q) |
: i p de: = 5 - i
If not english: Og[while b: s](g :jlfpt‘Q Oq[if b: s else: skip]
21(a) = Oq[s1] © Oqls21(q)
english = False

|f not math:

. .......................... math -» S, bonus = U, passing -» O
passing = False or bonus
:  ICTLLTTITTL T T TI TP TIPPT T Prrr e .......................... math, bOI’IUS, passing EEEREE of | math, bonus, passing - U
@ rrrrsrsssassssssnsnsasasnnnnnnnn R -------------------------- math, bonus’ passing - |
if not math:
S S S e s .......................... bonus -+ U, passing -+ O | passing ~* U
passing = False or bonus
: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U
@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
¢ N: not used 5 QQIISkiP]](Q) g;e_fq [[P]]U

N
. Oqlz = €](q) = AssIGN[z = €](q)
6Q|Iif b: 31 else: sz]](q) d=ef POP OFILTERlle o GQI_[SI]] - PUSH(q)
épassing = True Ug poP #FILTER[b] 0 Oq[s2] o PUSH(q)
|f not english:
english = False

@ rrrrrrnrnnEnEEEEEEEEssassssasanannnnns .......................... math, bonus, passing -+ U

if not math:
. .......................... math -» S, bonus = U, passing - O
passing = False or bonus

:  ICTLLTTITTL T T TI TP TIPPT T Prrr e .......................... math, bOI’IUS, passing EEEREE of | math, bonus, passing - U

@ rrrrsrsssassssssnsnsasasnnnnnnnn R -------------------------- math, bonus’ passing - |

if not math:
S S S e s .......................... bonus -+ U, passing -+ O | passing ~* U
passing = False or bonus

: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U

@ rrcsrnrssssssssassraassnsssnsnnnRnnnnnnnn mrarsssasansasasaasasansas passing -» U
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/ \ * U: used in the current scope (or an inner scope)
» S: used in an outer scope

\ /0 * O: used in an outer scope and overridden in the current scope
¢ N: not used 5 QQIISkiP]](Q) g;e_fq [[P]]U
Oqlz = €](g) = assicN[z = €] (q) i

6Q|Iif b: 81 else: sz]](q) d=ef POP © FILTER'IbB o GQI_[SI]] - PUSH(q)
passing = True Liq POP o FILTER[b] 0 ©q[s2] o PUSH(q)
: 3 : def i

Oq[while b: s](q) = lfptEQ Oq[if b: s else: skip]
Oqls1 s2](a) = Bqlls1] 0 Oq[s21(a)

|f not english:

english = False

z @ :ssssannnnnnnnnssessaaasannaaansssnns .......................... math, bonus, passing - S | math, bonus, passing = U
@ -rrrrrrssasnsassas s s s aana SLCECELEREREEEERERCEEEREED math, bonus’ passing - U
if not math:
. .......................... math -» S, bonus = U, passing - O
passing = False or bonus
:  ICTLLTTITTL T T TI TP TIPPT T Prrr e .......................... math, bOI’IUS, passing EEEREE of | math, bonus, passing - U
@ rrrrsrsssassssssnsnsasasnnnnnnnn R -------------------------- math, bonus’ passing - |
if not math:
S S S e s .......................... bonus -+ U, passing -+ O | passing ~* U
passing = False or bonus
: @ rrreennnannnanaaaea s nnnanaaannnns .......................... passing =* S | passing = U
B YT T T PP TP PP PP P PP PP PP PP TP PP mrarsssasansasasaasasansas passing -» U
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Syntactic (Non-)Usage

U
.
S (0]
N: not used

épassing = True

|f not english:

Static Analysi

U: used in the current scope (or an inner scope)
S: used in an outer scope
O: used in an outer scope and overridden in the current scope

U

math, bonus, passing -+ S | math, bonus, passing -

math, bonus, passing u

~ath honus, passing -
QQﬂskip_ﬂ(q) dcf

Oqlz = ¢](q) &
Oqlif b: 5, e1ge- s2](q) &

=% S | math, bonus, passing -
u

mmu

= ASSIGN][x = e]](q)

= POPoFILTER[p] - g
LIQ POP o FILTER[[b]]
fp,<

Qﬂ"slﬂ o PUSH(q)

°Oqllsa] o pusi(g) |
QQﬂlf b K eJ_SQ sklpﬂ ;

Oq[si1] o 9Q [s2](q)

QQHWhlle b: SH(Q) £
Oq[s: 32]](11)

Caterina Urban
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Syntactic (Non-)Usage
S/U\O

S: used in an outer scope

N: not used

math, bonus, passing
if not english:
.. ---------------------------------------------------------------- math’ bonus’ paSSIng
english = False
@ R R R R R s R s EEEEEREEEREEEEEEEEE R math, bonus’ paSS|ng
-. .............................................................. maath honus’ passing
. ? Dalekizl(g) </,
. passing = False or bonus : re Qlz = e](q)
 ICTLLTTITTL T T TI TP TIPPT T Prrr e ............... j Qﬂlf b: S else: SZB(q) def
@ e ne s Ene s EEEs s EEEE s EEEE R EEEE R AR RER AR 3
if not math: § g ot
.F| .......... b ......................... ? Qlvwhile b: s](q) def Ifp=
s assing = False or bonus .
p. ...... . 1 Oqls1 55](g) & g
é...!.T.T.T.T.T.T.T.T.T.T‘T.T.T.T.T.T.T.T.T.T.T.T.T.T.T.T.T.T.T_T_T_T_T_T.T.T.T.T.T.T.T.T.T """"""""""""""" passing > U e jideca
Lesson 14 : Static Analysis for Data Science

U: used in the current scope (or an inner scope)

= ASSIGN[z = e] (q)
= POP © FILTER[b] o @,
Uq PopP o FILTER[6]
® Oq[if b: s e1
als1] © Og [ g)

Caterina Urban

O: used in an outer scope and overridden in the current scope

[P]u

BRRN U
-+ S | math, bonus, passing -~ U

=% S | math, bonus, passing - U
) U

alsi]opusu(g) |
°Oalsa] o pusi(g) |
se: skip] |
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Syntactic (Non-)Usage -

U: used in the current scope (or an inner scope) w0 |w-U
S: used in an outer scope

\C
e

\ o * O: used in an outer scope and overridden in the current scope
/ « N: not used [[P]]U
N oput vanables er&j}‘h

P a'dsc(eme arede&

G T e T e e T e e et .......................... | math, bonus - U,! passmg > O

@ rrrrrsnsssssEnss R s r s R s R s R R R R R -------------------------- math’ bonus’ pass|ng EERTY U
if not english
@ s -------------------------- math’ bonus’ paSSIng RS S | math’ bonus’ paSSIng EEfE U
english = False
@ :rrrrrerssasssssssssssssan s nann s .......................... math, bonus’ paSS|ng gEst S | math, bonus’ paSS|ng ey U
LR T L IR I L T I I I I T I I IS .................. maath honus’ passing - U
;if not math: ] 9Ql[skip]](q) def
@ =rrrrrsrsnmssassssssEEsssEEEEssEEEEsRRE R RERnn R . o ”_x
passing = False or bonus | Qlz =e](q) = AssrcNﬂx =
e ets Himnn | GQﬂlf b: 51 else: g ﬂ( eﬂ(q)
. pemameme 3 2)() = pop © FILTER[p] o @,
- ] | Qlsilopusug) |
:if not math: | Lq pop © FILTER[}] o @ 3
T —— IS | Oqlwhile b: 5y ‘Ifpe g Qls2] o Pusi(y) |
. passing = False or bonus | Oslsi s Q[if b: s elge: skip] :
. pumEmEEE 1 52)(q) = 9Ql[31]]09
O —— Ql[@ﬂ(q)
I @) e AR EEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE paSS|ng BL4F SRR 8 mansice Gaiice... " dic

41
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Syntactic (Non-)Usage

S/U\O
=

U: used in the current scope (or an inner scope)
S: used in an outer scope
O: used in an outer scope and overridden in the current scope

N: not used [['D]]U

% e:::v[xlnote[eandeleore
s::=skip]2:=e]

(expressions)
(Statements )

Oqlskip](g) = q
Oqlz = €](q) 2 assian]z = €] (q)

if €:5else:s|while e:s|ss

Oq[if b: 51 else: s2](g) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
L POP o FILTER[b] 0 Oq[s2] o PUSH(q) |

Oq[while b: s](q) & lfp;® Og[if b: s else: skip]
Oqlls1 s21(g) = Oqls1] 0 Bqls2](q)

4 ---------------------- pass'ng SRS O

passlng = True 4 ---------------------- paSSIng SEEY U

‘while not english: A
PSR, passing -+ U i ldntie it

FBlysis that we have
seenin lecture 2.

o have :
PE VT <y (ro(lPly) € N ev{;env)wgr(grh gm—iwermmeﬁng
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/ {0} N {i} U {i+1} O {len}

Piecewise Syntactic e
(Non') Usage {0} S {len} | {0} U {len}

ex=v|z|note|eande|eore | ale] | 1len(a) |[e @ e|e 1 € (expressions)
su=skip|x=e|if e: s else: s |whilee: s|ss |aleg =e (statements)
égrades = list(map(int, input().split())) [[P]]S

écount =0 _
| = ] errrerererererarerareraranasasnn s ........................... ERROR: 1 SHOULD BE 0
éwhile i < len(grades): |
| if grades[i] < 4:
count = count + 1

i=i+1

'if 2 * count < len(grades):
. passing = True

-else:

' passing = False

éprint(passing)
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/ {0} N {i} U {i+1} O {len}

Piecewise Syntactic e
(Non') Usage {0} S {len} | {0} U {len}

ex=v|z|note|eande|eore | ale] | 1len(a) |[e @ e|e 1 € (expressions)
su=skip|x=e|if e: s else: s |whilee: s|ss |aleg =e (statements)
grades = listmapint, input(.split0)) [[P ]] S
écount =0
| SRR e ........................... ERROR: 1 SHOULD BE 0

éwhile i < len(grades):

if grades[i] < 4:
count = count + 1

i=i+1

'if 2 * count < len(grades):
. passing = True ;
‘else:

. passing = False Yos< = < ’en(g"ades) ¢ —a N

............... grades > { 0 } N { len(grades) J?
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/ {0} N {i} U {i+1} O {len}

Piecewise Syntactic e
(Non') Usage {0} S {len} | {0} U {len}

ex=v|z|note|eande|eore | ale] | 1len(a) |[e @ e|e 1 € (expressions)
su=skip|x=e|if e: s else: s |whilee: s|ss |aleg =e (statements)
grades = listmapint, input(.split0)) [[P ]] S
écount =0
| SRR e ........................... ERROR: 1 SHOULD BE 0

éwhile i < len(grades):

if grades[i] < 4:
count = count + 1

i=i+1

@ rrrrensasssssssssassssEsssEssEEssEEsERnnRRnnRnnn" - --------------- grades EES {O} N {|en(grades)}? M'_'% L)
:if 2 * count < len(grades):
passing = True
-else:
' passing = False
T e e e T TP L L CL O L e LI LCCLLLEEETs CERPPCLLOIEEEE grades - { 0 } N{ len(grades) J?
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{0} N {i} U {i+1} O {len}

Piecewise Syntactic o e
(N On') Usage {0} S {len} | {0} U {len}

ex=v|z|note|eande|eore | ale] | len(a) |e @ e|e 1 e (expressions)

su=skip|x=e|if e: s else: s |whilee: s|ss |aleg =e (statements)
grades = list(map(int, input().split()) [[P ]] S
écount =0
I = 1 4 ---------------------------------------------- . --------------------------- ERROR: 1 SHOULD RE O
.......................................................; .............. Lades -» {0} N {i}? U {i+1}? U {len(grades)}?
while i < len(grades): :

@ rrriicsssssasssssssssssssEssEEsEEEsEssEEEsEEsEEEsEsasnsannnnnn grades SN {O} N {I}'? U {|+ 1}? S {|+2}? S {len(grades)}? |

|f< 4 9rad§.s£ J—
count = count + 1
. ............... grades > {0} N {i+112 S{i+2}2 S {Ien(grades)}? boiban
PPN VP PP SRR graw S{i+2}? S {len(grades)}? | ...
bbb ara ; N {i}? S{i+1}? S {len(grades)}? | ...
@ grades -+ {0} N {len(grades)}? Coutt— U
:if 2 * count < len(grades):
: passing = True
else:

: passing = False
1 .........----------------------------------------------; --------------- grades p { 0 } N { |en(grades) }7
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{0} N {i} U {i+1} O {len}

Piecewise Syntactic o e
(N On') Usage {0} S {len} | {0} U {len}

ex=v|z|note|eande|eore | ale] | 1len(a) |e @ e|e > e (expressions)

su=skip|x=e|if e: s else: s |whilee: s|ss |aleg =e (statements)
grades = list(map(int, input().split()) rades[o] is defRinitel [[P ]] g
‘count =0
.......................................................i ............... grades {0} N {1} U {2}? U {|en(grades)}?
| =1 4 ........................... ERROR: 1 SHOULD BE 0O
@ grades -+ {0} N {i}? U {i+1}? U {len(grades)}?
while i < len(grades):

.. ............... grades - {0} N {i}2 U {i+1}? S {i+2}? S {len(grades)}? | ...

if gradesli] < 4:
count = count + 1
............................................; ............... grades -y {O} N {|+1}7 S {|+2}’) S {Ien(gradeS)}? | |

@ ssssssss grades =» {0} N {i+1}? S{i+2}? S {len(grades)}? | ...
i=i+1
. ............... grades - {0} N {i}? S {i+1}? S {len(grades)}? | ...
......................................................‘; ............... grades p {O} N {len(grades)}?

'if 2 * count < len(grades):

. passing = True

else:

: passing = False
@ grades -» { 0 } N { len(grades) }?
-print(passing) 5
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Implicit Assumptions on Data

Static Analysis for Data Science

44



‘What Programs Want

Automatic Inference of Input Data Specifications

Caterina Urban'?

) ! INRIA, Paris, France
2 DIENS, Ecole Normale Supérieure, CNRS, PSL University, Paris, France
caterina.urban@inria.fr

Abstract. Nowadays, as machine-learned software quickly permeates
our society, we are becoming increasingly vulnerable to programming er-
rors in the data pre-processing or training software, as well as errors in the
data itself. In this paper, we propose a static shape analysis framework
for input data of data-processing programs. Our analysis automatically
infers necessary conditions on the structure and values of the data read by
a data-processing program. Our framework builds on a family of underly-
ing abstract domains, extended to indirectly reason about the input data
rather than simply reasoning about the program variables. The choice of
these abstract domain is a parameter of the analysis. We describe various
instances built from existing abstract domains. The proposed approach
is implemented in an open-source static analyzer for PYTHON programs.
‘We demonstrate its potential on a number of representative examples.

1 Introduction

Due to the availability of vast amounts of data and corresponding tremendous
advances in machine learning, computer software is nowadays an ever increasing
presence in every aspect our society. As we rely more and more on machine-
learned software, we become increasingly vulnerable to programming errors but
(in contrast to traditional software) also errors in the data used for training.

In general, before software training, the data goes through long pre-processing
pipelines®. Errors can be missed, or even introduced, at any stage of these
pipelines. This is even more true when data pre-processing stages are disre-
garded as single-use glue code and, for this reason, are poorly tested, let alone
statically analyzed or verified. Moreover, this kind of code is often written in a
rush and is highly dependent on the data (e.g., the use of magic constants is
not uncommon) All this together, greatly increases the likelihood for errors to
be noticed extremely late in the pipeline (which entails a more or less important,
waste of time), or more dangerously, to remain completely unnoticed.

3 https://www.nytimes.com/2014/08/18/technology/for-big-data-scientists-
hurdle-to-insights-is-janitor-work.html

Static Analysis for Data Science

Caterina Urban

45



Bibliography

\Urbani8] Caterina Urban and Peter Miiller. An Abstract Interpretation
Framework for Input Data Usage. In ESOP, 2018.

[Assafl17] Mounir Assaf, David A. Naumann, Julien Signoles, Eric Totel, and
Frédéric Tronel. Hypercollecting Semantics and Its Application to Static
Analysis of Information Flow. In POPL, 2017.

|Giegerich81] Robert Giegerich, Ulrich Moncke, and Reinhard Wilhelm.
Invariance of Approximate Semantics with Respect to Program
Transformations. 1981.

\Urban19] Caterina Urban. Static Analysis of Data Science Software. In SAS,
2019.

Urban20] Caterina Urban. What Programs Want: Automatic Inference of Input
Data Specifications. https://arxiv.org/abs/2007.10688, 2020.

Lesson 14 Static Analysis for Data Science Caterina Urban

46


https://arxiv.org/abs/2007.10688

