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MPRI 2-6: Abstract Interpretation,
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Lesson 8

_ Analysis of Liveness and CTL Properties Caterina Urban



Liveness Properties

 Guarantee Properties
“something good eventually happens at least once”

I S'Elle]ls iProgram Termination

 Recurrence Properties
“something good eventually happens infinitely often”

Example: Starvation Freedom

Y ohar Manna
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Potential and Definite Termination

Definition

A program with trace semantics A program with trace semantics
M € P(X>°) may terminate M € P(X>°) must terminate
if and only if / N 2* # & if and only if /# C 2*

Finite traces

Finite trace: finite sequence of elements from %

m €: empty trace (unique)
m o0 trace of length 1 (assimilated to a state)

® 0g,...,0,_1: trace of length n

m 2" the set of traces of length n

m T57 < Uic, X0 the set of traces of length at most n

5 Y Uien X' the set of finite traces

Note: we assimilate
m a set of states S C ¥ with a set of traces of length 1
m a relation R C ¥ x ¥ with a set of traces of length 2

so, Z, F, T € P(X™)

In absence of non-determinism, potential and definite termination coincide
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Abstract Interpretation Recipe

practical tools
targeting specific programs

mathematical models
of the program behavior
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Abstract Interpretation Recipe

mathematical models

of the program behavior
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Hierarchy of Semantics

C( F)
for Ward /
backw
oY ard t.
7(z) f g .
N 75(F)
z prefIX/suff’X i
@ r it t"aces
7
a*
Partiy| finite tra
T
Yz
Partia) traces
./l/[OQ

termination semantics

I, I m termination trace semantics

Ol (0 £

/A maximal trace semantics
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Definite Termination
Trace Semantics

Definite Termination Abstraction

(P(E), C) (P(T*), C)

\m/

a(T) et {te TNnX*|nhdb(t,TNX?) =@}

nhdb (2, T) ' (' € T | pf(d) N pf(1) £ )

pf(?) def (e Z®\{e} |t eX=®:t=1 1"}

Example:
a({ab,aba,bb,ba”}) = {ab, aba} since pf(bb) N pf(ba®) = {b} # @
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Definite Termination
Trace Semantics

Tarskian Fixpoint Transfer Let (C, <,V,A, L, T )and

4
. $00) [ 0 % (A,E,U,n, L", T" ) be complete
(PES),E,U, N2 2%) lattices, let f: C > Candf": A - A

def be monotonic functions, and let
o M = Ifp= F a: C — A be an abstraction function
F (T) det BUTt"T that is a complete A-morphism
(VS C C: f(ANS) =11 {f(s) | s €S}
e (P(Z*),C,U,N,T, %) and that s.atisf_iesf# oa C aofand
the #|E>os’c-f|x]pf>q§&>(|n’gt,E ;:c;res#pondence
_ o Va"e€e A: ff(a”) Ea” =
av: P(E®) - P(L*) Ja € C: fla) <dAa(a) =d" (e,
def B each abstract post-fixpoint of 7 is the
Ty = m(/% ) = Ifp< Fx abstraction by a of some concrete

post-fixpoint of f). Then, we have the
FuT) € BU((~T)n (Z\(r 7 (X7\T1))))) fixpoint abstraction a(Ifp=f) = Ifp=f".

(see proof in [Cousot02])

Caterina Urban
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Definite Termination Semantics
Ranking Abstraction

—  count execution steps backwards

&

(PE*), C) (2=~ 0, <)

e

H23/h e dom(f;) € dom(f,) A Vx € dom(f)): fi(x) < fr(x)

aﬂ”l

a(T) = a,(d (1))

Olv(@) f
def{o Vo' € 2. (0,0') & r

av(l’)d — sup{ﬁv(r)()" +1 | = dom(ﬁv(l’)) A (O' O'/) — ]"} otherwise

a(T) {(0 o)eXXX|dre X* e X%: too't € T}
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Definite Termination Semantics

def

o 0 cE R
F(f)o = sup{f(c)+ 1| (c,6) €T} 0€E p?er(dom(f))
undefined otherwise

A program must terminate for traces starting from a
set of initial states % if and only if ¥ C dom(&,,)

_ Termination Analysis
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Denotational Definite
Termination Semantics

We define the definite termination semantics
Ry X — O by partitioning with respect
to the program control points, i.e.,
Ry L — (€ — 0).

Thus, for each program instruction stat, we
define a transformer

Rylstat]: (& = O) - (& — O):

e By’ X < e]

Fyllif “ e X 0 then s]

% lwhile “ e X} 0 do s done]

ra s
Pro, »un no
8ra n .
m Se"’anthS and p UnCtIOns
Opertieg T
[ ) A
* Ryllsi; sl
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Denotational Definite
Termination Semantics

The definite termination semantics &£ M[[statf 1: € — 0O
of a program stat’ is:

R lIstat’ ] det % ylstat](4p.0)

where &£ [[stat]: (& — O) = (& — O) is

the definite termination semantics of each program instruction stat

A program stat’ must terminate for traces starting from a set of initial

states .7 if and only if & C dom(Z, [[stat’]))
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Abstract Interpretation Recipe

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program behavior




Concretization-Based
Piecewise Abstraction

Ya K [[stat’] € o

Foflstat' [ & — 0 Si<AE dom(f) 2 dom(£) AV € dom(£): £i(x) < 0

approximation order

Definite Termination Semantics

def def
Gy = @ T,) =" F, f 2 o = dom(f;) € dom(f>) /\‘v’x € dom(f)): fi(x) £ fr(x)
dof 0 cERB computational order
Fy(f)e = 4 sup{f(c)+ 1| (6,6") €t} o € pre (dom(f))
| undefined otherwise

{ { { { v
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Concretization-Based
Piecewise Abstraction

Ya K [[stat’] € o

%M[[staff]]: e o fi<fE dom(f) 2 dom(fy) AV € dom(f): fi(x) < f(0)

approximation order

By pointwise lifiting we obtain an abstraction &% of &,
Ya

RN

(Z > (E=0).%) (L > d. %)

1]
",
-

Ry L — (& — 0) R L > o

Caterina Urban

_ Termination Analysis



Piecewise-Defined Ranking
Functions Abstract Domain

Linear Constraints Auxiliary Abstract Domain

« Parameterized by an underlying numerical abstract domain (2, T, )
(i.e., intervals, octagons, or polyhedra):

(P(€/=c),Cp) (2,Cp )
~_ 7

qc

e & is a set of linear constraints
in canonical form, equipped with a total order <,

%d=ef {Cl .X1+Ck.Xk+Ck+1 ZOle,,XkE\/

ACpyeoosCoyp1 € ZAged(|cq],....lcq|) =1}
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Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain

 Parameterized by an underlying numerical abstract domain (9 » L p )

FE L 0@V SN U T, )

We consider affine functions:

7, € v ZM S N

f(Xl’ ’Xk) —_ Zml' Xl+q

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

. of € (LEAF: f| fe F) U {NODE{c): t,:t, | c € G Aty 1, € o)

e concretization functiony,: &/ — (& — O):

740 B 7,210

where7,: P(C/ =) - o — (& = O):
7,[CILEAF: ) "y Ta(O1(F)

7, [CINODE(c}: 13) = 7,[C U (c}11(7,) U7,[C U { ~c} 1)

andyp: D - F — (& — O):
DI Lp) fd:ef %
vrlD1(f) :d/}e'? E ypD): f(...,p(X)), ...)
YElDI(Tgp) = O

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Abstract Domain Operators

 They manipulate elements in &/ el {NIL} U of

* The binary operators rely on a tree unification algorithm
 approximation order <, and computational order L ,

« approximation join Y, and computational join LI,
e Mmeet AA
* widening V4

* The unary operators rely on a tree pruning algorithm

« assignment ASSIGN4[[X « ¢]
« test FILTER4[[ €]

Caterina Urban
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Piecewise-Defined Ranking

Functions Abstract Domain
Widening

Goal: try to predict a valid ranking function

The prediction can (temporarily) be wrong!, i.e.,
» under-approximates the value of £,
and/or

» over-approximates the domain dom(#,,) of £,

Example 3 2 @ 2
S AVY! 1
%, 6 o0 0

A
_ Termination Analysis Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Widening (continue)

1. Check for case A (i.e., wrong domain predictions)
2. Perform domain widening
3. Check for case B or C (i.e., wrong value predictions)

4. Perform value widening

Termination Analysis Caterina Urban



Abstract Definite
Termination Semantics

Example

.
.
I"

4X&X—y '¢
od5 = >

Caterina Urban
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Introduction
Termination

Guarantee and Recurrence Piecewise-Defined Ranking Functions
Conclusion

Better Widening

y y
(NODE{x§O} ) oL 7 (NODE{x§O} ) oLr 7
S S
N N
= =
LEAF: 1 (NODE{X—ySO} ) LEAF: 1 (NODE{x—ySO} )
S S
N N
D S
LEAF: 3 (LEAF: s ) LEAF: 3 (NODE{X—ZySO} )
S
N
Y
Precise Widening Operators LEAF: 5 (LEAF: - )

for Convex Polyhedra*

Roberto Bagnara!, Patricia M. Hill?, Elisa Ricci!, and Enea Zaffanella!

Fig. 2. The heuristics h, improving on the standard widening.
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Introduction

Termination

Guarantee and Recurrence
Conclusion

Piecewise-Defined Ranking Functions

Better Widening

(NODE{x§O} ) oL ? X

<
N
S

(NODE{x—y§O} )

D)

N
D
(LEAF: a )

LEAF: 1

LEAF: 3

Precise Widening Operators
for Convex Polyhedra*

Roberto Bagnara!, Patricia M. Hill?, Elisa Ricci!, and Enea Zaffanella!

Fig. 2. The heuristics h, improving on the standard widening.

(NODE{ng} ) o 7

S
N\

s
LEAF: 1 (NODE{X—ySO} )
¥
N\
s

L EAEDS (NODE{—ySO} )

D)

S
D
(LEAF: s )

LEAF: 5
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Introduction
Termination

Guarantee and Recurrence Piecewise-Defined Ranking Functions
Conclusion

Better Widening

y y
(NODE{x§O} ) oL > (NODE{x§O} ) o ? X
N N
N N\
A3 A3
LEAF: 1 (NODE{x—y§O} ) LEAF: 1 (NODE{x—ySO} )
N N

N\ N\

AN S
LEAF: 3 (LEAF: T ) LEAF: 3 (NODE{—y§0} )
N

/ N
N
(LEAF: 2x+1 ) (LEAF: s )

T
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Introduction
Termination

Guarantee and Recurrence Piecewise-Defined Ranking Functions
Conclusion

(roocts

int: x, y LEAF: 1 (NODE{x—ySO} )
while !(x > 0) do » T\
2y = x — y i S LEAF: 3 (NODE{—yfo} )
d3 ‘ / N
\ o) ’ Y
; | (Lear: 2+1 ) (Lear: 1 )
the analysis gives the weakest | o . sx | Tt 1
precondition x <0Vvy >0 0 x<0
X =X—Yy lx > 0
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For each program instruction stat, we define
a transformer #* yllstat]l: & — -

. R [[”ﬂX — et = Qe ASSIGNA[[X «¢]

R [if “ e < 0 then s]]t def

FILTERA[[e X O]](Q? [s1l#) Y- FILTER4[[e pK O]}z

%" [[while ” ¢ X 0 do s donellr &' Iip*F*,
where F* (x) = FILTER,[[e & O1(%* [[sTx) Y, FILTER[[e b4 01)(7)

o B lsy: spllt B B s IR s, 1)

_ Termination Analysis
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Abstract Definite
Termination Semantics

Definition

The abstract definite termination semantics %ﬁ}[[statf e
of a program stat’ is:

R [stat’' | &' %* [stat](LEAF: AX,, ..., X,.0)

where %f&[[stat]]: A — A is the abstract definite termination semantics
of each program instruction stat

Corollary (Soundness)

Theorem (Soundness)

A program stat’ must terminate for
PR M[[statf 1<y A(%f\}[[statf ) traces starting from a set of initial states
Jif F C dom(}/A(%ﬁ/[[[statf D)

_ Termination Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

Ordinal-Valued Functions Auxiliary Domain

 Parameterized by the underlying functions auxiliary domain (¥, T, )

L, U

Yo' 1€ FN Ly, Tr) m?
FUL Ty ) r
Cantor Normal Form
b . Pr. .
wl-n+ ... +w%-n
| :

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

Abstract Domain Operators

 They manipulate elements in &/ el {NIL} U of

* The binary operators rely on a tree unification algorithm
 approximation order <, and computational order L ,

« approximation join Y, and computational join LI,
e Mmeet AA
* widening V4

* The unary operators rely on a tree pruning algorithm

« assignment ASSIGN,[[X « e]
« test FILTER4[[ €]

Caterina Urban
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Abstract Interpretation Recipe

practical tools

targeting specific programs

_ Analysis of Liveness and CTL Properties
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®00® ([[]rrivate < @& github.com M + 88

0 Why GitHub? Team Enterprise Explore -~ Marketplace Pricing -~ Search / Signin Sign up

A caterinaurban / function  Public L\ Notifications % Fork 2 Y7 Star 7

<> Code Issues Pull requests Actions Projects Security Insights

¥ master ~ ¥ 1branch © 0tags Go to file Code ~ About

No description or website provided.

n caterinaurban no message bdeeael on Aug 21,2018 () 98 commits
c static-analysis ocaml

banal Changes according to feedback in pull-request: 5 years ago termination abstract-interpretation

liveness
cfgfrontend - added loop detection to CFG based analysis 5 years ago

domains no message 4 years ago [0 Readme

7 stars
frontend - added loop detection to CFG based analysis 5 years ago

1 watching
main added time measurements to CTL analysis 5 years ago

2 forks
tests more testcases with nestings of E/A 4 years ago

utils Moved forward analysis code to distinct module Forwardlterator and 5 years ago Releases
.gitignore Renamed 'newfrontend’ directory to 'cfgfrontend' 5 years ago No releases published
.merlin Renamed 'newfrontend' directory to 'cfgfrontend’ 5 years ago

.ocamlinit added banal abstract domain source code 5 years ago Packages
Makefile - added loop detection to CFG based analysis 5 years ago No packages published

README.md - added loop detection to CFG based analysis 5 years ago

pretty.py Added CTL testcases 5 years ago Languages

¢

|
i)
|
&
i)
B
B
B
B
B
B
B
[3

prettv_cfa.pv Imnlemented CEG based forward analvsis 5 vears aao
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Abstract Interpretation Recipe

practical tools
targeting specific programs

M utils

W,
F Unctio

i dening

mathematical models B¢
of the program behavior
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Today




Liveness Properties

 Guarantee Properties
“something good eventually happens at least once”

* Example: Program Termination

 Recurrence Properties
“something good eventually happens infinitely often”

 Example: Starvation Freedom

¥ohar Manna
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Computation Tree Logic (CTL)

Branching Temporal Logic

pr=al~p|loAd|dVP|AXD | AGH | A(@U) | EXp | EGe | E(@Ug)

AFg = A(true U ¢) EF¢$ = E(true U ¢)

KN ﬁ.

KK N

Analysis of Liveness and CTL Properties




Guarantee Properties

_ Analysis of Liveness and CTL Properties



9

Guarantee Properties

“something good eventually happens at least once”

AF ¢
Q::=eX0 | :eXO | AP | PV P re s

Example:

1X < [-00, +00] AF (x = 3) is satisfied for % e {(l,p) e X | px) <3}

while 2(x > 0) do
X «— X + 1
od4
while 5(0 > 0) do
if 6(x < 10) do
X — X+ 1
else
8X «— -X

od?

Caterina Urban
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Abstract Interpretation Recipe

mathematical models

of the program behavior




Guarantee Semantics

% C p=Fyllo €| ok g}
0 cEedS

F[S1f def Ao. 4 sup{f(c)+1|(c,6)ET} 6& SAOCE p?ef(dom(f))
undefined otherwise

Theorem

A program satisfies a guarantee property AF ¢ for traces starting
from a set of initial states . if and only if ¥ C dom(%g)

_ Analysis of Liveness and CTL Properties
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Abstract Interpretation Recipe

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program behavior




Abstract Guarantee Semantics

For each program instruction stat, we define 9?4”#[[stat]] A - A

R X — ellt € RESET( [ (ASSIGNA[X « €]l

. FYMf 7 e 4 0 then 5]t = RESET([](X)

where X €' FILTER [[e b4 O1(#*[1s111) v FILTER ][ b 0])7)

#¢*[while e >0 do s done]lr £ ifp*F¢*

where F?*(x) €' RESET{[[](X)

X L' FILTER[[e b OT(Z7s10) v, FILTER e 4 OT)(1))

def
« R[5y 5,0t = R s 1R s,00)

_ Analysis of Liveness and CTL Properties Caterina Urban 42



Abstract Guarantee Semantics

Int: x, y
while “(x > 0) do 50 N

x:=x+1
od x:=x-+1 lsz x < 0 g
while °( true ) do 0 Fe s

0 10
o false
else 3 7
L = 1
X.=—X % X true = —X

od
Property /_\

AF (x = 3) 5

_ Analysis of Liveness and CTL Properties Caterina Urban 44




Abstrag-*f+—-==atee Semantics

50
Int : x, y N R
. 0 s > X *
while “(x > 0) ! o 41 -
x:=x+1
od X:X—|—1< lXZO x <0
while “( true ) do 9 0 X
_ 0 10
if “( x <10) ,
o false
x:=x+1 "/\
else 3
L = x+1
X.=—X * " true X 1= —X

od
Property x <10 m

AF (x = 3)

_ Analysis of Liveness and CTL Properties Caterina Urban




Abstra~* ~—~~~1tee Semantics

50
EI

Int : x, y N

E 1 0 = > X \
while “(x > 0) i ; 41 . N -

2

X =x+1
od X:=x-+1 lXZO x <0 Ny
while ( true ) do 2 0 — - > X

. p 0 10

if “( x <10) ' J

: 50 N Re false
X '— X _I_ 1 ", ’I/_\
else 3 7
~
Ox i= —x 0 oy > X / ltrue X = =X
od? 0 10
4

— / x < 10 X/;N

AF (x =3) 5 6

Caterina Urban
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tee Semantics

Abstr

50
Int: x, y KX
g 1 0 x ‘~ AN i
while “(x > 0) 0 41 . \\\ _
2
X =x-+1
od x:=x+1 leO x < 0 Ny
while ( true ) do 9 0 — == > X
4 < K 0) 10
f ( x < 10 ) T ' L
50 N S false
5X = X + ]_ .',' ’//_\

¢

else 3 7
~
: 0 ‘ > X / ltrue X 1= —X
4
/ x < 10 m

5 6

Caterina Urban
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Abstra=tC—~==atee Semantics

50

Int : x, y N

. S 0 'f_. S X *
while “(x > 0) ! o 41 -

x =x+1
od x:=x-+1 leO x <0
while “( true ) do 9 0 X

b 0 10
if “( x <10) T . R
50 . L false
X =x-+1

vl }' /\
else 3
~
X .= —X 0 —a-e > X / ltrue X = —X
od
Property /ﬂ;?() m

AF (x = 3)




tee Semantics

Abstr

Int: x, y X
while *(x > 0) o IR N L
10 1 50 N 7
2
x:=x+1
od x:=x+1 lXZO x < 0 N
while ( true ) do 9 0 — - > X
4 < K 0 10
f ( x < 10 ) T ' L
50 N .S false
5X = X + ]_ .',' ’//_\

else 3 7
~
: 0 —oe > X / ltrue X 1= —X
4
/ x < 10 m

Caterina Urban
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Abstra=* tee Semantics

50 the analysis gives x < 3 as
sufficient precondition
int: x, y N ..
hile 1(x > 0)| 0 —F* 23 T
2. .
x:=x+1
od x:=x-+1 lXZO x <0 2§
while *( true ) do 0 —— > X
o K 0 10
if “( x<10) ,
. s false
x:=x+1 "'/\
else 3
6, . = 1
A= A S true X 1= —X
od’
Property x < 10 m
AF (x =3)

_ Analysis of Liveness and CTL Properties Caterina Urban S2



Abstract Guarantee Semantics

Definition

The abstract guaranteee semantics %g#[[statf e d
of a program stat’ is:

R [stat’ | L' B [statl(RESET [0 |(LEAF: 1, )

where %?[[stat]] . o — A is the abstract guarantee semantics
of each program instruction stat

Corollary (Soundness)

A program stat’ satisfies a guarantee property AF ¢ for traces starting
from a set of initial states .¥ if ¥ C dom(yA(%‘é#[[statf D)

_ Analysis of Liveness and CTL Properties Caterina Urban 53




Recurrence Properties
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Recurrence Properties

“something good eventually happens infinitely often”

AG AF ¢
Q::=eX0 | :eXO | AP | PV P re s

Example:

. L def
Ix < [-0o, +00] AGAF (x = 3) is satisfied for .7 ="' 1(1,p) €| p(x) < 0}

while 2(x > 0) do
X «— X + 1
od4
while 5(0 > 0) do
if 6(x < 10) do
X — X+ 1
else
8X «— -X

od?

_ Analysis of Liveness and CTL Properties
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Abstract Interpretation Recipe

mathematical models

of the program behavior
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Recurrence Semantics

def o

Fo(f)o def {f(a) o € dom(f) N p?ef(dom(f))

undefined otherwise

<5 <5

A program satisfies a recurrence property AG AF ¢ for traces starting
from a set of initial states . if and only if ¥ C dom(@;’;)

&

Theorem

_ Analysis of Liveness and CTL Properties
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Abstract Interpretation Recipe

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program behavior




Abstract Recurrence Semantics

For each program instruction stat, we define 9?4”#[[stat]] A - A

A RESET/[1) | (ASSIGNA[LX < ]l

%z#ﬂfX — e]|t

. RO¥[Hf 7 e 1 0 then 5]t B RESET[](X)

where X €' FILTER,[[e b (%" [1s111) Y FILTER ][ b 0])7)

9?4”#[[whlle e X0 do s done]]t = gpr(Z)F FoF
def

where G = %ff[[whlle e X 0 do s done]
Fot(x) B RESETA [0 1(X)
def

X = FILTERg[le X OI(%% [s]x) Y, FILTER,[[e 2 O1)(1))

def
R sy 0t = R s (B2 s,]10)

_ Analysis of Liveness and CTL Properties Caterina Urban
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Introduction

Termination

Guarantee and Recurrence
Conclusion

Recurrence Properties

Dual Widening

Let (D,C) be a poset. A dual widening V: D x D — D obeys:
(1) for all element x,y € D, we have x O xV yandy dxVy

(2) for all decreasing chains xg J x; J --- J x, 3 - -+, the chain

def def —
Yo — X0 Yn+1 — Yn V Xn+1

Is ultimately stationary

AN AN o AN

|
\

/

|
\

||

|

\
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Abstract Recurrence Semantics

Int: x, y
while “(x > 0) do 50 | L
1 N
X =x+1
od x:=x+1 lXZO x < 0 g
while “( true ) do 2 0 —— X
_ R 0 10
if "( x <10) S’
',' false
X =x-+1 "/\
else 3
o = 1
X = —X x X true X = —X

od
Property x <10 m

AGAF (x = 3)

_ Analysis of Liveness and CTL Properties Caterina Urban




Abstrg=t+P-~1ussance Semantics

50
Int : x, y N AR
: 0 > X ¥
while “(x > 0) ! o 41 -
x:=x+1
od X:X—|—1< lXZO x <0
while “( true ) do 9 0 X
_ 0 10
if “( x <10) ,
o false
x:=x+1 "/\
else 3
L = x+1
X.=—X * " true X 1= —X

od
Property x <10 m

AGAF (x = 3)

_ Analysis of Liveness and CTL Properties Caterina Urban




Abstrg~* P~-~—ence Semantics

Int: x, y
: 0 > X
while *(x > 0) i 0 ‘1 50
X =x-+1
od x:=x-+1 lXZO x <0
while “( true ) do 2 0 7
p 0 10
if “( x <10) : J
50 . Re false
X '— X _|_ 1 .,' "/\
else 3
~
X .= —X 0 > X ltru:\ —X
0 10
od
Property /ﬂ?l() m
AGAF (x = 3)

Caterina Urban
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Abstr nce Semantics

50

Int: x, y X
. ]_ 0 X AN |
while “(x > 0) 0 41 . \\\ _
2
X =x-+1
od x:=x+1 leO x < 0 Ny
while ( true ) do 9 0 — == > X
< K 0) 10
( X < 10 ) T l "
50 . ;. false

5X =x+1 '/‘\

else [
N
b, —
T 0 > X true X 1= —X

Od7 0
//\ EEIN
AGAF (x = 3) 6

Caterina Urban
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Abstra=* nce Semantics

50 the analysis gives x < 0 as
sufficient precondition
int: x, y N "
| 1 > 0 S x s‘A AN
while “(x > 0) ! o X o N
2, .
x:=x+1
od x:=x-+1 lXZO x <0 2§
while *( true ) do 0 ——- 2 %8
4 R 0 10
if “( x<10) ,
. o false
x:=x+1 "/\
else 3
6, . = 1
A o= T true X = —X
od’
Property x <10 m
AGAF (x = 3)
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Abstract Recurrence Semantics

Definition

The abstract recurrence semantics %g#[[statf e o
of a program stat’ is:

%‘Ifé#[[statf 1 def %;’g#[[stat]](LEAF: 1z)

where %f[[stat]]: g — o is the abstract recurrence semantics
of each program instruction stat

Corollary (Soundness)

A program stat’ satisfies a recurrence property AG AF ¢ for traces
starting from a set of initial states . if ¥ C dom(yA(%;‘; [stat’]))
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CTL Properties
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Computation Tree Logic (CTL)

Branching Temporal Logic

¢

=alpldng vl AXG | AGP | Al@Ug) | EXP | EGH | E(@U)

Recurrence Properties

“something good eventually happens infinitely often”

AG AF ¢
pi=eX0 | Z:eXO | AP | DdV P re

Example:

1X < [-00, +00] AG AF (x = 3) is satisfied for .7 def {(1,p) € Z | px) <0}

while 2(x > 0) do
3X «— X + 1
od+
while 5(0 > 0) do
if 6(x < 10) do
X «— X+ 1
else
8X « -X
od?

Analysis of Liveness and CTL Properties

Guarantee Properties

[
“something good eventually happens at least once”
» G
AF ¢
pi=eX0 | Z:eXO | AP | PV P re

Example: def
1x « [-00, +00] AF (x = 3) is satisfied for ¥ = {(1,p) € Z | p(x) < 3}
while 2(x > 0) do
3 «— X+ 1
od4
while 5(0 > 0) do
if 6(x < 10) do
X «— X+ 1
else
8X « -X
od?
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Recurrence Semantics

def —  \\l/ A : )
RP = gfp%(pﬁ FR 7/ build upon the semantics of sub-formulas
G

"]

Fo(f)o def {f(d) o € dom(f) N p?ef(dom(f))

R

undefined otherwise
0 0 0
1 1 1
2
S, B
{9 SN

A program satisfies a recurrence property AG AF ¢ for traces starting
from a set of initial states . if and only if ¥ C dom(%%)

Theorem
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CTL Abstraction

Atomic Propositions

pr=al-plong| PV o|AXP | AGH | A(@Ugp) | EXp | EGe | E(pUg)

0 sEa
undefined otherwise

o (T) " 15 € suT). {
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CTL Abstraction

Negation Formulas

pr=al QoA | oV | AXD | AGP | A(@pUg) | EX¢ | EGe | E(pUg)

oy (T) L7 45 € 521 {O s & dom(a,(T))

undefined otherwise
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CTL Abstraction

Conjunction Formulas

pr=al-plopnp|PVd|AXP | AGH | A(@Ug) | EXp | EGe | E(pUg)

ay 7y (T) def 1s € si(T) . {Sup{ﬁ(S),fz(S)} = dom(ﬂ) ndom(f,)
1 2f undefined otherwise

fl d:e 0‘¢1(T)

/> d:ef ay (1)
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CTL Abstraction

Disjunction Formulas

pr=al~plong| PV P|AXP | AGH | A(@Ug) | EXp | EGo | E(pUg)

Csup{f,(s), /,(s)} s € dom(f,) n dom(f,)

2y (T d:ef 25 € st(T) . - fi(s) s € dom(f;)\dom(f,)
5(s) s € dom(f)\dom(f,)
_undefined otherwise

N d:ef a¢1(T)

b d:ef ay (1)
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CTL Abstraction

Next Formulas
pri=alploAd|ldVo| AXP | AGe | A(@Ug) | EXpp | EGe | E(¢pUg)

apy(T) B a5 € sery. 4 ° s € pre(dom(a,(T)))
undefined otherwise

ey (1) d=ef As € st(T). {O s € pre(dom(ay(T)))

undefined otherwise
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CTL Abstraction

Globally Formulas

pr=al~plopng| PV o |AXP | AGH | A(@Ug) | EXp | EGo | E(pUg)

def _
Uuep(T) =" 905 1) Facy
Facs(f) def 15 {f(s) s € dom(f) n pre(dom(f))
’ undefined otherwise
def £r=
aegp(T) = g p%(T) Fegy
Feoy(f) % 25, {f (5) s € dom(f) n pre(dom(f))
el undefined otherwise

Recurrence Semantics

def —=

Fo(f)o & { f(0) 6 € dom(f) N pre (dom(f))

undefined otherwise

o o < %"
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CTL Abstraction

Until Formulas (1)

pr=al~plopng| PV o|AXP | AGH | A(@Ugp) | EXp | EGo | E(PUg)

e up @) = a (@@, (T))

O upy L) Lz A, ugp,yldomM(ay (T))][dom(ay, (T)IT

o & (SI\SZ)*7S = Sz}

f
Og (g L1 1[52]T e {US e sq(T)

Potential Termination Semantics

Potential Ranking Abstraction

2 1 —
N ;tﬁ
%1/ count execution steps backwards

(P(E), C) (2—0,x)

am

a,(T) €' a7 (1))

a(@) @
df 0 Vo' e X: (6,6)&r

(o = { nf{a,(r)c’+ 1 | 6’ € dom(a,(r)) A (0,6") € r} otherwise
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CTL Abstraction

Until Formulas (2)

pr=alp|ldAd| PV P|AXD | AGP | A(pUg) | EXe | EGe | E(pUg)
Upg,ugn) (1) Cay @ (@5 gy (T

Ap (g D) Lz A, upyldOM(ay (T))1[dom(ay, (T)IT

o & (Sl\SZ) N & S2,
f g
A p(p,Upy) 11152 1T d—e os € SQ(T) | nbhd(e, sf(T) N S2+ )=
nbhd(e,st(T)NZ) =@

def , - o . %0
Z = {osc €X™®|oceX*AsE S US, Ao’ € X7} . - :
Definite Termination Semantics
- . . Ranking Abstraction
Definite Termination
Trace Semantlcs ~ . M/ count execution steps backward
Definite Termination Abstraction o
DP(TH), C Y =0, <
(FE=.C) (PEn,C) Fener o &S0
\/ fi < £ € dom(f;) € dom(f) A Vx € dom(f): £i(x) < £o()
(1) € a,(@ (1))
a(T) ¥ (1 € T * | nhdb(t. T 29) = ) @ %
(2) E
def def 0 Vo'eX: (0,0)&r
nhdb(1, T) =" {'€ T | pf(1) N pf(r) # B} ay(re = sup{@y(r)o’ + 1 | 6’ € dom(@y(r)) A (6,0") € r} otherwise
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CTL Program Semantics

Definition

Given a CTL formula ¢
and the corresponding CTL abstraction @, PRP) > (2 — 0),

the program semantics &% ,: 2 — O for ¢ is defined as:

R E )

Theorem

A program satisfies a CTL property ¢ for traces starting
from a set of initial states .7 if and only if ¥ C dom(%d))
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Abstract Interpretation of CTL Properties

Caterina Urban, Samuel Ueltschi, and Peter Miiller

Department of Computer Science
ETH Zurich, Switzerland

Abstract. CTL is a temporal logic commonly used to express program
properties. Most of the existing approaches for proving CTL properties
only support certain classes of programs, limit their scope to a subset of
CTL, or do not directly support certain existential CTL formulas. This
paper presents an abstract interpretation framework for proving CTL
properties that does not suffer from these limitations. Our approach au-
tomatically infers sufficient preconditions, and thus provides useful infor-
mation even when a program satisfies a property only for some inputs.
We systematically derive a program semantics that precisely captures
CTL properties by abstraction of the operational trace semantics of a
program. We then leverage existing abstract domains based on piecewise-
defined functions to derive decidable abstractions that are suitable for
static program analysis. To handle existential CTL properties, we aug-
ment these abstract domains with under-approximating operators.

We implemented our approach in a prototype static analyzer. Our exper-
imental evaluation demonstrates that the analysis is effective, even for
CTL formulas with non-trivial nesting of universal and existential path
quantifiers, and performs well on a wide variety of benchmarks.

1 Introduction

Computation tree logic (CTL) [6] is a temporal logic introduced by Clarke and
Emerson to overcome certain limitations of linear temporal logic (LTL) [33]
for program specification purposes. Most of the existing approaches for proving
program properties expressed in CTL have limitations that restrict their ap-
plicability: they are limited to finite-state programs [7] or to certain classes of
infinite-state programs (e.g., pushdown systems [36]), they limit their scope to a
subset of CTL (e.g., the universal fragment of CTL [11]), or support existential
path quantifiers only indirectly by considering their universal dual [8].

In this paper, we propose a new static analysis method for proving CTL
properties that does not suffer from any of these limitations. We set our work
in the framework of abstract interpretation [16], a general theory of semantic
approximation that provides a basis for various successful industrial-scale tools
(e.g., Astrée [3]). We generalize an existing abstract interpretation framework
for proving termination [18] and other liveness properties [41].

Following the theory of abstract interpretation [14], we abstract away from
irrelevant details about the execution of a program and systematically derive
a program semantics that is sound and complete for proving a CTL property.
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