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stat ::= ℓX ← input
ℓX ← exp

if ℓexp ⋈ 0 then stat

while ℓexp ⋈ 0 do stat done
stat ; stat

Language Syntax

2

Programs and executions
Language syntax

ℓstatℓ ::= ℓX ← expℓ

(assignment)

| ℓif exp ◃▹ 0 then ℓstatℓ

(conditional)

| ℓwhile ℓexp ◃▹ 0 do ℓstatℓ doneℓ

(loop)

| ℓstat; ℓstatℓ

(sequence)

exp ::= X

(variable)

| −exp

(negation)

| exp ⋄ exp

(binary operation)

| c

(constant c ∈ Z)

| [c, c ′]
(random input, c, c ′ ∈ Z ∪ { ±∞ })

Simple structured, numeric language
X ∈ V, where V is a finite set of program variables

ℓ ∈ L, where L is a finite set of control points
numeric expressions: ◃▹ ∈ {=, ≤, . . .}, ⋄ ∈ { +, −, ×, / }

random inputs: X ← [c, c ′]
model environment, parametric programs, unknown functions, . . .

Course 2

Program Semantics and Properties

Antoine Miné
p. 3 / 98

Example

1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←
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Example
Transition Systems

3

Programs and executions
From programs to transition relationsTransitions: τ [ℓstat ℓ′] ⊆ Σ × Στ [ℓ1X ← e ℓ2] def= { (ℓ1, ρ) → (ℓ2, ρ[X %→ v ]) | ρ ∈ E , v ∈ E! e " ρ }

τ [ℓ1if e ◃▹ 0 then ℓ2s ℓ3] def={ (ℓ1, ρ) → (ℓ2, ρ) | ρ ∈ E , ∃v ∈ E! e " ρ: v ◃▹ 0 } ∪

{ (ℓ1, ρ) → (ℓ3, ρ) | ρ ∈ E , ∃v ∈ E! e " ρ: v ̸◃▹ 0 } ∪ τ [ℓ2s ℓ3]

τ [ℓ1while ℓ2e ◃▹ 0 do ℓ3s ℓ4 doneℓ5] def=
{ (ℓ1, ρ) → (ℓ2, ρ) | ρ ∈ E } ∪
{ (ℓ2, ρ) → (ℓ3, ρ) | ρ ∈ E , ∃v ∈ E! e " ρ: v ◃▹ 0 } ∪ τ [ℓ3s ℓ4] ∪

{ (ℓ4, ρ) → (ℓ2, ρ) | ρ ∈ E } ∪
{ (ℓ2, ρ) → (ℓ5, ρ) | ρ ∈ E , ∃v ∈ E! e " ρ: v ̸◃▹ 0 }

τ [ℓ1s1; ℓ2s2 ℓ3] def= τ [ℓ1s1 ℓ2] ∪ τ [ℓ2s2 ℓ3]
(expression semantics E! e " on next slide)
Course 2

Program Semantics and Properties

Antoine Miné
p. 8 / 98

1,2,3,4,5 


1 2  
2 3  
3 4 

4 3  
3 5

Σ def= { } × ℰ

τ def= {( , ρ) → ( , ρ[x ↦ v]) ∣ ρ ∈ ℰ, v ∈ ℤ}
∪ {( , ρ) → ( , ρ[y ↦ v]) ∣ ∣ ρ ∈ ℰ, v ∈ ℤ}
∪ {( , ρ) → ( , ρ) ∣ ∣ ρ ∈ ℰ, ∃v ∈ E[[x]]ρ : v > 0}
∪ {( , ρ) → ( , ρ[x ↦ v]) ∣ ρ ∈ ℰ, v ∈ E[[x − y]]ρ}
∪ {( , ρ) → ( , ρ) ∣ ∣ ρ ∈ ℰ, ∃v ∈ E[[x]]ρ : v ≤ 0}

1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←
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Termination Resilience

4

Potential Termination

A program with trace semantics 
 may terminate  

if and only if 
ℳ ∈ 𝒫(Σ∞)

ℳ ∩ Σ* ≠ ∅

Definition

PotentialTermination def= {T ∈ 𝒫(Σ∞) ∣ ∃t ∈ T : t ∈ Σ*}

Definite Termination

A program with trace semantics 
 may terminate  

if and only if 
ℳ ∈ 𝒫(Σ∞)

ℳ ∩ Σ* ≠ ∅

Definition

DefiniteTermination def= {T ∈ 𝒫(Σ∞) ∣ ∀t ∈ T : t ∈ Σ*}

TerminationResilience def= {T ∈ 𝒫(Σ∞) ∣ ∀i ∈ Ti ∃t ∈ T : ti = i ∧ t ∈ Σ*}
input values read in a set of traces T

input values read in a traces t
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Example
Termination Resilience

5

1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←

ℳ∞ ∈ TerminationResilience

Maximal trace semantics

Least fixpoint formulation of maximal traces
Idea: To get a least fixpoint formulation for whole M∞,

we merge finite and infinite maximal trace least fixpoint forms

Fixpoint fusion:

M∞ ∩ Σ∗ is best defined on (P(Σ∗), ⊆, ∪, ∩, ∅, Σ∗).
M∞ ∩ Σω is best defined on (P(Σω), ⊇, ∩, ∪, Σω, ∅), the dual lattice.
(we transform the greatest fixpoint into a least fixpoint!)

We mix them into a new complete lattice (P(Σ∞), ⊑, ⊔, ⊓, ⊥, ⊤):
A ⊑ B def⇐⇒ (A ∩ Σ∗) ⊆ (B ∩ Σ∗) ∧ (A ∩ Σω) ⊇ (B ∩ Σω)
A ⊔ B def= ((A ∩ Σ∗) ∪ (B ∩ Σ∗)) ∪ ((A ∩ Σω) ∩ (B ∩ Σω))
A ⊓ B def= ((A ∩ Σ∗) ∩ (B ∩ Σ∗)) ∪ ((A ∩ Σω) ∪ (B ∩ Σω))
⊥ def= Σω

⊤ def= Σ∗

In this lattice, M∞ = lfp Fs where Fs(T ) def= B ∪ τ⌢T
(proof on next slides)

Course 2 Program Semantics and Properties Antoine Miné p. 76 / 98

Maximal trace semantics
Maximal traces

Maximal traces: M∞ ∈ P(Σ∞)sequences of states linked by the transition relation τ

start in any state (I = Σ, technical requirement for the fixpoint characterization)

either finite and stop in a blocking state (F = B)

or infinite

M∞
def= { σ0, . . . , σn ∈ Σ∗ | σn ∈ B, ∀i < n: σi → σi+1 } ∪

{ σ0, . . . , σn , . . . ∈ Σω | ∀i < ω: σi → σi+1 }(can be anchored at I and F as: M∞ ∩ (I · Σ∞) ∩ ((Σ∗ · F) ∪ Σω))
Course 2

Program Semantics and Properties

Antoine Miné
p. 72 / 98

: the program always terminatesy > 0
: the program terminates when y ≤ 0 x ≤ 0
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Termination Resilience Semantics

6

mathematical models  
of the program behavior

algorithmic approaches  
to decide program properties

practical tools  
targeting specific programs
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Termination Resilience Semantics

7

Potential Termination Semantics Definite Termination Semantics







ℛm = lfp⪯ Fm

Fm( f )σ def=
0 σ ∈ ℬ
v σ ∈ preτ(dom( f ))
undefined otherwise

v def= inf{f(σ′ ) + 1 ∣ (σ, σ′ ) ∈ τ}







ℛM = lfp⪯ FM

FM( f )σ def=
0 σ ∈ ℬ
v σ ∈ ∼

preτ(dom( f ))
undefined otherwise

v def= sup{f(σ′ ) + 1 ∣ (σ, σ′ ) ∈ τ}







ℛTR = lfp⪯ FTR

FTR( f )σ def=

0 σ ∈ ℬ
v σ ∈ ∼

preτi(dom( f ))
v σ ∈ preτr(dom( f ))
undefined otherwise regular state transitions

input state transitions
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For each program instruction , we define a transformer :


• 


• 


• 


• 


•

𝗌𝗍𝖺𝗍 ℛTR[[𝗌𝗍𝖺𝗍]] : (ℰ ⇀ 𝕆) → (ℰ ⇀ 𝕆)

ℛTR[[ℓX ← input]]

ℛTR[[ℓX ← e]]

ℛTR[[if .ℓ e ⋈ 0 then s]]

ℛTR[[while .ℓ e ⋈ 0 do s done]]

ℛTR[[s1; s2]]

Denotational Termination  
Resilience Semantics

8
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Denotational Termination 
Resilience Semantics
ℛTR[[ℓX ← input]]

ℛTR[[ℓX ← input]]f def= λρ . {sup{f(ρ[X ↦ v]) + 1 ∣ v ∈ E[[e]]ρ} ∀v ∈ ℤ : ρ[X ↦ v] ∈ dom( f )
undefined otherwise







ℛTR = lfp⪯ FTR

FTR( f )σ def=

0 σ ∈ ℬ
v σ ∈ ∼

preτi(dom( f ))
v σ ∈ preτr(dom( f ))
undefined otherwise
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Denotational Termination 
Resilience Semantics
ℛTR[[ℓX ← e]]




 

ℛTR[[ℓX ← e]]f def= λρ .
sup{f(ρ[X ↦ v]) + 1 ∣ v ∈ E[[e]]ρ} 𝒯[[e]]𝒯(ℓ) ∧ all
inf{f(ρ[X ↦ v]) + 1 ∣ v ∈ E[[e]]ρ} ¬𝒯[[e]]𝒯(ℓ) ∧ any
undefined otherwise

all def= ∃v̄ ∈ E[[e]]ρ ∧ ∀v ∈ E[[e]]ρ : ρ[X ↦ v] ∈ dom( f )
any def= ∃v ∈ E[[e]]ρ : ρ[X ↦ v] ∈ dom( f )







ℛTR = lfp⪯ FTR

FTR( f )σ def=

0 σ ∈ ℬ
v σ ∈ ∼

preτi(dom( f ))
v σ ∈ preτr(dom( f ))
undefined otherwise

the value of e (and thus of X) depends from the input values read by the program
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𝒯[[𝗌𝗍𝖺𝗍]] : 𝒫(𝕏) → 𝒫(𝕏)
Simple Taint Semantics

11



















𝒯[[ℓX ← input]]T def= T ∪ {X}

𝒯[[ℓX ← e]]T def= {T ∪ {X} 𝒯[[e]]T
T∖{X} otherwise

𝒯[[if .ℓ e ⋈ 0 then s]]T def= {𝒯[[s]]T ∪ LHS(s) ∪ T 𝒯[[e]]T
𝒯[[s]]T ∪ T otherwise

𝒯[[while .ℓ e ⋈ 0 do s done]]T def= lfp⊆
T (λX . {𝒯[[s]]X ∪ LHS(s) ∪ X 𝒯[[e]]X

𝒯[[s]]X ∪ X otherwise)
𝒯[[s1; s2]]T

def= 𝒯[[s2]](𝒯[[s1]]T)

𝒯[[e]]T iff⇔ ∃ρ ∈ ℰ : ∃v ∈ E[[e]]ρ : ∀ρ′ ∈ ℰ : ρ′ ≠T ρ ⇒ v ∉ E[[e]]ρ′ 

ρ′ ≠T ρ ≡ ∀x ∉ T : ρ′ (x) = ρ(x) ∧ ∃x ∈ T : ρ′ (x) ≠ ρ(x)

Programs and executions
Language syntax

¸stat¸ ::= ¸X Ω exp¸

(assignment)

| ¸if exp ÛÙ 0 then ¸stat¸

(conditional)

| ¸while ¸exp ÛÙ 0 do ¸stat¸ done¸

(loop)

| ¸stat; ¸stat¸

(sequence)

exp ::= X

(variable)

| ≠exp

(negation)

| exp ù exp

(binary operation)

| c

(constant c œ Z)

| [c, c Õ]
(random input, c, c Õ œ Z fi { ±Œ })

Simple structured, numeric language
X œ V, where V is a finite set of program variables

¸ œ L, where L is a finite set of control points

numeric expressions: ÛÙ œ {=, Æ, . . .}, ù œ { +, ≠, ◊, / }

random inputs: X Ω [c, c Õ]
model environment, parametric programs, unknown functions, . . .

Course 2

Program Semantics and Properties

Antoine Miné
p. 3 / 98

assigned variables in s
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Denotational Termination 
Resilience Semantics
ℛTR[[if .ℓ e ⋈ 0 then s]]

ℛTR[[if .ℓ e ⋈ 0 then s]]f def= λρ .

1 ∃v1, v2 ∈ E[[e]]ρ : v1 ⋈ 0 ∧ v2 /⋈ 0
2 ∃v1, v2 ∈ E[[e]]ρ : v1 ⋈ 0 ∧ v2 /⋈ 0

ℛTR[[s]]f(ρ) + 1 ρ ∈ dom(ℛTR[[s]]f ) ∧ ∀v ∈ E[[e]]ρ : v ⋈ 0
f(ρ) + 1 ρ ∈ dom( f ) ∧ ∀v ∈ E[[e]]ρ : v /⋈ 0
undefined otherwise




 
 

1 sup{ℛTR[[s]]f(ρ) + 1, f(ρ) + 1}

2 inf{ℛTR[[s]]f(ρ) + 1, f(ρ) + 1}
2 ℛTR[[s]]f(ρ) + 1
2 f(ρ) + 1




 
 

𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]f ) ∩ dom( f )

¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]f ) ∩ dom( f )
¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]f ) ∖ dom( f )
¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom( f ) ∖ dom(ℛTR[[s]]f )
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Denotational Termination 
Resilience Semantics
ℛM[[while .ℓ e ⋈ 0 do s done]]

ℛTR[[while .ℓ e ⋈ 0 do s done]]f def= lfp⪯·∅ λx ρ .

1 ∃v1, v2 ∈ E[[e]]ρ : v1 ⋈ 0 ∧ v2 /⋈ 0
2 ∃v1, v2 ∈ E[[e]]ρ : v1 ⋈ 0 ∧ v2 /⋈ 0

ℛTR[[s]]x(ρ) + 1 ρ ∈ dom(ℛTR[[s]]x) ∧ ∀v ∈ E[[e]]ρ : v ⋈ 0
f(ρ) + 1 ρ ∈ dom( f ) ∧ ∀v ∈ E[[e]]ρ : v /⋈ 0
undefined otherwise




 
 

1 sup{ℛTR[[s]]x(ρ) + 1, f(ρ) + 1}

2 inf{ℛTR[[s]]x(ρ) + 1, f(ρ) + 1}
2 ℛTR[[s]]x(ρ) + 1
2 f(ρ) + 1




 
 

𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]x) ∩ dom( f )

¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]x) ∩ dom( f )
¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom(ℛTR[[s]]x) ∖ dom( f )
¬𝒯[[e]]𝒯(ℓ) ∧ ρ ∈ dom( f ) ∖ dom(ℛTR[[s]]x)
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Denotational Termination 
Resilience Semantics
ℛM[[s1; s2]]

ℛTR[[s1; s2]]f def= ℛTR[[s1]](ℛTR[[s2]]f )
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Denotational Termination 
Resilience Semantics

The denotational termination resilience semantics  of a program  is:





where  is the denotational termination resilience semantics  
of each program instruction 

ℛTR[[𝗌𝗍𝖺𝗍ℓ]] : ℰ ⇀ 𝕆 𝗌𝗍𝖺𝗍ℓ

ℛTR[[𝗌𝗍𝖺𝗍ℓ]] def= ℛTR[[𝗌𝗍𝖺𝗍]](λρ.0)

ℛTR[[𝗌𝗍𝖺𝗍]] : (ℰ ⇀ 𝕆) → (ℰ ⇀ 𝕆)
𝗌𝗍𝖺𝗍

Definition

A program  satisfies termination resilience for traces starting from a set of initial states ,  
i.e., , if and only if 

𝗌𝗍𝖺𝗍ℓ ℐ
ℳ∞[[𝗌𝗍𝖺𝗍ℓ]](ℐ) ∈ TerminationResilience ℐ ⊆ dom(ℛTR[[𝗌𝗍𝖺𝗍ℓ]])

Theorem (Soundness and Completeness)
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Piecewise-Defined Ranking Functions

16

mathematical models  
of the program behavior

algorithmic approaches  
to decide program properties

practical tools  
targeting specific programs
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Concretization-Based  
Piecewise Abstraction

⟨ℰ ⇀ 𝕆, ≼ ⟩ ⟨𝒜, ≼A ⟩

γA

ℛTR[[𝗌𝗍𝖺𝗍ℓ]] : ℰ ⇀ 𝕆 f1 ≼ f2
def= dom( f1) ⊇ dom( f2) ∧ ∀x ∈ dom( f1) : f1(x) ≤ f2(x)

approximation order

ℛ#
TR[[𝗌𝗍𝖺𝗍ℓ]] ∈ 𝒜

⟨ℒ → (ℰ ⇀ 𝕆), ·≼ ⟩ ⟨ℒ → 𝒜, ·≼A ⟩

·γA

ℛTR : ℒ → (ℰ ⇀ 𝕆) ℛ#
TR : ℒ → 𝒜

By pointwise lifiting we obtain an abstraction  of :ℛ#
TR ℛTR
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𝒜 def= {𝖫𝖤𝖠𝖥 : f ∣ f ∈ ℱ} ∪ {𝖭𝖮𝖣𝖤{c}: t1; t2 ∣ c ∈ 𝒞 ∧ t1, t2 ∈ 𝒜}

18

Piecewise-Defined Ranking 
Functions Abstract Domain

x - y  0≤

x  0≤

1

3

⊥F

- y  0≥

2x + 1

x

y1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←
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Piecewise-Defined Ranking 
Functions Abstract Domain
Functions Auxiliary Abstract Domain

• computational order , where :


• between defined leaf nodes:  
 




• otherwise (i.e., when one or both leaf nodes are undefined):

⊑F [D] D ∈ 𝒟

f1 ⊑F [D] f2
def= ∀ρ ∈ γD(D) : f1(…, ρ(Xi), …) ≤ f2(…, ρ(Xi), …)

f : ℤ|𝕍| → ℕ

⊥F

⊤F
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Piecewise-Defined Ranking 
Functions Abstract Domain
Functions Auxiliary Abstract Domain

• approximation order , where :


• between defined leaf nodes:  
 




• otherwise (i.e., when one or both leaf nodes are undefined):

≼F [D] D ∈ 𝒟

f1 ≼F [D] f2
def= ∀ρ ∈ γD(D) : f1(…, ρ(Xi), …) ≤ f2(…, ρ(Xi), …)

⊤F⊥F

f : ℤ|𝕍| → ℕ
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Piecewise-Defined Ranking 
Functions Abstract Domain
Functions Auxiliary Abstract Domain

• resilience order , where :


• between defined leaf nodes:  
 




• otherwise (i.e., when one or both leaf nodes are undefined):

⩽F [D] D ∈ 𝒟

f1 ⩽F [D] f2
def= ∀ρ ∈ γD(D) : f1(…, ρ(Xi), …) ≥ f2(…, ρ(Xi), …)

⊥F ⊤F

f : ℤ|𝕍| → ℕ
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Piecewise-Defined Ranking 
Functions Abstract Domain
Abstract Domain Operators

• They manipulate elements in 


• The binary operators rely on a tree unification algorithm

• approximation order , computational order , and resilience order 

• approximation join , computational join , and resilience join 

• meet 

• widening 


• The unary operators rely on a tree pruning algorithm

• assignment 

• test 

𝒜𝖭𝖨𝖫
def= {𝖭𝖨𝖫} ∪ 𝒜

≼A ⊑A ⩽A
⋎A ⊔A ⊻A

⋏A
▿A

⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← e]]
𝖥𝖨𝖫𝖳𝖤𝖱A[[e]]
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1. Perform tree unification


2. Recursively descend the trees while accumulating the linear constraints 
encountered along the paths into a set of constraints 


3. Compare the leaf nodes using the resilience order  

C

⩽F [αC(C)]

23

Piecewise-Defined Ranking 
Functions Abstract Domain
Resilience Order
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1. Perform tree unification


2. Recursively descend the trees while accumulating the linear constraints 
encountered along the paths into a set of constraints 


3.  



4. Join the leaf nodes using the resilience join 

C

𝖭𝖨𝖫 ⋎A t def= t
t ⋎A 𝖭𝖨𝖫 def= t

⊻F [αC(C)]

24

Piecewise-Defined Ranking 
Functions Abstract Domain
Resilience Join
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• resilience join , where :


• between defined leaf nodes: 
 

 

where 


• otherwise (i.e., when one or both leaf nodes are undefined):  
 

 
 
 

⊻F [D] D ∈ 𝒟

f1 ⊻F [D] f2
def= { f f ∈ ℱ∖{ ⊥F , ⊤F }

⊤F otherwise
f def= λρ ∈ γD(D) : min( f1(…, ρ(Xi), …), f2(…, ρ(Xi), …))

⊥F ⋎F [D] f def= f f ∈ ℱ∖{ ⊤F }
f ⋎F [D] ⊥F

def= f f ∈ ℱ∖{ ⊤F }
⊤F ⋎F [D] f def= f f ∈ ℱ∖{ ⊥F }
f ⋎F [D] ⊤F

def= f f ∈ ℱ∖{ ⊥F }

25

Piecewise-Defined Ranking 
Functions Abstract Domain
Resilience Join (continue)

⊥F ⊤F

f : ℤ|𝕍| → ℕ
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ExampleResilience Join

26

Piecewise-Defined Ranking 
Functions Abstract Domain

δ

x + 1  0≥

x  0≥

x. x + 5λ

⊤F

𝖭𝖨𝖫

x + 1  0≥

x  0≥

x. x + 4λ

x. x + 3λ

δ

x + 1  0≥

x  0≥

x. x + 4λ

x. x + 3λ
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Piecewise-Defined Ranking 
Functions Abstract Domain
Assignments ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← input]]

• Base case (             )  
 
Apply  on the defined leaf nodes 
 

 

where  
and  
 

⟵𝖠𝖲𝖲𝖨𝖦𝖭F[[X ← input]][αC(C)]

⟵𝖠𝖲𝖲𝖨𝖦𝖭F[[X ← input]][D]( f ) def= {f f ∈ ℱ∖{ ⊥F , ⊤F }
⊤F otherwise

f ∈ ℱ∖{ ⊥F , ⊤F }

f(…, Xi, X, …) def= max{f(…, ρ(Xi), v, …) + 1 ∣ ρ ∈ γD(R) ∧ v ∈ E[[e]]ρ}
R def= ⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← [−∞, +∞]]]D

f
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Piecewise-Defined Ranking 
Functions Abstract Domain
Assignments ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← input]]

• XXX

R

c

L

Convert  and 
 

into sets  and  of linear constraints in canonical form

⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← [−∞, +∞]]](αC({c})⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← [−∞, +∞]]](αC({¬c})
I J

case   1    I = J = ∅ case   2    I = ∅ ∧ ⊥C ∈ J

L R⋎A L

R

case   3   ⊥C ∈ I ∧ J = ∅ case   4  


1. perform tree pruning on XXXXX and XXXXX


2. join the results with the approximation join ⋎A

L R
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Piecewise-Defined Ranking 
Functions Abstract Domain
Assignments ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← e]]

• Base case (             )  
 
Apply  on the defined leaf nodes 
 

 

where  
 

and  
 

⟵𝖠𝖲𝖲𝖨𝖦𝖭F[[X ← e]][αC(C)]

⟵𝖠𝖲𝖲𝖨𝖦𝖭F[[X ← e]][D]( f ) def=
f 𝖳𝖠𝖨𝖭𝖳[[e]] ∧ f ∈ ℱ∖{ ⊥F , ⊤F }
f ¬𝖳𝖠𝖨𝖭𝖳[[e]] ∧ f ∈ ℱ∖{ ⊥F , ⊤F }
⊤F otherwise

f ∈ ℱ∖{ ⊥F , ⊤F }

f(…, Xi, X, …) def= max{f(…, ρ(Xi), v, …) + 1 ∣ ρ ∈ γD(R) ∧ v ∈ E[[e]]ρ}
f(…, Xi, X, …) def= min{f(…, ρ(Xi), v, …) + 1 ∣ ρ ∈ γD(R) ∧ v ∈ E[[e]]ρ}

R def= ⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← e]]D

f

the value of e (and thus of X) depends from the input values read by the program



Caterina UrbanTermination Resilience AnalysisLesson 8



















𝖳𝖠𝖨𝖭𝖳[[ℓX ← input]]T def= T ∪ {X}

𝖳𝖠𝖨𝖭𝖳[[ℓX ← e]]T def= {T ∪ {X} 𝖳𝖠𝖨𝖭𝖳[[e]]T
T∖{X} otherwise

𝖳𝖠𝖨𝖭𝖳[[if .ℓ e ⋈ 0 then s]]T def= {𝖳𝖠𝖨𝖭𝖳[[s]]T ∪ LHS(s) ∪ T 𝖳𝖠𝖨𝖭𝖳[[e]]T
𝖳𝖠𝖨𝖭𝖳[[s]]T ∪ T otherwise

𝖳𝖠𝖨𝖭𝖳[[while .ℓ e ⋈ 0 do s done]]T def= lfp⊆
T (λX . {𝖳𝖠𝖨𝖭𝖳[[s]]X ∪ LHS(s) ∪ X 𝖳𝖠𝖨𝖭𝖳[[e]]X

𝖳𝖠𝖨𝖭𝖳[[s]]X ∪ X otherwise )
𝖳𝖠𝖨𝖭𝖳[[s1; s2]]T

def= 𝖳𝖠𝖨𝖭𝖳[[s2]](𝖳𝖠𝖨𝖭𝖳[[s1]]T)

𝖳𝖠𝖨𝖭𝖳[[e]]T iff⇔ VARS(e) ∩ T ≠ ∅

𝖳𝖠𝖨𝖭𝖳[[𝗌𝗍𝖺𝗍]] : 𝒫(𝕏) → 𝒫(𝕏)
Simple Taint Analysis

30

Programs and executions
Language syntax

ℓstatℓ ::= ℓX ← expℓ

(assignment)

| ℓif exp ◃▹ 0 then ℓstatℓ

(conditional)

| ℓwhile ℓexp ◃▹ 0 do ℓstatℓ doneℓ

(loop)

| ℓstat; ℓstatℓ

(sequence)

exp ::= X

(variable)

| −exp

(negation)

| exp ⋄ exp

(binary operation)

| c

(constant c ∈ Z)

| [c, c ′]
(random input, c, c ′ ∈ Z ∪ { ±∞ })

Simple structured, numeric language
X ∈ V, where V is a finite set of program variables

ℓ ∈ L, where L is a finite set of control points
numeric expressions: ◃▹ ∈ {=, ≤, . . .}, ⋄ ∈ { +, −, ×, / }

random inputs: X ← [c, c ′]
model environment, parametric programs, unknown functions, . . .

Course 2

Program Semantics and Properties

Antoine Miné
p. 3 / 98

assigned variables in s

variables in e
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Piecewise-Defined Ranking 
Functions Abstract Domain
Assignments ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← e]]

• XXX

R

c

L

Convert  and 
 

into sets  and  of linear constraints in canonical form

⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← e]](αC({c})⟵𝖠𝖲𝖲𝖨𝖦𝖭D[[X ← e]](αC({¬c})
I J

case   1    I = J = ∅ case   2    I = ∅ ∧ ⊥C ∈ J

L R⋎A L

R

case   3   ⊥C ∈ I ∧ J = ∅ case   4  


1. perform tree pruning on XXXXX and XXXXX


2. join the results with  (if ) or  (if )⋎A 𝖳𝖠𝖨𝖭𝖳[[e]] ⊻A ¬𝖳𝖠𝖨𝖭𝖳[[e]]
L R



Caterina UrbanTermination Resilience AnalysisLesson 8

For each program instruction , we define a transformer :


• 


• 


• 


•  

where 


•

𝗌𝗍𝖺𝗍 ℛ#
TR[[𝗌𝗍𝖺𝗍]] : 𝒜 → 𝒜

ℛ#
TR[[ℓX ← input]]t def= ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← input]]t

ℛ#
TR[[ℓX ← e]]t def= ⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[X ← e]]t

ℛ#
TR[[if .ℓ e ⋈ 0 then s]]t def= {𝖥𝖨𝖫𝖳𝖤𝖱A[[e ⋈ 0]](ℛ#

TR[[s]]t) ⋎T 𝖥𝖨𝖫𝖳𝖤𝖱A[[e /⋈ 0]]t 𝖳𝖠𝖨𝖭𝖳A[[e]]
𝖥𝖨𝖫𝖳𝖤𝖱A[[e ⋈ 0]](ℛ#

TR[[s]]t) ⊻T 𝖥𝖨𝖫𝖳𝖤𝖱A[[e /⋈ 0]]t otherwise

ℛ#
TR[[while .ℓ e ⋈ 0 do s done]]t def= lfp#F#

TR

F#
TR(x) def= {𝖥𝖨𝖫𝖳𝖤𝖱A[[e ⋈ 0]](ℛ#

TR[[s]]x) ⋎T 𝖥𝖨𝖫𝖳𝖤𝖱A[[e /⋈ 0]](t) 𝖳𝖠𝖨𝖭𝖳A[[e]]
𝖥𝖨𝖫𝖳𝖤𝖱A[[e ⋈ 0]](ℛ#

TR[[s]]x) ⊻T 𝖥𝖨𝖫𝖳𝖤𝖱A[[e /⋈ 0]](t) otherwise

ℛ#
TR[[s1; s2]]t

def= ℛ#
TR[[s1]](ℛ#

TR[[s2]]t)

Abstract Termination Resilience Semantics

32

Piecewise-Defined Ranking Functions Abstract Domain
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Piecewise-Defined Ranking Functions Abstract Domain
Abstract Termination Resilience Semantics

33

The abstract termination resilience semantics  of a program  is:





where  is the abstract termination resilience semantics of each instruction 

ℛ#
TR[[𝗌𝗍𝖺𝗍ℓ]] ∈ 𝒜 𝗌𝗍𝖺𝗍ℓ

ℛ#
TR[[𝗌𝗍𝖺𝗍ℓ]] def= ℛ#

TR[[𝗌𝗍𝖺𝗍]](𝖫𝖤𝖠𝖥 : λX1, …, Xk.0)

ℛ#
TR[[𝗌𝗍𝖺𝗍]] : 𝒜 → 𝒜 𝗌𝗍𝖺𝗍

Definition

ℛTR[[𝗌𝗍𝖺𝗍ℓ]] ≼ γA(ℛ#
TR[[𝗌𝗍𝖺𝗍ℓ]])

Theorem (Soundness)

A program  satisfies termination resilience for traces starting from a set of initial states ,  
i.e., , if 

𝗌𝗍𝖺𝗍ℓ ℐ
ℳ∞[[𝗌𝗍𝖺𝗍ℓ]](ℐ) ∈ TerminationResilience ℐ ⊆ dom(γA(ℛ#

TR[[𝗌𝗍𝖺𝗍ℓ]]))

Corollary (Soundness)
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Example
Abstract Termination Resilience Semantics

34

x

y

x - y  0≤

x  0≤

1

3

⊥F

- y  0≥

2x + 1

x

y1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←
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1

Example
Abstract Termination Resilience Semantics

35

x

y
x  0≤

2 2x + 2

1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←

⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[y ← input]]

4

x

y

⊥F
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Example
Abstract Termination Resilience Semantics

36

1x  [- , + ] 
2y  input 
0while 3(x  0) do 
        4x  x - y 
od5

← ∞ ∞
←

>
←

⟵𝖠𝖲𝖲𝖨𝖦𝖭A[[x ← [−∞, +∞]]
⊥F3

x

y
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Implementation

36

mathematical models  
of the program behavior

algorithmic approaches  
to decide program properties

practical tools  
targeting specific programs
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