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Language Syntax

Example
stat ::= ‘X « input
‘X < exp

if “exp > 0 then stat

while “exp X 0 do stat done
stat ; stat

IX < [-00, +00]

2y < input

while 3(x > 0) do
X — X-YV

od>
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Transition Systems

Example

IX < [-00, +O0]

2y < input

while 3(x > 0) do
X — X-Y

od°®

> 103451 x &

L (1) = @plx V) [ pE B v e Z)
{(2,p) = @BplyvD| |peE&,ve”Z}
{(B,p)—= @4,p)| |pe & FveElx]p: v> 0}
14,p) > @ plx—=v]) | pe &, veElx—ylp}
{B,p) = 5,p)| |pe€ & IveEx]p: v<0j}

C C C C

;
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Termination Resilience

Potential Termination Definite Termination

A program with trace semantics A program with trace semantics
M € P(X>°) may terminate M € P(X>°) may terminate
ifand only if /4 N 2* #+ & if and only if Z N 2X* # &

. ... def oo | = e
PotentialTermination = {T € LX) |dte T: t € X*}
def

DefiniteTermination = {T € LP(X®) |Vie T: t € X*}

TerminationResilience et (Te PE®) | VieTaAre Titt=int € T*)
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Termination Resilience

Example

IX < [-00, +O0]

2y < input

while 3(x > 0) do
X — X~V _

od>

Least fixpoint formulation of maximal trace

Antoine Miné

Idea: To get a least fixpoint formulation for whole M,
we merge finite and infinite maximal trace least fixpoint forms

M ., € TerminationResilience

Fixpoint fusion:

Moo NXZ* is best defined on (P(X*), C,U, N, 0, X").
Moo N XY is best defined on (P(X%), D,N, U, %, 0), the dual lattice.
(we transform the greatest fixpoint into a least fixpoint!)

y > 0: the program always terminates

We mix them into a new complete lattice (P(X>°),C, L, M, L, T):

m ACB £ (ANIHC(BNI)A(ANI¥)D(BNXY)

y < 0: the program terminates when x < () = ALB ™ ((ANT)U(BNE) U((ANE) (BN E2)
= AMB = (ANITHN(BNI*))U((ANZ¥)U(BNIY))
ml =y

def

ml = 2"

def

In this lattice, M, = Ifp F; where Fo(T) = BUT™T

(proof on next slides)
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Termination Resilience Semantics

mathematical models

of the program behavior

o, - -y { '
- ~
B .

T :
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Termination Resilience Semantics

Potential Termination Semantics Definite Termination Semantics

R =Ip~F, Ry = lip=Fy,
0 ocE R 0 cE AR
def def | _ ~
F,(f)o = qV o € pre_ (dom(f)) Fy(flo = 979 o € pre (dom(f))
undefined otherwise undefined otherwise
def . / / — / /
v = inf{f(c)+ 1] (c,0) € 7} % def sup{f(c)+ 1| (0,0') € 7}
R = 10~ Frg
0 cERB input state transitions
F(f)e e 17 o € pre;itdom(f))
TR =
% o € pre_f{dom(f))

undefined otherwise
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Denotational Termination
Resilience Semantics

For each program instruction stat, we define a transformer £ ,[[stat]: (& — O) = (& — O):
e Roplll X < input]]

e Roll’X < e]

o« Rrpllif “ e X 0 then s]]

. R rpllwhile 7 e < 0 do s done]]

o« Krgllsy; sl

:
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Denotational Termination
Resilience Semantics

R pll¢ X < input]]

Rrplll X < input]lf = Ap.

def sup{f(p[ X = Vv]))+1|veEelp} Vve Z:p[X+— v] € dom(f)
undefined otherwise

%T — prf FTR
0 @ nnl SR
def V g p,\rJeTi(dOm ( f)
Frn(f)0 = S e s s
' o € pre,(dom(}))

undefined otherwise

;
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Denotational Termination
Resilience Semantics

Roll£X < €]
the value of e (and thus of X) depends from the mput values read by the program
dof sup{f(pl X —Vv])+1|veE]elp) ,fy[[e]]P/”(zf) A all
of | T VMR T R e e
@TR[[KX —ellf = Ap. Sinf{fP[X—Vv])+1]|veEE[ellp) -~T[ellT (&) Aany
undefined otherwise
al dzf 37 € Ellelp A Vv € Ellellp: plX ~ v] € dom(f)
any =3y ¢ Elellp: p|X — v] € dom(f)
0 cE R
def |V ¢ € pre_(dom(f))
Frp(flo =
% o € pre_(dom(f))

undefined otherwise

i
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Simple Taint Semantics
I [[stat] : L(X) - LP(X)

TI'X — input]T € T U {X)

iy def | T U {X]}

S X —ell = {T\{X} otherwise ____egssigned variables in s
TsIT ULHS(s)U T

Tif “ e 4 0 then 7 %7 {7 LSIT ULHS(S), |
JUsNT VT otherwise

, def JIsNIX ULHS(s) U X
I [[while “ ¢ X 0 do s done]|]T = IfpS | 1X.
I e ° L PT {97 TsIX U X otherwise

T s 0T € T, 1(T L5, 1T)
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Denotational Termination

Resilience Semantics
Rpllif e 1< 0 then s]]

(D Jv,, v, € Eflellp: vi O AV, KO
2 v, v, € Eflellp: vi MO A v, PK O

PR llif “ e 20 then slif ' Ap. { & [s1Ap) + 1 p € dom(R[IsTf) A VY € Ellellp: v 4 0
flp)+1 p € dom(f)AVv e Ele]lp: vIK O
undefined otherwise

D sup{ Zrlislfip) + 1, flip) + 1} TelT () A p € dom(Rrlls1lf) N dom(f)

Q) inf{RlIs1f(p) + 1, flp) + 1} ~T[ellT () A p € dom(R[s1f) N dom(f)
Rrlslf(p) + 1 T el T(£) A p € dom(Rglls]lf) \ dom(f)
fip)+1 T el T(£) Ap € dom(f) \ dom(Rxls]f)
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Denotational Termination

Resilience Semantics
% llwhile “ e > 0 do s done]

@ dv,v, € Ellellp: vi MO A v, KO

@ dv,v, € Ellellp: vi MO AV, KO
Rrrl[while “ e > 0 do s done]|f ey |fp§ AXP .y RBrpllslx(p) +1 p € dom(ZllsTx) AVv € E[lellp: v X O

flp)+1 p € dom(f)AVv € Elle]lp: vIK O

undefined otherwise

D sup{ BlIsIx(p) + 1, f(p) + 1} TLelT(£) A p € dom(ZR llsTix) N dom(f)

Q) inH{Rlslx(p) + 1, fp)+ 1}  ~T[elT (&) A p € dom(RE,[s]x) N dom(f)

R ollsx(p) + 1 ~T el T (&) A p € dom(R£l[sTx) \ dom(f)
fip) + 1 ~T [l T () Ap € dom(f) \ dom(RrgllsT)
_ Termination Resilience Analysis 13




Denotational Termination
Resilience Semantics
R llsy; 51l

Rrrllsy; s 1f d=ef Rrrllsi (R rrllsH 1)
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Denotational Termination
Resilience Semantics

The denotational termination resilience semantics &% ,[[stat’ [|: & — O of a program stat’ is:

R wllstat’ ] def R ol[stat]|(Ap.0)

where £ pl[stat]]: (& — O) — (& — 0) is the denotational termination resilience semantics
of each program instruction stat

Theorem (Soundness and Completeness)

A program stat’ satisfies termination resilience for traces starting from a set of initial states .7,
.e., M _[[stat’|(F) € TerminationResilience, if and only if ¥ C dom(Z p[[stat’ )

Termination Resilience Analysis
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Piecewise-Defined Ranking Functions

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program lbehavior




Concretization-Based
Piecewise Abstraction

K ostat’] € o

%TR[[sta£f]] - 2 20 h ) e dom(f;) 2 dom(f,) A Vx € dom(f;): fi(x) < f»(x)

approximation order

By pointwise lifiting we obtain an abstraction #, of R 1p:

YA

‘.
“a
.

Rop: L — (& = 0) Rro: L — o
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Piecewise-Defined Ranking
Functions Abstract Domain

o ' LEAF: f| fe F) U {NODE(c): t;:t, | c EB Aty 1, € )

IX <« [-00, +O0]
2y < input

X = X-YV
od>

*
*
*
*
*
*
*
*
*
*
.
*
*
*
*
*
*
-

"
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Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain

« computational order C [ D], where D € I:

e between defined leaf nodes:

£EID1 £ B Vp € ypD): fieos pX), ) < B p(XD), ...)

* otherwise (i.e., when one or both leaf nodes are undefined):

Tr

f: ZM - N

Ly

T »
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Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain

 approximation order <. [D], where D € U:

e between defined leaf nodes:

* otherwise (i.e., when one or both leaf nodes are undefined):

f: zZM - N

© Lesson8 20
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Piecewise-Defined Ranking
Functions Abstract Domain

Functions Auxiliary Abstract Domain

» resilience order <, [D], where D € 9:

e between defined leaf nodes:

* otherwise (i.e., when one or both leaf nodes are undefined):

f: ZM - N
N
Ly T

F
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Piecewise-Defined Ranking
Functions Abstract Domain

Abstract Domain Operators

 They manipulate elements in &/ et ({NIL} U &

* The binary operators rely on a tree unification algorithm
 approximation order <,, computational order L 4, and resilience order <,

 approximation join Y ,, computational join LI, and resilience join V ,
e Mmeet AA
» widening V4

* The unary operators rely on a tree pruning algorithm

« assignment ASSIGN,4[[X « €]
o test FILTER4[le]]

Caterina Urban 22
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Piecewise-Defined Ranking
Functions Abstract Domain

Resilience Order

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. Compare the leaf nodes using the resilience order <, [a(C)]

23
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Piecewise-Defined Ranking
Functions Abstract Domain

Resilience Join

1. Perform tree unification

2. Recursively descend the trees while accumulating the linear constraints
encountered along the paths into a set of constraints C

3. NILv,t ¥

rv, NIL &'

4. Join the leaf nodes using the resilience join V. [a(C)]
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Piecewise-Defined Ranking
Functions Abstract Domain

Resilience Join (continue)

- resilience join V. [D], where D € I:

e between defined leaf nodes:
def

FN\{ L., T
PRI {f fe P\ Lp, Tr )

o T, otherwise
where f = Ap € yp(D): min(f (..., pX), .. ) folovrs p(X0), ..)

* otherwise (i.e., when one or both leaf nodes are undefined):

def

J_FYF[D]fd_sz fef\{ Tr} f: 7M N

f Ygr|D] J_Fd_eff JeF\{ T}

TFVF[D]fdsz feF\{ Lp} / \
YDl Tep=f  feF\{ Llp} Llr Tr
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Piecewise-Defined Ranking
Functions Abstract Domain

Resilience Join

* e
. e
- -
* -
(3 L3
. e
. e
> >
g
‘e
- .
*
1
1
1
1
1
1

Example
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Piecewise-Defined Ranking
Functions Abstract Domain

. <
Assignments ASSIGN,[[X « input]]

 Base case ( )

Apply AS<S_IGN FILX < input]][a-(C)] on the defined leaf nodes

AS(S_IGNF[[X < input]][D](f) 3 {f /€ gz.\{ e el JEF\{ Lp, Tr}
T, otherwise
def

wheref(...,X&, ) = max{f(...,pX),v,..)+ 1| p €yp(R) Av € E[[e]lp}
and R det ASSIGNp[[X « [—o0, +00]]|D

Termination Resilience Analysis
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Piecewise-Defined Ranking
Functions Abstract Domain

. <
Assignments ASSIGN,[[X « input]]

Convert ASSIGND[[X — [—o0, +oo]f[(a-({c}) and
ASSIGND[[X — [—o0, +oo]]l(a (1 ~c})

into sets / and J of linear constraints in canonical form

case@] /=0 case@l DA L-€J

2. Join the results with the approxmatlon join VA

Caterina Urban
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Piecewise-Defined Ranking
Functions Abstract Domain

= b
Assignments ASSIGN,[[X « e]

 Base case ( )

(_
Apply ASSIGNg[ X < e]lla-(C)] on the defined leaf nodes
the value of e (and thus of X) depends from the input values read by the program

llllllllllllllll

— ‘

f YTAINT[eanfe F\{ Ly, T}

.
.......
----------

ASSIGNALX < ell[DI(f) € {f  -TAINT[elAf€ F\ Ly, To}  fEF\{ Ly, T, )

T, otherwise
def

wheref(...,Xi,)g, ic..) = max{f(...,p(X),v,... )0+ 1| p ey, (R)Av € E[e]lp}
fln X, X, ..) = min{f(...,p(X),v,..) + 1| p € yp(R) Av € Elellp}

def , Sovrr

and R = ASSIGNp| X « e]|lD

© Lesson8 29
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Simple Taint Analysis

TAINT|[[stat] : L(X) - LP(X)

TAINT[ X < input]T €' T U (X}

T uU{X}

T\{X} otherwise assigned variables in s
TAINT[sIT U LHS(S)'.U T
TAINT[s|TUT otherwise

TAINT[s]IX ULHS(s) UX
TAINT[s|IX U X otherwise

TAINT[’X < ]| T &' {

TAINTIf “ e X} O then s|T = det {

TAINT[[while “ ¢ X O do s done]|]7 = det pr% A1X. {

TAINT[s;; 5,17 & TAINT[s,[(TAINT[s,T)

variables in e

30
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Piecewise-Defined Ranking
Functions Abstract Domain

= b
Assignments ASSIGN,[[X « e]

Convert ASSIGN pllX < ell(a-({c}) and
ASSIGND[[X — e]l(a-({ ~c})

into sets / and J of linear constraints in canonical form

case@] /=0 case@l DA L-€J

2. join the results with Y , (|f TAINT[[e]] ) or VA (if " TAINT[e]l)

Caterina Urban
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Abstract Termination Resilience Semantics

Piecewise-Defined Ranking Functions Abstract Domain

For each program instruction stat, we define a transformer Q%#R[[stat]] A - A

def , <<

c %#R[[KX «— input]lt = ASSIGN4[ X <« input]|?

def , <<

« RECX < e]lt = ASSIGN/[[X < et
dof {FILTERA[[e > OT( R [[s1If) V- FILTER4[[e 34 Of TAINT 4[[e]]

%?R[[if “e X 0 then s]jt =
FILTERA[le X O(ZlsNf) V- FILTER4[[e M4 O]z otherwise

: @?R[[While “e > 0 do s done]|t el fp"F TR

ere ¥ (x) T FILTER4[[e DX ON(FA5l[s1x) Y7 FILTERAle b4 OTI(r) TAINT4[[e]]
wnere X) =
. FILTER4[e X OT( % llsTx) V- FILTER4[[e D O]l (F)  otherwise
def

o Rppllsis ]t = Rpglls (Rl 110)
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Abstract Termination Resilience Semantics

Piecewise-Defined Ranking Functions Abstract Domain

Definition

The abstract termination resilience semantics &% R[[stat’/ﬂ I € & of a program stat’ is:

def

K ostat’]] = Ao [stat](LEAF: AX,, ..., X,.0)

where %’;R[[stat]] . o — A is the abstract termination resilience semantics of each instruction stat

Theorem (Soundness)

Rrellstat’ ]| < y4 (R [[stat 1)

Corollary (Soundness)

A program stat’ satisfies termination resilience for traces starting from a set of initial states .7,
.e., M [[stat’ |(.¥) € TerminationResilience, if & C dom(y (X R[[stat”ﬂ )

© Lesson8 33
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Abstract Termination Resilience Semantics

Example

IX <« [-00, +O0]
2y < input

X —X-VY
od> X

*
*
*
*
*
*
*
*
*
*
.
*
*
*
*
*
*
-

v
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Abstract Termination Resilience Semantics

Example

b
ASSIGN,[[y « input]]

35
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Abstract Termination Resilience Semantics

Example

—
ASSIGNA[[X < [ O, +OO]] -
3

-00, +09]
y < Input

1

X = X-YV
od>

Termination Resilience Analysis



Implementation

Lesson 8

P00 EL) private < ) : @ github.com
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¥ master ~ ¥ 1branch © 0 tags
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Go to file

ﬂ caterinaurban no message bde 1 on Aug 21, 2

banal

cfgfrontend
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frontend - ¢ loop detectior
rnain aC d time measurements:
tests

utils VIC orw afn L | e Forwardl
.gitignore

.merlin

.ocamlinit

Makefile

README.md

pretty.py

onrettv cfa.pv Imnlemented CEG ba forward analvsis
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