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Machine Learning Development Pipeline

Data Preparation is Fragile

CHECK T OUT-I MADE A
FULLY AUTOMATED DATA
PIPELINE THAT COLLECTS
AND PROCESSES ALL THE
INFORMATION WE NEED.
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https://hbr.org/2012/10/data-scientist-the-sexiest-job-of-the-21st-century

Data SCientiStS Data Scientist: The Sexiest Job of

the 21st Century

Andrew McAfee and Erik Brynjolfsson

Mathematics
and Statistics

Data
Science

Domain

KnOWIGdge Andrew J Buboltz, silk screen on a page from a high school yearbook, 8.5" x 12", 2011 Tamar Cohen

When Jonathan Goldman arrived for work in June 2006 at LinkedIn, the
business networking site, the place still felt like a start-up. The company
had just under 8 million accounts, and the number was growing quickly as
existing members invited their friends and colleagues to join. But users
weren't seeking out connections with the people who were already on the
site at the rate executives had expected. Something was apparently
missing in the social experience. As one Linkedln manager put it, "It was
like arriving at a conference reception and realizing you don't know
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Jupyter Notebooks

localhost

: Ju pyte I Gradebook Last Checkpoint: a few seconds ago (autosaved)

File Edit View Insert Cell Kernel Help
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B+ < @ B 44 ¥ PRuin H C MW Code
In [1]: import pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_col=0)
df.head()

OQut[2]:
Name Q1 Q2 Q3
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.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

An open and unified platform to collaboratively run all types of analytics workloads, from data preparation
@ to exploratory analysis and predictive analytics, at scale.

ﬁ Logout

Trusted | Python3 O

@ databricks.com

cks for Data Science

- . Mschocve @ Comments ©

table from the Loans database that we created in the previous notebook

Not Verified



Jupyter Notebooks

~

[1]1|d = genfromtxt('data.csv')

.

[2]1 selector = SelectKBest (k=25)
2|x = selector.fit_transform(d)
[311|x = genfromtxt('data2.csv') )
~ =X
[4]1. x_train, x_test, y_train, y_test =
2 train_test_split(x, ...)

1|1r = LogisticRegression()
[51, lr.fit(x_train, y_train)
3|y_pred = 1lr.predict(x_test)

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Jupyter Notebooks

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)

[1]1
[2]
[3]1

[4]°
2

[51,

~

d = genfromtxt('data.csv')

-

rselector = SelectKBest (k=25)
x = selector.fit_transform(d)

r

x = genfromtxt('data2.csv')

-

r

Xx_train, x_test, y_train, y_test =
train_test_split(x, ...)

1|1r = LogisticRegression()

lr.fit(x_train, y_train)

y_pred = 1lr.predict(x_test)
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Jupyter Notebooks

d = genfromtxt('data.csv')

-

rselector = SelectKBest (k=25)
x = selector.fit_transform(d)

X =

genfromtxt('data2.csv')

x_train, x_test, y_train, y_test
train_test_split(x, ...)

-
111 =

LogisticRegression()

lr.fit(x_train,

y_train)

y_pred = 1lr.predict(x_test)

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Anomalously Unused Data
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The Reinhart-Rogoff Paper

Lesson 13

FAQ: Reinhart, Rogoff, and the Excel Error
That Changed History

By Peter Coy ¥ | April 18,2013  'The Excel Depression

By PAUL KRUGMAN
Q00000

Published: April 18, 2013 & 470 Comments

In this age of information, math errors can lead to disaster. NASA’s
Mars Orbiter crashed because engineers forgot to convert to metric
measurements; JPMorgan Chase’s “London Whale” venture went
bad in part because modelers divided by a sum instead of an
average. So, did an Excel coding error destroy the economies of the
Western world?

@, Enlarge This Image L he story so far: At the beginning of
2010, two Harvard economists,
Carmen Reinhart and Kenneth
Rogoff, circulated a paper, “Growth

off sharply.
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in a Time of Debt,” that purported to identify a critical
“threshold,” a tipping point, for government
indebtedness. Once debt exceeds 90 percent of gross
domestic product, they claimed, economic growth drops

.» Afa Dassnlhiact Aasnd Al e & [
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England Covid-19 Cases Error

SCIENCE \ US & WORLD \ TECH \

Excel spreadsheet error
blamed for UK's 16,000 missing

coronavirus cases

The case went missing after the spreadsheet hit its filesize limit

By James Vincent | Oct 5, 2020, 9:41am EDT

1 had
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r“TQ‘-em b
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english = bool(input()) ...
math = bool(input()) 4.

science = bool(input()) I
bonus = bool(input()) 4™

passing = True

if not english:

english — Fals@ <@ ERROR: english SHOULD BE passing
if not math:

passing = False or bonus

If not math: e ERROR: math SHOULD BE science
passing = False or bonus

english science

Static Analysis for Data Science
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Data Usage Static Analysis....s

3-Step Recipe

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science




Dependency Fairness

7, €' (M1 | uNUSED(IM))

F . is the set of all neural networks M (or, rather, their semantics [[ M [])
that do not use the value of the sensitive input node x;, ; for classification

- - -
...........
------

f ) =)

R
Vt, t/ = T:’,:to(xO,i) ;é t(,)(xO,l) /\\s~

o m N
-----------

(VO << |Lyl:j# 1= ty(x

----------------

UNUSED/(T) %

-----------

Intuitively: inputs differing only on the value
of the sensitive input node x;, ; should lead
to the same classification outcome

MEZF o {[M]} CF, MEF, < [M] CM]°CZ,

Lesson 12 Static Analysis for Machine Learning
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Data (Non-)Usage

&, € {[PT | UNUSEDPT))

A, is the set of all programs P (or, rather, their semantics [ P])
that do not use the value of the input variables in J

UNUSED,(TPT) €' v; e [P1,Ve RV 1(J)#£ V= -z

(Vi:i & J= 1,(i) = 1)(i))
AT =V
At =1,

Intuitively: any possible program
outcome is possible from any value

of the input variable

PENV, o {[P]} C A,

Static Analysis for Data Science

t' e ||P]:
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Data Usage Static Analysis....s

3-Step Recipe

concrete semantics

mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science




Data Usage Static Analysis....s

3-Step Recipe

concrete semantics
mathematical models of the program behavior
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Data (Non-) Usage

Not a Subset-Closed Property

Static Analysis for Data Science



Data (Non-)Usage

A, is the set of all programs P (or, rather, their semantics [ P])
that do not use the value of the input variables in J

UNUSED,(IPT) €' vy e [P1,Ve RN 1))+ V=3relP]:
(Vi:igJ= 1(i) = 1)(i))
AtJ) =V
ANt =t

Intuitively: any possible program
outcome is possible from any value

of the input variable
“

PE W, ([P]} C U, PEWN,<={[P]} CIPl e,

W W

Static Analysis for Data Science
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Data (Non-)Usage Abstractions

Over-Approximation of the Used Input Data

= Under-Approximation of the Unused Input Data

P|=,/Vjug]¢ LIP]} C [[P]]igf/’/ﬂgj

Static Analysis for Data Science
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Lesson 13

A}
collecting
semantics

Ao
Ve outcome , TV~
S S . S
Qe semantics Ol mrs
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Secure Information Flow

coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
- are variables
are variables

explict usage flows

implicy

usage{:lgws

Op[skip](S) = S
Oz =€](S) = {L~yeS|y#z}U{L~ z|Vr[e]S}

| 1

I ) ] . S ?uaranjrees S UN'O~-
i Cr [[if e: 81 else: 32]] (S) e O [[81]](5) F OF [[82]](8) if Vr IIB]]S valce ‘PDPG . fndQPQ(\defTHj
I {L~x€S|xz&WwW(s1) UW(sz)} otherwise o~ valwes of lﬁPU'l‘ vanableg
Or[while e: s|(S) = lfps" Op[if e: s else: skip] \ V(:,IX]& <=>L~xeS
bi Or[s1 s2](S) = OF [s2] 0 Or[s1](S) St of vanmables antics . on FloW
------------------------------------------------ modifed by S prypereolleeit ysis of
— I . . Sta 1c alien Signoles 2.
c{. = { L ) H} . &'l' of Secun "3 le,\/QlS 4 1ts A plic tion ¢ . 63‘12“2\%?;“ : :ye%‘gﬁyx,
: aumant oftWale o A LAST, S
l— Ny 7( J &m\&(‘% w\S'ITBf n+ . Davz:stl:;: of TeSChno\ogy’ CE?rst.\ast@Cea i
' SC Mo\l“ﬁ Assa o Stevens O\Dtok;‘; ‘:ns_edu
TR — { L ~D X , X ><3 rovens msgg:)t‘:i %%Chnd: gy frstast@ ‘:Yédéﬁct;"; :;e;é\ec’
< @(;)/ g = y LJ F > h 365"'1‘&4‘ db%( ﬁ | f'\rst.\ast@stevens.e CXDRE\’{SK?:\;S’FRU
ehers | , "
S. EeS: & Si= S2
Sef

5.4 L_{:SZ. = SA(\SZ
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Secure Information Flow

possibilistic non-interference coincides with input data (non-)usage
when the set J of unused input variables contains all input variables:
input variables are high-security variables
output variables are low-security variables

Or[skip](S) = S
Orlz = €](S) = {L~yeS|y#z}U{L~z|Vr[e]S}

A ) ) def @F [[81]](5) g @F [[82]](3) if VF [[6]]S
Or[if e: s1 else: $9](5) = {{L wz €S|z W(s1)UW(ss)} otherwise

Or[while e: s](S) = lfp%F Or[if e: s else: skip]
Or[s1 52](S) = Or[s2] 0 Or[s1](S5)

| B L - passing, H -» english, math, science, bonus
passing = True B L L -+ passing, H -» english, math, science, bonus
‘if not english:

english = False IR TTTTCPTTTCPITIIPIIEOeRT L -~ passing, H -» english, math, science, bonus
‘if not math:

- passing = False or bonus = <r=ssrrressernainnnan: H -» english, math, science, bonus, passing

if not math:

| passing = False or bonus -, H -» english, math, science, bonus, passing

Static Analysis for Data Science



Secure Information Flow

coincides with input data (non-)usage

when the set J of unused input variables contains all input variables:
- are variables
are variables

and the program is terminating

de ::§ f : . . eX .
Op[skip] () = S ¢S else: s | while e: 4 | ss EstaireeSSIO?S)

de men S
Orle = e](S) (L~ y €S |y #2} U{L 2 | Ve[e] S} :

: . . def Or[s1](S) Ur Or[s2](5) if Vr[e] S
Or[if e: s1 else: so](S) = {{L wz €S|z W(s1)UW(ss)} otherwise

Or[while e: s](S) = lfp%F Or[if e: s else: skip]
Or[s1 52](S) = Or[s2] 0 Or[s1](S5)

| B RLLLLE L L L -» passing, H -» english, math, science, bonus
passing = True R TTTTCTITTCPITTIPIEOeeT L -+ passing, H -»* english, math, science, bonus
‘while not english:

: eng“Sh = False s TETEERRRRTREERRRRREEERY L Y paSS|ng, H ) eng“Sh, math’ SClenCe’ bonus

PE VT < {l[P]} C C Nt

Static Analysis for Data Science
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collecting
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Ao
2 Ve outcome , TV~
> S >
Qe semantics Ol mrs
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Strong Liveness

a variable is strongly live if
- It is used in an assignment to another strongly live variable
- It is used in a statement other than an assignment

£ Ii==
{ leantelea_ndeleore
S:::Skiplx-:el

Ox[skip](S) = S

Ox[z = €](S) = {

i € selse: s |while €:s|ss

(S\ {z}) UVARS(e) =€ S
S otherwise
(S) = vARs(b) U Ox[s1](S) U Ox[s2](S)
Ox[while b: s](S) = vars(b) U Ox[s](9S)

Ox[s1 52](S) = Ox[s1] o Ox[s2](S)

| — |

Ox|[if b: s, else: s

(AX),S,0,0,B,x7 : sbstract domain

Static Analysis for Data Science
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Strong Liveness

a variable is if
it is used in an assighment to another strongly live variable
it is used in a statement other than an assignment

€ Ji=
j vaIHOteleandeleore

| s:::skip[x:elife:

Ox[skip](S) = S

Ox[z = €](S) d=ef{

Ox[if b: s; else: 55](S) = vaRs(b) U Ox[s1](S) U Ox[s2](S)

e
|(S) = Ox[s1] © Ox[s2](S)

(S\ {z})UvAaRrs(e) z€S

o otherwise

Ox[s1 s2]
==,
P|=/VJ<={[[P]]}§ g/’/]

passmg=-|-rue €orreneeeeeeeeeareaeen  bonus. math, english }

if not english: B { bonus, math, english }

engllsh — False 4 ------------------------ { bonus’ math }

if not math S TP TEERRREERRREER Ry { nonus, math }

passing = False or bonus e rnnnnnnee s { bonus, math }

if not math S TTTTTETTTPTTTRIT TR Y { NDONUS, math }

: paSS|ng = False or bonus S TTTTTETTTPTTTNIT TR TY .{ ONuUsS }

{ passing }

Static Analysis for Data Science
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A}
collecting
semantics

Ao
2 Ve outcome , TV~
> S >
Qe semantics Ol mrs
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Syntactic (Non-)Usage

S/U\O
N

U: used in the current scope (or an inner scope)
S: used in an outer scope
O: used in an outer scope and overridden in the current scope

N: not used Oq[skip](a) g

Oqlz = €] (q) = AssiGN[z = €] (q)

(q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
Llg POP o FILTER[b] 0 Oq[s2] o PUSH(q)

Oq[while b: s](q) = Ifp=© Oq[if b: s else: skip]
Oqs1 s2](a) = Oqs1] © Oq[s2](a)

[

Oq[if b: s; else: s9

Static Analysis for Data Science

[PI,
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épassing = True
|f hot english:

english = False

|f hot math:

U: used in the current scope (or an inner scope)

S: used in an outer scope

O: used in an outer scope and overridden in the current scope

N: not used O [skip]

Oqlz = €]
_ OQ[if b: s1 else: s3]

passing = False or bonus

|f not math:

passing = False or bonus

Static Analysis for Data Science

def

(9) = q

def

(¢) = AssiGN[z = €] (q)
(¢) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)

Oq[while b: s](q) = Ifp© Oq[if b: s else: skip]
Oq[s1 s2](q) = Oq[s1] o Oqs2] ()

[PI,

Llg POP o FILTER[b] 0 ©q[s2] o PUSH(q)

passing -+ U (an:) oter yanable mMaps to N)

32



Syntactic (Non-)Usage

U
/ \  U: used in the current scope (or an inner scope)
e S: used in an outer scope

S\ /O * O: used in an outer scope and overridden in the current scope

\ * N: not used Oq[skip](a) g [P,

Oz = €](q) = AsSIGN[z = €](q)

| _ | Oq[if b: 51 else: s3](q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
passing = True Llg POP o FILTER[b] 0 ©q[s2] ¢ PUSH(q)
| - Oq[while b: s](q) = Ifp© Oq[if b: s else: skip]

Oqls1 s2](a) = Oqs1] © Oqls21(a)

|f hot english:

english = False EmmRs :
|f not math:
5 5 x— U => x—> 8
passing = False or bonus : x—0 => x— N
|f not math:

c:lorwa\ 0 elements

A | are stacks of Mmaps
passing -+ S | passing -+ U m‘a*‘c,h\ nesh leve\

passing -» U WBoed S femertks

passing = False or bonus

Static Analysis for Data Science



Syntactic (Non-)Usage

U
/ \ * U: used in the current scope (or an inner scope)
S o ° S: used in an outer scope

\ / * O: used in an outer scope and overridden in the current scope

e N: not used

épassing = True
|f hot english:

english = False

|f hot math:

passing = False or bonus

|f not math:

Oq[if b: s; else: s2](q) < poP o FILTER[b] 0o Oq|s1] o PUSH(q)

Static Analysis for Data Science

Oqlskip](q) £ g [Pl
Oqlz = €](q) = assiaN[z = €](q)

Q POP o FILTER[b] 0 O [sz] o PUSH(q)
Oqlwhile b: s](q) ¥ lfp/® Oq[if b: s else: skip]
Oqlls1 s2kd) = Oqlls1] o Oq[[s2] (q)

.

i~H~e assiged vandable was used (UorS)
itbecomes overwn e (O) & ot also
used inte expression being Gssfg-ecl)

oterwvise itlbecomes (:Peslnll.j osed (u\

bonus = U, passing ~*» O | passing - U

passing -» S | passing - U
passing -» U

34



Syntactic (Non-)Usage

U
/ \ * U: used in the current scope (or an inner scope)
S o ° S: used in an outer scope

\ / * O: used in an outer scope and overridden in the current scope

 N: t d def
N ORHEE Oq[skip](q) = ¢

def

Oqlzr = €](gq) = ASSIGN[z = e](q)

def

if not english: q[vhile b: s](q)

english = False N

| o

| | - Oq[if b: s1 else: s3](q) & POP o FILTER[B] 0 Oq[s1] o PUSH(q)
passing = True Lig POP/o FILTER[[b]] o QQ [[82]] o PUSH(q)
' mmEE Ifp2 Oq[if b: s else: skip]

Oqls1 s2](q) >Fqls1] o Oqls2](q)

[PI,

Q variable becomes used (U)
if not math: = appears in He boolesn Condikon
= ofa staterment et uses (U) or modiRes(0)

passing = False or bonus ~oHer varmable
‘ ------------------------------------------- -------------------------- math’ bonUS, paSS|ng .}‘H.
if not math: | mEEEES

passing -»* S | passing -+ U
passing -» U

Static Analysis for Data Science

bonus - U, passing =*» O | passing - U
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Syntactic (Non-)Usage

U
/ \ * U: used in the current scope (or an inner scope)
S o ° S: used in an outer scope

\ / * O: used in an outer scope and overridden in the current scope

\ * N: not used Oq[skip](a) g [P,

Oqlz = €] (q) = AssiGN[z = €] (q)

| | Oq[if b: 51 else: s3](q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
passing = True Q POP o FILTER[b] 0 ©q[s2] o PUSH(q)
| AEER Oqlwhile b: s](q) = lfptgQ Oq[if b: s else: skip]

- Oq[s1 s24q) = Oqls1] 0 Oq[s2](9)
english = False . , -

|f hot english:

- restores revious Valle
If not math ot v;npab\ﬁ bg’%o rle? (nc,re,as\'rg'l'he rE’,S-l-\'ng \eve\)

(£ it has oot drrgged Since.

passing = False or bonus

P

math, bonus, passing - U £
W\‘a\"n, 50005 — 0, paSSirS\-——)o

passing -»* S | passing -+ U
passing -» U

Static Analysis for Data Science
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Syntactic (Non-)Usage

e S: used in an outer scope
\ / * O: used in an outer scope and overridden in the current scope

\ * N: not used Oq[skip](a) g [P,

Oqlz = €] (q) = AssiGN[z = €] (q)

U
/ \  U: used in the current scope (or an inner scope)
S O

| :  Oq[if b: 51 else: s3](q) & POP o FILTER[b] 0 Oq[s1] o PUSH(q)
passing = True Lig POP o FILTER[[b]] O @Q [[82]] o PUSH(q)
AmEE Oq[while b: s](q) = 1 51 Oq[if b: s else: skip]

Oqls1 s2](q) = Oqlsthe Oqls2](a)

|f hot english:

english = False

|f hot math:

passing = False or bonus

math, bonus, passing > U — ] U
math, bonus — O, passvst——)c UQ p:\SS\rSH
bonus - U, passing ~*» O | passing - U

passing -»* S | passing -+ U
passing -» U

Static Analysis for Data Science



Syntactic (Non-)Usage

S/U\O
N

épassing = True
|f hot english:

english = False

|f hot math:

U: used in the current scope (or an inner scope)
S: used in an outer scope

O: used in an outer scope and overridden in the current scope

N: not used Oq[skip](a) g

Oqlz = €] (q) = AssiGN[z = €] (q)

|

passing = False or bonus

math, bonus, passing - U

passing -»* S | passing -+ U
passing -» U

Static Analysis for Data Science

- Oq[if b: 51 else: s3](q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
I Ll POP o FILTER[b] o Oq[so} o PUSH(q)

i Oqlwhile b: s](q) = lfp,© Oq[if b: s else: gKip]
1 Oqls1 52](q) = Oqls1] ° Oalsal(9)

[PI,

math, bonus, passing -*» S | math, bonus, passing -~ U

bonus - U, passing ~*» O | passing - U
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Syntactic (Non-)Usage

S/U\O
N

épassing = True
|f hot english:

english = False

|f hot math:

U: used in the current scope (or an inner scope)
S: used in an outer scope

O: used in an outer scope and overridden in the current scope

N: not used ; o
Oq[skip](q) = g
def

- Oqlz = e](q) = AssIGN[z = €](q)
Oq[if b: s; else: s2](q)

la

def

Oqlwhile b: s](¢) =

math, bonus, passing - U

passing -»* S | passing -+ U
passing -» U

Static Analysis for Data Science

DOP o FILTER[b] 0 ©q[s1] o PUSH(q)
Liq POP o FILTER[[b] 0 Oq[s2] o PUSH(q)

Ifp© Oq[if b: s else: skip]
Oq[s3421(a) = Oqls1] o Oqs2] ()

[PI,

math -» S, bonus - U, passing -» O | ...

math, bonus, passing -*» S | math, bonus, passing - U

bonus =» U, passing =» O | passing - U
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Syntactic (Non-)Usage

S/U\O
N

épassing = True
|f hot english:

english = False

U: used in the current scope (or an inner scope)

S: used in an outer scope

O: used in an outer scope and overridden in the current scope

N: not used O [skip]

| Oqlz = €]
Oq[if b: s1 else: sg]

Oqlwhile b: s]

Static Analysis for Data Science

(9) = g

def

(q9) = ASsSIGN|[z = €](q)

(¢) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
Ll POP #’FILTER[b] 0 O [s2] o PUSH(q)

def

U

G (v" Oq[s1] 0 Oq[s2](q)

math, bonus, passing - U

07 Oq[if b: s else: skip]

[PI,

math -» S, bonus - U, passing - O | ...

math, bonus, passing -*» S | math, bonus, passing -~ U
math, bonus, passing - U

-+ U, passing -» O | passing -» U

passing -»* S | passing -+ U
passing -» U
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gpassing = True
|f hot english:

english = False

U: used in the current scope (or an inner scope)

S: used in an outer scope

O: used in an outer scope and overridden in the current scope

N: not used O [skip]

Oqlz = €]

. Oq[if b: 51 else: s9]

Static Analysis for Data Science

Oqlwhile b: s](q) =
Oq[s1 s2](q) = Oq[s1] o Oqs2] ()

(9) = g [Fllg

def

(q9) = ASsSIGN|[z = €](q)

(¢) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
Llg POP o FILTER[b] 0 ©q[s2] o PUSH(q)

Ifp© Oq[if b: s else: skip]

def

math, bonus, passing -* S | math, bonus, passing - U
math, bonus, passing - U

math -+ S, bonus - U, passing - O | ...

math, bonus, passing -*» S | math, bonus, passing -~ U
math, bonus, passing - U

-+ U, passing -» O | passing -» U

passing -»* S | passing -+ U
passing -» U
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Syntactic (Non-)Usage

U
/ \ * U: used in the current scope (or an inner scope)
S o ° S: used in an outer scope

\ / * O: used in an outer scope and overridden in the current scope

* N: not used [PT,
N
épassing = True
|f nhot english:
] @ - rrrrsrssassssss s s s A A -------------------------- math’ bonUS, paSSIng N S | math, bonus’ pass'ng ) U
english = False
@ - rrrrsrssassssss s s s A A n -------------------------- math’ bonus’ paSSIng e S | math’ bonus’ pass'ng ) U
. ........................................... ................. ‘. ~wmath honus, passing - U
R Jalskrlig ¥
passing = False or bonus : O Qlz = el(q) = ASSIGN[z = e](q) :
O T e e e e T TR ST TR PR Q[if b: S1 else: s2]( ) def ? }
B YITTIT T T I IT T T T IT IT T T IT TT T T T ITTITITr ATERRT AP A %) = Fop ©FILTER[b] 0 © i
L] Ql[slﬂ © PUSH(q) 5
if not math: o . Q POP o FILTER[p] o g 1
o alvhile b: s(g) rjp o o o qls2] o Pusn(g) |
passing = False or bonus 6qls, - ) t Qlif b: s else: skip] f
L 9) = @Q[[SIHOQQllszﬂ(q) i

Static Analysis for Data Science
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Syntactic (Non-)Usage

U
/ \ * U: used in the current scope (or an inner scope)
S o ° S: used in an outer scope

\ * O: used in an outer scope and overridden in the current scope
/ * N: not used [P1,

@ - rrrrrrsasassars s s s ana A a -------------------------- math’ bonUS, paSSIng e U

if not english:
@ - rrrrsrssassssss s s s A A -------------------------- math’ bonUS, paSSIng N S | math, bonus’ pass'ng ) U
english = False

| @ - rrrrsrssassssss s s s A A n -------------------------- math’ bonus’ paSSIng ) S | math’ bonus’ pass'ng ) U

. ........................................... .................. ~wmath honus, passing - U

R e Salexizl(y

~ passing = False or bonus . Qlz = e](g) 2 ASSIGN[z = ¢] (¢)

@ i reraninsansanas Q[if &: S1 else: s2](q) =<' . j

 @reerrrernr TTEPATIEATT = Fop © FILTER[§] O@Ql[slﬂ o PUSH _i

if not math: o Lo POP © FILTER[b] 0 @ (9) :
S h=esaseRE alvhile b: s(g) rjp o o o qlsa] o Pusn(g) |
passing = False or bonus 6qls, sal(g) & t Qlif 5: s else: skip] Ef
L 9] = @Q[[Sd] O@Qﬂszﬂ(q) al

Static Analysis for Data Science



Syntactic (Non-)Usage

U
/ \  U: used in the current scope (or an inner scope)
e S: used in an outer scope
S O . . .
\ / * O: used in an outer scope and overridden in the current scope
* N: not used [P,
N He ioput vanables lish
P S R o SRR oromed
@ SCTTEITTPPREITEPPRPTPERTE I math, bonus -+ U} passing —» O
gpassing = True
@ - rrrrrrsasassars s s s ana A a -------------------------- math’ bonUS, paSSIng N U
if not english:
@ - rrrrsrssassssss s s s A A -------------------------- math’ bonus’ paSSIng BN S | math’ bonus’ paSS|ng ) U
english = False
i @ - rrrrsrssassssss s s s A A n -------------------------- math’ bonus’ paSSIng ) S | math’ bonus’ pass'ng ) U
I .................. ~wmanath honus, passing -

Oalskip](q) &,

 @umeerenersseer s seer e SEaSRsississ W

passing = False or bonus : Oolif b Oqz = ef(q) = ASSIGN[z = e](q) g
e el b Aol b i QILT 0: ; ; |
‘ ..................................... EmEEEREEEE "1 else: 53](g) £ pop O FILTER([} .
@ ] 0 6q[s,] o PUSH(q) |
if not math: | Lq PoP o FILTER([ '

..................................... ITRAATERRTY @Q[[While b: S]](q) o=t prgQ G [I II O @Q[[SZII OPUSH(Q) :
; B’ QIif b: s . s il
Oq[s1 s2](q) % Slse: skip]

@Ql[slll O 9Q[IS2]](Q) é

- passing -

Static Analysis for Data Science



Syntactic (Non-)Usage

e S: used in an outer scope

\ / * O: used in an outer scope and overridden in the current scope
* N: not used [P]]

Y Q

U
/ \  U: used in the current scope (or an inner scope)
S O

Oq[skip](q) = ¢
Oqlz = €](g) = assiaN[z = €](q)

def

) = POP o FILTER|[b] o Oq|s1] o PUSH(q)
Liq POP o FILTER[b] 0 Oq[s2] o PUSH(q)
def

Oqlwhile b: s](q) = lfp%Q Oq[if b: s else: skip]
Oqs1 s2](a) = Oq[s1] o Oq[s2](a)

)

Oq[if b: s; else: s2](

| D T P TP TP passing - O
pass|ng — True > T TTTIT I T passing - U
‘while not english:

| english = False B passing ~+ U

PENT<({IPI}C | | CH}

Static Analysis for Data Science



Data Usage Static Analysis....s

3-Step Recipe

practical tools
targeting specific programs

Lyra - Static Analyzer for Data Science Applications " ; eeenn

concrete semantics
mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science



Data Leakage
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& ) v < @ statnews.com R C © h + DO

|
- Epic’s sepsis algorithm is going off the rails in the real

|
|
| world. The use of these variables may explain why ;
| |
|

== By Casey Ross ¥ Sept. 27, 2021

o\

Epic’'s sepsis prediction debacle

Epic is a large healthcare software company. It stores health data for over 300

million patients. In 2017, Epic released a sepsis prediction model. Over the

! next few years, it was deployed in hundreds of hospitals across the U.S.

However, a 2021 study from researchers at the University of Michigan found
that Epic’s model vastly underperformed compared to the developer’s claims.

The tool's inputs included information about whether a patient was given

: antibiotics. But if a patient is given antibiotics, they have already been
diagnosed with sepsis—making the tool’s prediction useless. These cases were
still counted as successes when the developer evaluated the tool, leading to

| exaggerated claims about how well it performed. This is an example of data
leakage, a common error in building Al tools.

\
\»
.
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N
"
N\ .
A\ . ’
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\ \
\ -
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\ 1! f -
X -
| .
2
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Example

1/: dimport numpy as np
import pandas as pd
from sklearn.preprocessing import MinMaxScaler
from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import accuracy_score

« INPUT DATA READING

'3 min_max_scaler = MinMaxScaler()
S o R scalar. 658 frasstomi) « MIN-MAX NORMALIZATION

4 : X_train , X_test , y_train , y_test = train_test_split(X, y, test_size=0.025, random_state=2)

5. 1lr = LogisticRegression()
a = lr.fit(X_train , y_train) TRAINING

E red = lr.predict(X_test)
ol e ' TESTING

accuracy_score(y_test , y _pred)

| ©: 0-67\/ BAL &P E

2|: data = pd.read_csv("data.csv")
X = datal["X_1", "X_2"]]
y = datal["y"]]

TRAIN/TEST SPLIT

Static Analysis for Data Science



Example

1/: dimport numpy as np
import pandas as pd
from sklearn.preprocessing import MinMaxScaler
from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import accuracy_score

2|: data = pd.read_csv("data.csv")
X = datal["X_1", "X_2"]]
y = datal["y"]]

INPUT DATA READING

'3 X_train , X_test , y_train , y_test = train_test_split(X, y, test_size=0.025, random_state=2)

TRAIN/TEST SPLIT

4 : min_max_scaler = MinMaxScaler()
X_train = min_max_scaler.fit_transform(X_train)
X_test = min_max_scaler.fit_transform(X_test)

MIN-MAX NORMALIZATION

5. 1lr = LogisticRegression()
a= lr.fit(X_train , y_train)

TRAINING

6 : y_pred = lr.predict(X_test)
accuracy_score(y_test , y_pred) TESTING

J ‘6]‘0-33x BAL &P E

Static Analysis for Data Science



Data Leakage Static Analysisc...c.
3-Step Recipe

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science




(Absence of) Data Leakage

Independence of Training and Testing Data

INPUT DATA

MIN-MAX
NORMALIZATION

TRAIN DATA
TEST DATA

Lesson 13

33339999333Cﬁ999
3399339933993399
3939393939393939
3333333399999999

0000111100001110
0011001100110010

A SINGLE ROW CHANGE
IN THE INPUT DATA AFFECTS

BOTH TRAIN AND TEST DATA

0000111100001 11
001100110011001

01010101010j11010
0000000O0O1T1T1H/111

0|00

Static Analysis for Data Science

INPUT DATA

TRAIN DATA
TEST DATA

MIN-MAX

NORMALIZATION

3333999933“}9999
3399339933993399
3939393939393939
3333333399999999

3333999933339999
3399339933993399

A SINGLE ROW CHANGE

IN THE INPUT DATA AFFECTS
ONLY TRAIN OR ONLY TEST DATA

0000110000001100
001100000011)0000

0101010100000000
0000000010101010

.




(Absence of) Data Leakage

Independence of Training and Testing Data

7 L' ([P | INDEPENDENT([P])]

iInput data frame variables __ _.-- data frame row _.-- used data frame variables----.. i

—————
4

PRk ;‘ l" o ¢ . v
INDEPENDENT( || P]) = Yo € [P],i€lpy reR;: UNCHANGED(O, I, 1, UtIfo') V UNCHANGED(C, i, r; UR™™)

----

UNCHANGED(T, i, 1, U) = Yo e VS : oc(D[r] £ 7 = (Ao’ € T|P]|: ' DIr]=v An(o) =n(c’) Ao(U) = o' (U))

( : : :
£ . ., ol el VI eER;:r #r
(o) def Aj:Ar: D] P\.{}
T otherwise

\
aX)=d'(X) = ¥xe X: o(x) = o (x)

Static Analysis for Data Science



Data Leakage Static Analysisc...c.
3-Step Recipe

concrete semantics

mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science




Hierarchy of Semantics

[M]] data leakage semantics
a
IM] .. dependency semantics
x_,
HIM]} collecting semantics

Static Analysis for Data Science
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Hierarchy of Semantics

[M]] data leakage semantics
o
IM] .. dependency semantics
x_,

Static Analysis for Data Science



Hierarchy of Semantics

[M]] data leakage semantics

A

HIM]} collecting semantics

Static Analysis for Data Science



Hierarchy of Semantics

OVERLAP =
DATA LEAKAGE

A
[\
N N\

: * m

A

—N
IM] . dependency semantics NO OVERLAP =
A NO DATA LEAKAGE
aﬂ-’!
HIM]} collecting semantics

Static Analysis for Data Science



Data Leakage Semantics

INPUT DATA

MIN-MAX
NORMALIZATION

TRAIN DATA
TEST DATA

Lesson 13

3333999933339999
3399339933993399
3939393939393939
3333333399999999

INPUT DATA

000011110000
00110011001 1
010101010101
000000001111

1
0 TRAIN DATA
0 / TEST DATA
1

|

/

000011110000
00110011001 1

010101010101
000000001111

MIN-MAX
NORMALIZATION

Static Analysis for Data Science

3333999933339999
3399339933993399
3939393939393939
3333333399999999

3333999933339999

3399339933993399

3939393939393939
3333333399999999

0000110000001100
0011000000110000

0101010100000000

0000000010101010
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Data Leakage Static Analysis.......:
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior

Static Analysis for Data Science



Data Frame Sources Abstract Domain

X > < {source1 S%], sourceZEHé] } ] FALSE>
’ ’ DATA COLUMNS
fdy {name}
Y —> < {sourcez[O’1 001 sourcez[O,1 00] }, TRUE>
(id, zip) DATA ROWS
Z —  ({source3 P!} FALSE)
{id}
W —  ({source2/i0) =} TRUE)
DATA FRAME VARIABLES DATA SOURCE TAINT FLAG

Static Analysis for Data Science
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Example

. data = pd.read_csv("data.csv")

- import numpy as np

import pandas as pd

from sklearn.preprocessing import MinMaxScaler

from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import accuracy_score

1X1,X% }
« INPUT DATA READING X — <{data[oix)]2 }, FALSE )

X = data[["X_1", "X_2"]]
y = datal["y"]]

. min_max_scaler = MinMaxScaler -)(9)(
' x;,.,in:maxiscale’l.?’It_iraksfilmm«MIN-MAx NORMALIZATION X {dataé(),;of}}

' X_train , X_test , y_train , y_test = train_test_split(X, y, test_size=0.025, random_state=2) TRAIN/TEST SPLIT

Xtrain — ¢ ), TRUE ) Xtest — ( {data , TRUE )

lr = Loglst assion()

2= 1r. m (X_train), y_train) TRAINING

y_pred = lr.predict
accuracy_score(y_ te’red) « TESTING

: 0.67 B M & F OB

Static Analysis for Data Science
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Example

1/: import numpy as np
import pandas as pd
from sklearn.preprocessing import MinMaxScaler
from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import accuracy_score

« INPUT DATA READING X — ({dataééfgj%}}

Xtrain — <{dataé§5§§*R () FALSE) Xtest — <{data{é(5)é225*m} FALSE )

'3]: X_train , X _test , y_train , y_test = train_test_split(X, y, test_size=0.025, random_state=2) « TRAIN/TEST SPLIT

] { X, X
MIN-MAX Xtrain P <{dat
NORMALIZATION
5l: lr= Loglst assion()

a=1lr. flt , y_train) « TRAINING

©6/: y_pred = lr. predlct’
accuracy_score(y_test red) TESTING

|[6]:O. B A & P W

2]: data = pd.read_csv("data.csv")
X = data[["X_1", "X_2"]]
y = datal["y"]]

4. min_max_scaler = MinMaxScaler()
X_train = min_max_scaler.fit_transform(X_train)
X_test = min_max_scaler.fit_transform(X_test)

{X X
) TRUE)

Static Analysis for Data Science



Data Leakage Static Analysisc...c.
3-Step Recipe

practical tools

targeting specific programs

Lesson 13 Static Analysis for Data Science
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Experimental Evaluation

7378 Executions in 2111 Notebooks from Kaggle

Implementation

True Positives

Taint Data Leakage

False Positives

Overlap Data Leakage

Lesson 13 Static Analysis for Data Science

NBLyzer + Original Data Leakage Analysis 10 0 2
NBLyzer + Our Data Leakage Analysis 10 15 2
IN 5 NOTEBOOKS IN 11 NOTEBOOKS CONFIRMED BY

4 DATA SCIENTISTS
AT MICROSOFT
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Data Leakage Static Analysisc...c.
3-Step Recipe

Files

practical tools

targeting specific programs

Data Frame Sources Abstract Domain

X [ d ( {source1 H%l, sourcezfli%] } s FALSE> DATA COLU
Y [ d ( {sourceZg%O], source2[{£for(')1]e} } s TRUE)

(id,zip) ows
y4 [ d < {sourceS[O’oo] }, FALSE)
w - < {source2é5igg,1000] } s TRUE)

Hierarchy of Semantics

concrete semantics
mathematical models of the program behavior d

Lesson 13 Static Analysis for Data Science



Unexpected Data

Static Analysis for Data Science
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Unexpected Data

missing values

» extra values

Static Analysis for Data Science
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Example

@ tL |~ B localhost

_

ey | 2 the I Gradebook Last Checkpoint: a few seconds ago (autosaved) a Logout
File Edit View Insert Cell Kernel Help Trusted | Python3 O

B+ < @A B 4 ¥ PRuin HB C » Code

<»
B

In [1]: dimport pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_col=0)

df.head()
Out[2]:
Name Q1 Q2 Q3
ID

2394 Alce A A A
4583 Bob F B B
3956 Carol F A C
9578 David D F C

In [3]: grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }
df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)

In [5]: es

pd.read_csv('Emails.csv', index_col=0)
In [6]: un = df.join(es)

In [7]: res = un[["Email", "Mean"]]
res.head()

Qut[7]:

Email Mean

ID

2394 alice@uni.eu 4.0
4583 bob@uni.eu 2.0

3956 carol@uni.eu 2.0

9578 david@uni.eu 1.0
L U
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Missing Values

localhost
oo P
- Jupyter Gradebook Last Checkpoint: a few seconds ago (auto ;: Jupyter Gradebook Last Checkpoint: a minute ago (unsaved changes) ﬁ Logout
File Edit View Insert Cell Kernel Help File Edit View Insert Cell Kernel Help Trusted |Python3 @)
B+ < @B 44 ¥ PRin B C W | Code N B+ < @ B 44 ¥ PRin B C W | Code s =
In [1]: import pandas as pd In [1]: import pandas as pd
In [2]: df = pd.read_csv('Grades.csv', index_cols In [2]: df = pd.read_csv('Grades.csv', index_col=0)
df.head() df.head()
Out[2]: Out[2]:
Name Q1 Q2 Q3 Name Q1 Q2 Q3
ID ID
2394 Alce A A A 2394 Alice A A A
4583 Bob F B B 4583 Bob F B B
3956 Carol F A C 3956 Carol NaN A C
9578 David D F C 9578 David D F C
In [3]: grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2. In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }
df.iloc[:, df.columns.str.startswith('Q") df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)
In [4]: df['Mean'] = df.iloc[:, df.columns.str.st In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)
In [5]: es = pd.read_csv('Emails.csv', index_cols In [5]: es = pd.read_csv('Emails.csv', index_col=0)
In [6]: un = df.join(es) In [6]: un = df.join(es)
In [7]: res = un[["Email", "Mean"]] In [7]: res = un[["Email", "Mean"]]
res.head() res.head()
Out([7]: Out([7]:
Email Mean Email Mean
ID ID
2394 alice@uni.eu 4.0 2394 alice@uni.eu 4.0
4583 bob@uni.eu 2.0 4583 bob@uni.eu 2.0
3956 carol@uni.eu 2.0 3956 carol@uni.eu 3.0
9578 david@uni.eu 1.0 9578 david@uni.eu 1.0
- -
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Extra Values

In [1]=

OQut[2]:

In [3):

In [4]:

In [51z

In [6]:

n [7]:

OQut[7]:

: Ju pyte I Gradebook Last Checkpoint: a few seconds ago (auto

File Edit View

B+ < @3B 4 ¥ PRn B C W  Code N
import pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_cols
df.head()

Insert Cell Kernel Help

Name Q1 Q2 Q3

ID
2394 Alce A A A
4583 Bob F B B
3956 Carol F A C
9578 David D F C

grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.
df.iloc[:, df.columns.str.startswith('Q")

df['M

es

un

res =

res.head()

ean'] = df.iloc[:, df.columns.str.st

pd.read_csv('Emails.csv', index_colH

df.join(es)

un[["Email", "Mean"]]

Email Mean

ID
2394 alice@uni.eu 4.0
4583 bob@uni.eu 2.0
3956 carol@uni.eu 2.0
9578 david@uni.eu 1.0

: Ju pyter Gradebook Last Checkpoint: 2 minutes ago  (unsaved changes) # Logout

File Edit View Insert Cell Kernel Help Trusted | Python3 O

B + x @&

In [1l3

In [2]:

OQut[2]:

in 3]z

In [4]:

In [5]:

In [6]:

In [7):

OQut[7]:

localhost

B 2 ¥ PRun B C » Code

4>
B

import pandas as pd

df = pd.read_csv('Grades.csv', index_col=0)
df.head ()

ID Name Q1 Q2 Q3

2394 Alice A A A A
4583 Bob F B B NaN
3956 Carol F A C NaN
9578 David D F C NaN

grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }
df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)

es = pd.read_csv('Emails.csv', index_col=0)

un = df.join(es)

res = un[["Email", "Mean"]]
res.head()

Email Mean

2394 alice@uni.eu 4.0
4583 bob@uni.eu 3.0
3956 carol@uni.eu 3.0

9578 david@uni.eu 1.0
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Different Format

: Ju pyte I Gradebook Last Checkpoint: a few seconds ago (auto

File Edit View Insert Cell Kernel Help

D+ < 3 B 4 ¥ PRin B C »  Code 1

In [1]: import pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_cols

df.head()
Out[2]:

Name Q1 Q2 Q3
ID
2394 Alce A A A
4583 Bob F B B
3956 Carol F A C
9578 David D F C

In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 28
df.iloc[:, df.columns.str.startswith('Q")

In [4]: df['Mean'] = df.iloc[:, df.columns.str.st

pd.read_csv('Emails.csv', index_cols

In [5]: es

In [6]: un

df.join(es)

In [7]: res = un[["Email", "Mean"]]
res.head()

OQut[7]:

Email Mean

ID

2394 alice@uni.eu 4.0
4583 bob@uni.eu 2.0

3956 carol@uni.eu 2.0

9578 david@uni.eu 1.0

localhost

: Ju pyte I Gradebook Last Checkpoint: 14 minutes ago (unsaved changes) P Logout

File Edit View Insert Cell Kernel Help Trusted | Python3 O

B+ x & B 4 v PRun B C » Code

<»
&

In [1]: dimport pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_col=0)
df.head()

OQut[2]:
Name Q1 Q2 Q3

ID

2394 Alce A A
4583 Bob F B+

3956 Carol F A

O O mw »

9578 David D F

In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }
df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)

In [5]: |es

pd.read_csv('Emails.csv', index_col=0)
In [6]: un = df.join(es)

In [7]: res = un[["Email", "Mean"]]
res.head()

Out([7]:
Email Mean

ID

2394 alice@uni.eu 4.0
4583 bob@uni.eu 15
3956 carol@uni.eu 2.0

9578 david@uni.eu 1.0
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Data Expectations Static Analysis

localhost

T ————————

Static Analysis for Data Science

: Jupyter Gradebook Last Checkpoint: a few seconds ago (autosaved) ? Logout
File Edit View Insert Cell Kernel Help Trusted |Python3 (@]
2 4+ x @B 2 ¥ PRin M C » Code 3 m C

In [1]: dimport pandas as pd
In [2]: df = pd.read_csv('Grades.csv', index_col=@)

df.head()
Out[2]:

Name Q1 Q2 Q3
D
2394 Aice A A A
°

4583 Bob F B B °

3956 Caol F A C °

9578 David D F C °

°
[ ]

In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 } .

df.iloc[:, df.columns.str.startswith('0')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get) N

°
In [4]: df['Mean’'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1) A
°
In [5]: es = pd.read_csv('Emails.csv', index_col=0) °
°
In [6]: un = df.join(es) °
°

In [71: res = un[["Email", “Mean"]] A

res.head()

°
Out([7]: °
Email Mean °
D °
2394 alice@uni.eu 40 [
°

4583 bob@uni.eu 2.0 A

3956 carol@uni.eu 20 ( ]

9578 david@uni.eu 1.0 °
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Data

1st Challenge: Multi-Dimensional Data Structures

[ v localhost

ﬁ Logout

File Edit View Insert Cell Kernel Widgets Help Not Trusted | Python3 O

: Ju pyter House Prices (unsaved changes)

B+ x @ B 4 ¥ PRn B C » |Code =

In [2]: df_train = pd.read_csv('../input/HousePrices.csv')

Sale Prices

In [5]: sns.distplot(df_train['SalePrice']);

0.000008
0.000007
0.000006
0.000005
0.000004
0.000003
0.000002

0.000001

0 100000200000300000400000 500000600000 700000800000
SalePrice

0.000000

Missing Data

In [14]: total = df_train.isnull().sum().sort_values(ascending=False)
percent = (df_train.isnull().sum()/df_train.isnull().count()).sort_values(ascending=False)
missing_data = pd.concat([total, percent], axis=1, keys=['Total', 'Percent'])

In [15]: df_train = df_train.drop((missing_data[missing_data['Total'] > 1]).index,1)
df_train = df_train.drop(df_train.loc[df_train['Electrical’].isnull()].index)
df_train.isnull().sum().max()

Out[15]1: @

Static Analysis for Data Science

fname, Inam

nancy, davo
erin , bora

tony , rapha

| ‘\
J

Hi{1

Names.csv
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Data Expectations Static Analysis
3-Step Recipe

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior

Lesson 13 Static Analysis for Data Science




Concrete Semantics

2nd Challenge: Indirect Reasoning

Static Analysis for Data Science

a4



Abstract Semantics
3rd Challenge: Complex Library Calls

import pandas as pd
df = pd.read csv('HousePrices. csv”)

= df[df.SalePrice >= 1000000]

- |

ex[ ‘Profit’] = ex[‘SalePrice’] - ex[‘BuyPrice’]
dL = pd.read csv( 'L.csv")

dP = dL.pivot (index=f§, columns=), values=l)

dR = pd.read csv( 'R.csv")

dG = dP.loc[:, 0:35].groupby (dR[H])

Static Analysis for Data Science

o
Q
-
al
Q@
(qv]
0p)]

....................

_;,,,, ......................
'\
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Implementation
Wish List

v localhost

Z Jupyter House Prices  (nsaved changes =B MULTI-LANGUAGE SUPPORT

File Edit View Insert Cell Kernel Widgets Help Not Trusted | P

B+ < & B+ ¢ >pRn B C W Code = i
4 INTERACTIVE STATIC ANALYSIS -

In [5

0.000008 -

0.000007 -
0.000006 -
0.000005 -
0.000004 -
0.000003 -
0.000002 -
0.000001 -

0.000000 -

0  100000200000300000400000 500000600000 700000800000
SalePrice

Missing Data

In/[14]: total = df_train.isnull().sum().sort values(ascendmg::FaIse) _
percent = (df_train.isnull(). sum()/d n.isn ()).sort values(ascendina=Fz
missing_data = pd.concat([total, pe:

STATIC AND DYNAMIC ANALYSIS COMBINATIONS

In [15]: df_train = df_train.drop((missing_da
df_train = df_train.drop(df_train. lo
df_train.isnull().sum().max()

Out([15]: @

Static Analysis for Data Science



(Un)expected + (Un)used Data



import pandas as pd

df: pd.DataFrame = read_csv(pandas, "...")

drop(df, ["id"])

head(df["t"])

Static Analysis for Data Science



import pandas as pd

df: pd.DataFrame = read_csv(pandas, "...")

sub: pd.DataFrame = df[["A", "B", "C"]]

sub["B"]: pd.DataFrame = 1

head(sub)

Static Analysis for Data Science
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