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Liveness Properties

 Guarantee Properties
“something good eventually happens at least once”

 Example: Program Termination

* Recurrence Properties
“*something good eventually happens infinitely often”

Example: Starvation Freedom
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Computation Tree Logic (CTL)

Branching Temporal Logic

pr=al¢p|dAQ| PV P|AXP | AGY | A(@Ug) | EXp | EGe | E(9U)

AF¢p = A(true U @) EF¢ = E(true U ¢)
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Guarantee Properties

“something good eventually happens at least once”

AF ¢
p:=eXO0 | Z:eXO | AP | PV P re s

Example: ¢
X — [-00, +00] AF (x = 3) is satisfied for . d=e {(l,p) € 2| p(x) < 3}
while 2(x > 0) do
3X «— X + 1
od4
while 3(0 > 0) do
if 6(x < 10) do
X «— X+ 1
else
8 «— -X
od®
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Guarantee Semantics

mathematical models

of the program behavior

o, - -y { '
e ~
B .

T :
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Guarantee Semantics

Definite Termination Semantics

o 0 c € R
e ~
Fy(f)o = § sup{f(c)+ 1] (c,0)) €t} o € pre (dom(f))
undefined otherwise
% L o= F ok
o 0 cEeS
FolS1f = Ao. 3 sup{f(c) + 1| (6,6) €1} o6& S Ao € pre(dom(f))
undefined otherwise
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Guarantee Semantics

R, et Ifp=F [{0 eX|oF (p}]
0 c€ES

FolSIf € 204 sup{fic) + 1] (6,6) €7} 0 ¢ S A6 E pre(dom(f))
undefined otherwise

Theorem (Soudness and Completeness)

A program satisfies a guarantee property AF ¢ for traces starting
from a set of initial states .7 if and only if ¥ C dom(%g)
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Abstract Guarantee Semantics

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program lbehavior




Abstract Guarantee Semantics

Piecewise-Defined Ranking Functions Abstract Domain

For each program instruction stat, we define a transformer %g#[stat]] A - A

. FHX  ellt B RESET([ ] (ASSIGNAX « e])

. FOHE “e X 0 then st € RESET([ ¢/ (FILTER,[[e b OI(Z%*[s111) v FILTER[le b4 OT}1))

. ﬂg#ﬂwhile “e 110 do s done]|t def pr#F(é#

where F*¥(x) C RESETY[ I (FILTER[[e I ON(#**[[s1x) V7 FILTER,[[e b O11(1)))

def
. B%[sp3 50t = R IR [s,00)

i
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Abstract Guarantee Semantics

Piecewise-Defined Ranking Functions Abstract Domain

Definition

The abstract guaranteee semantics %q(”;#[[stat”ﬂ | €  of a program stat’ is:

C FH[statl(RESET [ I(LEAF: 1, )

# £
9?4(”; [stat’ ]| =

where %(é#[[stat]] . o — 4 is the abstract guarantee semantics of each program instruction stat

Theorem (Soundness)

R lstat’ ] < yu(RE[stat’ 1)

Corollary (Soundness)

A program stat’ satisfies a guarantee property AF @ for traces starting from a set of initial states ¥
if .7 C dom(y, (A% [stat’])))
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Abstract Guarantee Semantics

Int : x, y

while *(x > 0) do
2

X =x-+1
od X =x-+1

while *( true ) do

6. . X :=x-+1

— 4 -
ﬂglo x>1o\‘
6

s
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Abstract Gue

Int : x, y

while *(x > 0)
2

X =x-+1
od X :=x-+1

while *( true ) do

6. . X :=x-+1

5 6



Abstract Gu

Int : x, y

while *(x > 0)
2

X =x-+1

od

while *( true ) do
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Abstract Gur
Example

Int : x, y

while *(x > 0)
2

X =x-+1

od X 1=

while *( true ) do
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Abstract Gu

Int : x, y

while *(x > 0)
2

X =x-+1

od

while *( true ) do

/ 4
m w
5 6
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Abstract Gur
Example

Int : x, y

while *(x > 0)
2

X =x-+1

od X 1=

while *( true ) do
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Abstract Gue

Int : x, y

while *(x > 0)
2

X =x-+1

od

while *( true ) do

/ 4
ﬁ;m m
5 6
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Abstract Gur amantics
the analysis gives x < 3 as Exambple
sufficient precondition .
Int : x, y
while *(x > 0)
2
od
while *( true ) do
if “(x<10)

°x = x+1

X =x-+1

else
X =x-+1

Property x < 10 m

AF (x = 3)
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Recurrence Properties
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Recurrence Properties

“something good eventually happens infinitely often”

AG AF ¢
O :=eXO0 | £:eX)O | AP | PpV P re s

Example:
oo, 4001 AG AF (x = 3) is satisfied for 7 ' {(1,p) € £ | p(x) < 0)
while 2(x > 0) do
3X «— X + 1
od4
while 5(0 > 0) do
if 6(x < 10) do
X «— X+ 1
else
8x «— -X
od®
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Recurrence Semantics

mathematical models

of the program behavior

o, - -y { '
e ~
B .
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Recurrence Semantics

Guarantee Semantics

def -
9?2”} =" Ifp= F [{0 €EX|oFE qp}]
o 0 cES

— e ~

FlSIf = 20. 4 sup{f(e) + 1| (6.0) €7} & & 5 Ao E pre (dom(f))
undefined otherwise
def =\ - build upon the semantics of sub-formulas

R = gfp@gﬁ g él}

undefined otherwise

F.(f)o % { (o) 6 € dom(f) N pre (dom(f))

Caterina Urban 25
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Recurrence Semantics

def .

undefined otherwise

o < %‘/

Theorem (Soundness and Completeness)

Fo(f)o def {f(G) o € dom(f) N p?ef(dom(f))

A program satisfies a recurrence property AG AF ¢ for traces starting
from a set of initial states ¥ if and only if ¥ C dom(Z£?%)

© Lesson8 26
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Abstract Recurrence Semantics

practical tools
targeting specific programs

algorithmic approaches
to decide program properties

mathematical models
of the program lbehavior




Abstract Recurrence Semantics

Piecewise-Defined Ranking Functions Abstract Domain

For each program instruction stat, we define %w#[[stat]] A - A

. FBOCX < ellt € RESET [ (ASSIGNALX « e]lr)

. RO “e X 0 then st € RESETX[[ ¢ (FILTER[[e b1 O1(Z%[s11) Y, FILTER[[e b 0]1))

. Z%"['while “ ¢4 0 do s donelr €' gip!, Fo*

where G €' Z2#*[while ¢ >4 0 do s done]

and F?*(x) = dof pEsET NI (FILTER4lle > OT(#%*[[s11x) V4 FILTER[[e b4 O11(1)))

def
e B0t = R 1R s, 1)

© Lesson8 28
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Dual Widening

Let (&, E ) be a poset. A dual widening V: &I X D — I is such that:

(i) for all elements x,y € Y wehavex JxVyandy dxVy

... the chain

Xn

def def _
Yo = %o Yo+l = Yn vV Xqi

(i) for all decreasing chains X, d x;

IS ultimately stationary

A A A

29
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Abstract Guarantee Semantics

Piecewise-Defined Ranking Functions Abstract Domain

Definition

The abstract recurrence semantics %z#[[statf Il €  of a program stat’ is:

© B [stat](LEAF: 1, )

%g#[[statf =

where L‘%g#[[stat]] . 9 — 4 is the abstract recurrence semantics of each program instruction stat

Theorem (Soundness)

R lstat’ ] < yu(RE[stat’ 1)

Corollary (Soundness)

A program stat’ satisfies a recurrence property AGAF ¢ for traces starting from a set of initial states .¥
it 7 C dom(y, (%% [[stat’]))

30
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Abstract Recurrence Semantics

Int : x, y
while *(x > 0) do
’x 1 =x+1 1
od X :=x-+1 lXZO x < 0
TP
while “( true ) do 9
if “( x <10 ) "/
’x = x + 1 ,"'/_\
else 3 7
6X::—X X :=x-+1 ltrue [P

4
ﬁg?o m
5
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Abstract Rer

Int : x, y

while *(x > 0) "x
’x = x+1 1
od x:=x+4+1 lXZO x <0
.3
while “( true ) do 9
if *(x<10)
“x i=x+1
else
6X S X =x-+1 e .
4
x < 10 m
AGAF (x = 3) 5 6
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Abstract Rer*»~=~~~Semantics

Int : x, y

while *(x > 0)
2

X =x-+1

od

while *( true ) do

AGAF (x = 3) 5 6
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Abstract Rer

Int : x, y

while *(x > 0)
2

X =x-+1

od

while *( true ) do

AGAF (x = 3) 5 6
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Abstract Rer

Int : x, y

while *(x > 0)
2

X =x-+1
od

while *( true ) do

AGAF (x = 3) 5 6



Abstract Rerf emantics
the analysis gives x < 0 as Example
sufficient precondition .
Int : x, y
while *(x > 0)
2

od
while *( true ) do
if “(x<10)

°x = x+1

X =x-+1

else
X =x-+1

AGAF (x = 3)
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Computation Tree Logic (CTL)

Branching Temporal Logic

pr=al7QlpAPloV oI AXS | AGH | AlQUe) | EXP | EG | E(@U9)

Recurrence Properties

“something good eventually happens infinitely often”

AG AF ¢
p:=eX0 | Z:eXO | AP | PV P

Example:

X « [-00, +O0]
while 2(x > 0) do
X < x+1
od4
while 5(0 > 0) do
if 6(x < 10) do
X <~ X+ 1
else
8X « -X

Analysis of CTL Properties

re

AG AF (x = 3) is satisfied for .7 %' {(1.p) € 2 | p(x) < 0}
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Guarantee Properties

“something good eventually happens at least once”

D @
AF ¢

¢:=eX0 | Z:eXO | pAD | PpV P re

Example:

1X < [-00, +O0]
while 2(x > 0) do
X «— x+1

od4

while 5(0 > 0) do
if 6(x < 10) do

else

X <~ X+ 1

8X « -X

AF (x = 3) is satisfied for .7 &' {(1.p) € £ | p(x) < 3]

Analysis of CTL Properties Caterina Urban
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CTL Program Semantics

Recurrence Semantics

Guarantee Semantics

R, et Ifp=F; [{6 eEX|okE go}]
0 c€ES

FlS1f %ef Ao. § sup{f(c)+1|(c,6)€ET} 6&S5AN0CE p?er(dom(f))
| undefined otherwise

def - g build upon the semantics of sub-formulas

Fo(f)o % {ﬂa) o€ dom(f) N pre (dom())

undefined otherwise

mathematical models

of the program behavior

Analysis of CTL Properties
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CTL Abstraction

Atomic Propositions

pr=alpldng| oV | AXP | AGe | A(@Ug) | EXp | EGe | E(9U)

def

a,(l) = As e su(T). {O s Fa

undefined otherwise

Caterina Urban
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CTL Abstraction

Negation Formulas

pr=alplonp| oV AXP | AGH | Al@Ug) | EX¢ | EG | E(9pUg)

oy (1) e s e si(T). {O s & dom(ay(T))

undefined otherwise
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CTL Abstraction

Conjunction Formulas

pr=al2p|loNg oV P|AXP | AGY | A(@Ug) | EXp | EGe | E(9U)

L L. {sup{ﬂ(s),fz(s)} s € dom(f;) N dom(fy)
¢1(;\¢2f undefined otherwise
e
h = ay,(T)
def
h = ay(T)




CTL Abstraction

Disjunction Formulas

pr=alp|ldAg| PV )| AXP | AGe | A(@Ug) | EXp | EGe | E(9U)

sup{fi(s), L(s)} s & dom(f) ndom(f,)

2y p (T d:ef 25 € st(T). f1(s) s € dom(f,)\dom(f,)
f>(5) s € dom(f)\dom(f))
undefined otherwise

fi d:ef a¢1(T)

f d:ef 0‘¢2(T)
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CTL Abstraction

Next Formulas

pr=alp|ldAg| oV P|AXD | AGY | A(@Up) | EX) | EGe | E(9U)

aaxp(1) el As € su(T). v s € pre(dom(a,(7)))
undefined otherwise
s € pre(dom(a,(7)))

undefined otherwise

apxp(T) d:ef As € st(T). {O
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CTL Abstraction

Globally Formulas

pr=alp|ldAQ| oV P|AXP | AGY | A(@Ug) | EXp | EGo | E(9U)

def
aAqu(T) pr ay(T) Facy

Froy(f) {f(s) s € dom(f) n pre(dom(/))

undefined otherwise

def
Apgp(1) = gfp; AT) Fegy
Foo () 987 6 {f(s) s € dom(f) n pre(dom(f))
=G undefined otherwise

Caterina Urban
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CTL Abstraction

Until Formulas (1)

pr=alplPoAP|PV | AXP | AGY | A(@U) | EX¢p | EGe | E(pU¢)
aE(¢1U¢2)(T) d:ef “ (0{ (aé?%UCbz)(T)))

% L) def _ e ugpyldom(ay (T))1[dom(ay (TH)IT

def
aE(¢1U¢2)[Sl][Sz]T S {US c Sq(T) o C (SI\SZ)*’S = Sz}

Sq(T) {0 eXt|Io eX*, 6" €X®: 660" € T)

7)) E def
' def{O Vo' € X: (0,0) & r

ay(ro = sup{ay(r)o’+ 1 | 6’ € dom(a,(r)) A (6,0') € r} otherwise
a(T) f{(a o)eXX2X|dte X*,t'e X*: too't' € T)

Caterina Urban
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CTL Abstraction

Until Formulas (2)

pr=alp|ldAg| oV P|AXP | AGY | A(PUgp) | EXp | EGe | E(9U)

def _ ’
aA(CblUCbz)(T) - aV(a(aAc(]qbqubz)(T)))

=2 @ gyupy10om(ay, (D)NIdom(ay (T)IT

O & (Sl\Sz)*,S = Sz,
def s
O pp U OIS ]T = 5 {US € sq(7) | nbhd(e, sf(T) n Sz+ )= }
nbhd(ec,sf(T)NZ) = &
def

nhdb(#, T) = {t' € T | pf(r) n pf(¢) # @}

pf(r) = cet (e X®\{e} |dt" e X®: =1 1"}

sf(T) = qet lceX™ |ddeX*: 60 € T)

def {os6' € X |c€XFASE S, US, Ao’ € 7%}

A(¢1U¢z)(T)

Caterina Urban
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CTL Program Semantics

Definition

Given a CTL formula ¢ and the corresponding CTL abstraction Qy PP - (2 — 0),
the program semantics &% ,: X — O for ¢ is defined as:

Theorem (Soundness and Completeness)

A program satisfies a CTL property ¢ for traces starting from a given set of initial
states . if and only if ¥ C dom(Z )

i
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Abstract CTL Program Semantics

Abstract Interpretation of CTL Properties

Caterina Urban, Samuel Ueltschi, and Peter Miiller

Department of Computer Science
ETH Zurich, Switzerland

a I O r i t h m i c a r o ac h e s Abstract. CTL is a temporal logic commonly used to express program
g p p properties. Most of the existing approaches for proving CTL properties
: : only support certain classes of programs, limit their scope to a subset of
'I: d d t CTL, or do not directly support certain existential CTL formulas. This
O e C I e p rO g ram p rO p e r I e S paper presents an abstract interpretation framework for proving CTL
properties that does not suffer from these limitations. Our approach au-
tomatically infers sufficient preconditions, and thus provides useful infor-
mation even when a program satisfies a property only for some inputs.
We systematically derive a program semantics that precisely captures
CTL properties by abstraction of the operational trace semantics of a
program. We then leverage existing abstract domains based on piecewise-
defined functions to derive decidable abstractions that are suitable for
static program analysis. To handle existential CTL properties, we aug-
ment these abstract domains with under-approximating operators.
We implemented our approach in a prototype static analyzer. Our exper-
imental evaluation demonstrates that the analysis is effective, even for
CTL formulas with non-trivial nesting of universal and existential path
quantifiers, and performs well on a wide variety of benchmarks.

1 Introduction

Computation tree logic (CTL) [6] is a temporal logic introduced by Clarke and
Emerson to overcome certain limitations of linear temporal logic (LTL) [33]
for program specification purposes. Most of the existing approaches for proving
program properties expressed in CTL have limitations that restrict their ap-
plicability: they are limited to finite-state programs [7] or to certain classes of
infinite-state programs (e.g., pushdown systems [36]), they limit their scope to a
subset of CTL (e.g., the universal fragment of CTL [11]), or support existential
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Implementation

practical tools sen Do < |
targeting specific programs
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<> Code Issues Pull requests Actions Projects Security Insights

¥ master ~ ¥ 1branch © 0 tags Go to file Code ~ About

No description or website provided.

ﬂ caterinaurban no message eeael on Aug 21, 2018 ) 98 commits
C static-analysis ocaml|

banal Changes according to feedback in pull-request: 5 years ago termination abstract-interpretation

liveness

cfgfrontend - added loop detection to CFG based analysis 5 years ago

domains no message 4 years ago bl Readime
' 7 stars
frontend - added loop detection to CFG based analysis 5 years ago
1 watching

main added time measurements to CTL analysis 5 years ago 2 forks
o

tests more tes es with nestings of E/A ago

utils Moved forward analysis code to distinct module Forwardlterator and 5 years ago Releases

C 8B F B PR BERB

.gitignore enamed 'newfrontend' directory to 'cfgfrontend' 5 S ago

P,

.merlin Renamed 'newfrontend' directory to 'cfgfrontend’ 5 years ago

.ocamlinit added banal abstract domain source code 5 years ago Packages

& O

Makefile added loop detection to CFG based analysis years ago No pac
README.md - added loop detection to CFG based analysis 5 years ag
pretty.py Added CTL testcases ) years Languages

onrettv cfa.pv Imnlemented CFEG based forward analvsis
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