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Machine Learning in High-Stakes Systems

2

data ML software act as surrogate model

automate decision-making

perform tasks that are impossible using explicit programming
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Machine Learning in High-Stakes Systems

3

07/10/2019, 23*16A self-driving Uber ran a red light last December, contrary to company claims - The Verge

Page 1 of 3https://www.theverge.com/2017/2/25/14737374/uber-self-driving-car-red-light-december-contrary-company-claims

  

A self-driving Uber ran a red
light last December, contrary to
company claims
Internal documents reveal that the car was at fault
By Andrew Liptak @AndrewLiptak  Feb 25, 2017, 11:08am EST

TRANSPORTATION UBER RIDE-SHARING

8

Last December, a self-driving Uber was caught on camera running a red light in
San Francisco, shortly after the vehicles began testing on the roads. While Uber
claimed at the time that a driver was at fault, a report from The New York Times

07/12/20, 12:05Self-Driving Uber SUV Didn't Recognize Jaywalking Pedestrian In Fatal Crash : NPR

Page 1 of 3https://www.npr.org/2019/11/07/777438412/feds-say-self-driving-ube…did-not-recognize-jaywalking-pedestrian-in-fatal-?t=1607339086095

Feds Say Self-Driving Uber SUV Did
Not Recognize Jaywalking
Pedestrian In Fatal Crash
Richard Gonzales November 7, 201910:57 PM ET

The self-driving Uber SUV that struck pedestrian Elaine Herzberg on March 18, 2018, in Tempe,
Ariz.

Tempe Police Department via AP

The self-driving Uber SUV involved in a crash that killed a Tempe, Ariz.,
woman last year did not recognize her as a jaywalking pedestrian and its
braking system was not designed to avoid an imminent collision,
according to a federal report released this week.

07/10/2019, 22)58

IBM's Watson recommended 'unsafe and incorrect' cancer treatments - STAT

Page 1 of 2

https://www.statnews.com/2018/07/25/ibm-watson-recommended-unsafe-incorrect-treatments/

I

1

 2

IBM’s Watson supercomputer recommended ‘unsafe and incorrect’

cancer treatments, internal documents show

By Casey Ross3 @caseymross4 and Ike Swetlitz

July 25, 2018

Alex Hogan/STAT

nternal IBM documents show that its Watson supercomputer often spit out

erroneous cancer treatment advice and that company medical specialists and

customers identified “multiple examples of unsafe and incorrect treatment

recommendations” as IBM was promoting the product to hospitals and physicians

around the world.

The documents — slide decks presented last summer by IBM Watson Health’s

deputy chief health officer — largely blame the problems on the training of
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Machine Learning Development Pipeline

4

data preparation model training model deploymentdata predictions

TODAYNEXT COURSE
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Static Analysis for Trained Models
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Models Only Give Probabilistic Guarantees
Machine Learning Development Pipeline

6

data preparation model training model deploymentdata predictions

Stop
Max Speed 100

+
= not sufficient for guaranteeing  

an acceptable failure rate  
under any circumstance



Caterina UrbanStatic Analysis for Machine LearningLesson 12 7

Neural Networks
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Feed-Forward ReLU-Activated Neural Networks
Neural Networks

8

input layer output layerhidden layers

output maxj xN,j

…

x0,0

x0,1

x0,2

x0,|L0|

x0,3 …

xi,j = max {∑
k

wi−1
j,k ⋅ xi−1,k + bi,j, 0}

Rectified Linear Unit (ReLU)

x1,0

x1,1

x1,|L1|

xN,0

xN,|LN|
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Neural Networks as Programs

9

x00 = input() 
x01 = input() 
 
x10 = -0.31 * x00 + 0.99 * x01 + (-0.63) 
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88   

x10 = 0 if x10 < 0 else x10 
x11 = 0 if x11 < 0 else x11 
 
x20 = 0.40 * x10 + 1.21 * x11 + 0.00 
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39) 
  
x20 = 0 if x20 < 0 else x20 
x21 = 0 if x21 < 0 else x21 
 
x30 = 0.26 * x20 + 0.33 * x21 + 0.45 
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45) 
 
return ‘         ’ if x31 < 30 else ‘         ’

x00

x01

x10 x20

x30

x31

-0.31

-0.64

-1.25

0.9
9

-0.63

x11

0.40

0.69

0.00

0.64

1.2
1

x21

0.40

0.26

0.45

1.42

0.3
3

-0.45

-0.391.88



Caterina UrbanStatic Analysis for Machine LearningLesson 12

Maximal Trace Semantics
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x00 = input() 
x01 = input() 
 
x10 = -0.31 * x00 + 0.99 * x01 + (-0.63) 
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88   

x10 = 0 if x10 < 0 else x10 
x11 = 0 if x11 < 0 else x11 
 
x20 = 0.40 * x10 + 1.21 * x11 + 0.00 
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39) 
  
x20 = 0 if x20 < 0 else x20 
x21 = 0 if x21 < 0 else x21 
 
x30 = 0.26 * x20 + 0.33 * x21 + 0.45 
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45) 
 
return ‘         ’ if x31 < 30 else ‘         ’

[[M]]

M
: inputt0

: classificationtω
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Neural Network Verification
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Collecting Semantics

12

x00 = input() 
x01 = input() 
 
x10 = -0.31 * x00 + 0.99 * x01 + (-0.63) 
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88   

x10 = 0 if x10 < 0 else x10 
x11 = 0 if x11 < 0 else x11 
 
x20 = 0.40 * x10 + 1.21 * x11 + 0.00 
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39) 
  
x20 = 0 if x20 < 0 else x20 
x21 = 0 if x21 < 0 else x21 
 
x30 = 0.26 * x20 + 0.33 * x21 + 0.45 
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45) 
 
return ‘         ’ if x31 < 30 else ‘         ’

M

{[[M]]}
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Property Verification

13

[[M]] − P ⋅ {[[M]]} ∈ P

[[M]] P
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Safety

Hypersafety

Goal G3 in [Kurd03]

Goal G4 in [Kurd03]

Stability
Stop Max Speed 100

+ =

!"
GO AROUND

!
LANDING
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Stability

Hypersafety

Safety

Goal G3 in [Kurd03]

Goal G4 in [Kurd03]

Stop Max Speed 100

+ =

!"
GO AROUND

!
LANDING



Caterina UrbanStatic Analysis for Machine LearningLesson 12 16

Prediction Stability
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Prediction is Unaffected by Input Perturbations
Local Prediction Stability

17
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Distance-Based Perturbations
Local Prediction Stability

18

⇔δ,ϵ
x

def= {[[M]] ⊆ STABLEδ,ϵ
x ([[M]])}

 is the set of all neural networks M (or, rather, their semantics )  
that are stable in the neighborhood  of a given input 
⇔δ,ϵ

x [[M]]
Pδ,ϵ(x) x

Pδ,ϵ(x) def= {xℛ − ⇔|L0| ⊆ δ(x, xℛ ) ∣ ϵ}

Example (  distance): L′ P′,ϵ(x) def= {xℛ − ⇔|L0| ⊆ maxi |xi ≤ xℛ i | ∣ ϵ}

M ∞ ⇔δ,ϵ
x ⋅ {[[M]]} ∈ ⇔δ,ϵ

x

Theorem

M ∞ ⇔δ,ϵ
x ⋅ [[M]] ∈ ∑⇔δ,ϵ

x

Corollary

STABLEδ,ϵ
x (T) def= ⊧t − T : t0 − Pδ,ϵ(x) ∀ tω = T(x)

classification of  in x T
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Forward Analysis

19

…

…

1. proceed forwards from 
an abstraction of all 
possible perturbations

2. check output for inclusion  
in expected output: 
included        stable 
otherwise       alarm 

−
−#

Theorem

[[M]] ⋅ [[M]]∈ ⋅ ∑⇔ω,δ
x ⊆ M ′ ⇔ω,δ

x
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Example

20

x00

x01

x10

1

0.5

0.5

1

4

x11

2

-1

1

3

3

0.5

0.75

x20

x30

x31

0

x21

-1.5

1

-14

0.5

-1

-8

0

P(ℛ0.5,0.75∣) def= {x ≤ ⇔ ∞ ⇔ ∀ 0 ⇒ x0 ⇒ 1 ⊧ 0 ⇒ x1 ⇒ 1}
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Abstraction #1: Intervals
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Interval Abstraction

22

xi,j ♮ [a, b]
a, b ≤ ⇔

x00

x01

x10

1

0.5

0.5

1

4

x11

2

-1

1

3

3

x20

x30

x31

0

x21

-1.5

1

-14

0.5

-1

-8

0

x00 ♮ [0, 1]

x01 ♮ [0, 1]

x10 ♮ [4, 6]
ReLU

x11 ♮ [3, 4]

x11 ♮ [3, 4]
ReLU

x10 ♮ [4, 6]

x20 ♮ [17, 24]

x20 ♮ [17, 24]

x21 ♮ [0, 3]

x21 ♮ [0, 3]

x30 ♮ [0, 10]

x31 ♮ [→4, 4]

not precise enough!

ReLU

ReLU
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Abstraction #2: Symbolic
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Symbolic Abstraction [Li19]

24

represent each neuron as  a linear combination of the inputs  and the previous ReLUs

xi,j ⇒ {→i≤1
k=0 ck ♮ xk + c ck, c − ⇔|Xk|

[a, b] a, b − ⇔

0 ∣ axi,j ⇒ {Ei,j
[a, b]

a < 0 ⟨ 0 < bxi,j ⇒ {xi,j
[0, b]

b ∣ 0xi,j ⇒ {0
[0, 0]

xi,j ⇒ {Ei,j
[a, b]

ReLU

xi≤1,0 ⇒ Ei≤1,0…
xi≤1,j ⇒ Ei≤1,j…

xi,j ⇒ ⋃
k

wi≤1
j,k ♮ Ei≤1,k + bi,j

xi,j = ⋃
k

wi≤1
j,k ♮ xi≤1,k + bi,j
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Symbolic Abstraction [Li19]

25

x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20

x30

x31

0

x21

-1.5

1

-14

0.5

-1

-8

0

x00 ⇒ {x00
[0, 1]

x01 ⇒ {x01
[0, 1]

x11 ⇒ {0.5 ♮ x00 + 0.5 ♮ x01 + 3
[3, 4]

x10 ⇒ {x00 + x01 + 4
[4, 6] x20 ⇒ {2 ♮ (x00 + x01 + 4) + 3 ♮ (0.5 ♮ x00 + 0.5 ♮ x01 + 3)

[17, 24]

x21 ⇒ {(x00 + x01 + 4) ≤ 1 ♮ (0.5 ♮ x00 + 0.5 ♮ x01 + 3)
[1, 2]

x30 ⇒ {3 ♮ x00 + 3 ♮ x01 + 2
[2, 8]

x31 ⇒ {x00 + x01 ≤ 1
[≤1, 1]
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Symbolic Abstraction [Li19]
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x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x00 ⇒ {x00
[0, 1]

x01 ⇒ {x01
[0, 1]

x30 ⇒ {3 ♮ x00 + 3 ♮ x01 + 2
[2, 8]

x40 ⇒ {1.5 ♮ x00 + 1.5 ♮ x01 ≤ 2 ♮ x31 + 1
[≤1, 4]

x41 ⇒ {x31
[0, 1]

x31 ⇒ {x00 + x01 ≤ 1
[≤1, 1]

x31 ⇒ {x31
[0, 1]

ReLU

not precise enough!

Modified Example
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Abstraction #3: DeepPoly
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DeepPoly Abstraction [Singh19]

28

maintain symbolic lower- and  upper-bounds for each neuron  + convex ReLU approximations

xi+1,j ⇒ {[→k ci,k ♮ xi,k + c, →k di,k ♮ xi,k + d] ci,k, c, di,k, d − ⇔
[a, b] a, b − ⇔

ba x

ReLU(x)

ReLU(x) ∣
b(x ≤ a)

b ≤ a

0 ∣ ReLU(x)

xi,j ⇒ [0, b(xi,j ≤ a)
b ≤ a ]

[0, b]

ba x

ReLU(x)

ReLU(x) ∣
b(x ≤ a)

b ≤ a

    
   x

∣ ReL
U(x)

xi,j ⇒ [xi,j,
b(xi,j ≤ a)

b ≤ a ]
[a, b]

xi,j ⇒ {[Li,j, Ui,j]
[a, b]

xi,j ⇒ {[Li,j, Ui,j]
[a, b]

xi,j ⇒ {[0, 0]
[0, 0]

0 ∣ a

b ∣ 0

ReLU

ReLU

ReLU a < 0 ⟨ 0 < b

b ∣ ≤ a

≤a < b
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DeepPoly Abstraction [Singh19]

30

x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x10 ⇒ {[x00 + x01 + 4, x00 + x01 + 4]
[4, 6]

x11 ⇒ {[0.5 ♮ x00 + 0.5 ♮ x01 + 3, 0.5 ♮ x00 + 0.5 ♮ x01 + 3]
[3, 4]

x00 ⇒ {[x00, x00]
[0, 1]

x01 ⇒ {[x01, x01]
[0, 1]
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DeepPoly Abstraction [Singh19]
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x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x20 ⇒ {[2 ♮ x10 + 3 ♮ x11, 2 ♮ x10 + 3 ♮ x11]
[17, 24]

x21 ⇒ {[x10 ≤ x11, x10 ≤ x11]
[1, 2]

x00 ⇒ {[x00, x00]
[0, 1]

x01 ⇒ {[x01, x01]
[0, 1]
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DeepPoly Abstraction [Singh19]

32

x30 ⇒ {[x20 ≤ x21 ≤ 14, x20 ≤ x21 ≤ 14]
[2, 8]

x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x31 ⇒ {[0.5 ♮ x20 ≤ 1.5 ♮ x21 ≤ 8, 0.5 ♮ x20 ≤ 1.5 ♮ x21 ≤ 8]
[≤1, 1]

x31 ⇒ {[0, 0.5 ♮ x31 + 0.5]
[0, 1]

ReLU

ba
x

ReLU(x)

ReLU(x) ∣
b (x ≤ a)

b ≤ a

0 ∣ ReLU(x)

x00 ⇒ {[x00, x00]
[0, 1]

x01 ⇒ {[x01, x01]
[0, 1]



Caterina UrbanStatic Analysis for Machine LearningLesson 12

DeepPoly Abstraction [Singh19]
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x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x40 ⇒ {[0.5 ♮ x30 ≤ 2 ♮ x31 + 1, 0.5 ♮ x30 ≤ 2 ♮ x31 + 1]
[2, 5]

x00 ⇒ {[x00, x00]
[0, 1]

x01 ⇒ {[x01, x01]
[0, 1]
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DeepPoly Abstraction [Singh19]

34

Back-Substitution

x30 ♮ {[x20 → x21 → 14, x20 → x21 → 14]
[2, 8] x31 ♮ {[0, 0.5 ⟨ (0.5 ⟨ x20 → 1.5 ⟨ x21 → 8) + 0.5]

[0, 1]

x40 ♮ {[0.5 ⟨ x30 → 2 ⟨ x31 + 1, 0.5 ⟨ x30 → 2 ⟨ x31 + 1]
[2, 5]

x40 ♮ {[x21 + 1, 0.5 ⟨ x20 → 0.5 ⟨ x21 → 6]
[2, 5]

x40 ♮ {[x10 → x11 + 1, 0.5 ⟨ x10 + 2 ⟨ x11 → 6]
[2, 5]

x40 ♮ {[0.5 ⟨ x00 + 0.5 ⟨ x01 + 2, 1.5 ⟨ x00 + 1.5 ⟨ x11 + 2]
[2, 5]

x10 ♮ {[x00 + x01 + 4, x00 + x01 + 4]
[4, 6] x11 ♮ {[0.5 ⟨ x00 + 0.5 ⟨ x01 + 3, 0.5 ⟨ x00 + 0.5 ⟨ x01 + 3]

[3, 4]

x20 ♮ {[2 ⟨ x10 + 3 ⟨ x11, 2 ⟨ x10 + 3 ⟨ x11]
[17, 24] x21 ♮ {[x10 → x11, x10 → x11]

[1, 2]

x00 ♮ [0, 1] x01 ♮ [0, 1]
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DeepPoly Abstraction [Singh19]

35

Partial Back-Substitution
x00 ⇒ [0, 1] x01 ⇒ [0, 1]

x30 ⇒ {[x20 ≤ x21 ≤ 14, x20 ≤ x21 ≤ 14]
[2, 8]

x40 ⇒ {[0.5 ♮ x30 ≤ 2 ♮ x31 + 1, 0.5 ♮ x30 ≤ 2 ♮ x31 + 1]
[0, 5]

x40 ⇒ {[x21 + 1, 0.5 ♮ x20 ≤ 0.5 ♮ x21 ≤ 6]
[2, 5 . 5]

x40 ⇒ {[x10 ≤ x11 + 1, 0.5 ♮ x10 + 2 ♮ x11 ≤ 6]
[1, 5]

x40 ⇒ {[0.5 ♮ x00 + 0.5 ♮ x01 + 2, 1.5 ♮ x00 + 1.5 ♮ x11 + 2]
[2, 5]

x10 ⇒ {[x00 + x01 + 4, x00 + x01 + 4]
[4, 6] x11 ⇒ {[0.5 ♮ x00 + 0.5 ♮ x01 + 3, 0.5 ♮ x00 + 0.5 ♮ x01 + 3]

[3, 4]

x20 ⇒ {[2 ♮ x10 + 3 ♮ x11, 2 ♮ x10 + 3 ♮ x11]
[17, 24] x21 ⇒ {[x10 ≤ x11, x10 ≤ x11]

[1, 2]

x31 ⇒ {[0, 0.5 ♮ (0.5 ♮ x20 ≤ 1.5 ♮ x21 ≤ 8) + 0.5]
[0, 1]
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DeepPoly Abstraction [Singh19]
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x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x00 ⇒ {[x00, x00]
[0, 1]

x01 ⇒ {[x01, x01]
[0, 1]

x40 ⇒ {[0.5 ♮ x30 ≤ 2 ♮ x31 + 1, 0.5 ♮ x30 ≤ 2 ♮ x31 + 1]
[2, 5]

x41 ⇒ {[x31, x31]
[0, 1]
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DeepPoly Abstraction [Singh19]

39

Maintaining Symbolic Bounds with Respect to the Inputs (“à la Symbolic”)

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

0

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x11 ⇒ {[x00 ≤ x01, x00 ≤ x01]
[≤2, 2]

x11 ⇒ [0, 0.5 ♮ x11 + 1] ⟩ [0, 0.5 ♮ x00 ≤ 0.5 ♮ x01 + 1]
ReLU

x10 ⇒ {[x00 + x01, x00 + x01]
[≤2, 2]

x10 ⇒ [0, 0.5 ♮ x10 + 1] ⟩ [0, 0.5 ♮ (x00 + x01) + 1] = [0, 0.5 ♮ x00 + 0.5 ♮ x01 + 1]
ReLU

x40
1

-1
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DeepPoly Abstraction [Singh19]
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Maintaining Symbolic Bounds with Respect to the Inputs (“à la Symbolic”)

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

0

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x21 ⇒ {[x10 ≤ x11, x10 ≤ x11] ⟩ [≤0.5 ♮ x00 + 0.5 ♮ x01 ≤ 1, 0.5 ♮ x00 ≤ 0.5 ♮ x01 + 1]
[≤2, 2]

x20 ⇒ {[x10 + x11, x10 + x11] ⟩ [0, x00 + 2]
[0, 3]

x11 ⇒ [0, 0.5 ♮ x11 + 1] ⟩ [0, 0.5 ♮ x00 ≤ 0.5 ♮ x01 + 1]

x10 ⇒ [0, 0.5 ♮ x10 + 1] ⟩ [0, 0.5 ♮ (x00 + x01) + 1] = [0, 0.5 ♮ x00 + 0.5 ♮ x01 + 1]

x40
1

-1
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DeepPoly Abstraction [Singh19]
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Maintaining Symbolic Bounds with Respect to the Inputs (“à la Symbolic”)

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

0

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x21 ⇒ {[x10 ≤ x11, x10 ≤ x11] ⟩ [≤0.5 ♮ x00 + 0.5 ♮ x01 ≤ 1, 0.5 ♮ x00 ≤ 0.5 ♮ x01 + 1]
[≤2, 2]

x20 ⇒ {[x10 + x11, x10 + x11] ⟩ [0, x00 + 2]
[0, 3]

x21 ⇒ [0, 0.5 ♮ x21 + 1] ⟩ [0, 0.25 ♮ x00 ≤ 0.25 ♮ x01 + 1.5]
ReLU

x40
1

-1
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DeepPoly Abstraction [Singh19]
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Maintaining Symbolic Bounds with Respect to the Inputs (“à la Symbolic”)

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

0

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x31 ⇒ {[x21, x21] ⟩ [0, 0.25 ♮ x00 ≤ 0.25 ♮ x01 + 1.5]
[0, 2]

x20 ⇒ {[x10 + x11, x10 + x11] ⟩ [0, x00 + 2]
[0, 3]

x21 ⇒ [0, 0.5 ♮ x21 + 1] ⟩ [0, 0.25 ♮ x00 ≤ 0.25 ♮ x01 + 1.5]

x30 ⇒ {[x20 + x21 + 1, x20 + x21 + 1] ⟩ [1, 1.25 ♮ x00 ≤ 0.25 ♮ x01 + 4.5]
[1, 6]  with back-substitution  × [1, 5 . 5]

x40
1

-1



Caterina UrbanStatic Analysis for Machine LearningLesson 12

DeepPoly Abstraction [Singh19]
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Maintaining Symbolic Bounds with Respect to the Inputs (“à la Symbolic”)

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

0

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x31 ⇒ {[x21, x21] ⟩ [0, 0.25 ♮ x00 ≤ 0.25 ♮ x01 + 1.5]
[0, 2]

x40 ⇒ {
…
[≤1, 6]  with back-substitution  × [1, 4]

x40
1

-1

x30 ⇒ {[x20 + x21 + 1, x20 + x21 + 1] ⟩ [1, 1.25 ♮ x00 ≤ 0.25 ♮ x01 + 4.5]
[1, 6]  with back-substitution  × [1, 5 . 5]
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Going Farther: Multi-Neuron Abstractions
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Multi-Neuron Abstractions

45

x1

x2

(2, 0)(�2, 0)

(0, 2)

(0,�2)

(a) Input shape

y1

y2

z = x1 + x2

(2, 0,�2)

(2, 1,�2)

(1, 2,�2)
(0, 2,�2)

(b) 1-ReLU

y1

y2

z = x1 + x2

(0, 0,�2)

(2, 0, 2)

(0, 0, 2)

(0, 2, 2)

(c) 2-ReLU

Figure 1: The input space for the ReLU assignments y1 := ReLU(x1), y2 := ReLU(x2) is shown
on the left in blue. Shapes of the relaxations projected to 3D are shown on the right in red.

This work: beyond the single neuron convex barrier In this work, we address this issue by
proposing a novel parameterized framework, called k-ReLU, for generating convex approximations
that consider multiple ReLUs jointly. Here, the parameter k determines how many ReLUs are
considered jointly with large k resulting in more precise output. For example, unlike prior work, our
framework can generate a convex relaxation for y1:=ReLU(x1) and y2:=ReLU(x2) that is optimal
in the x1x2y1y2-space. We next illustrate this point with an example.

Precision gain with k-ReLU on an example Consider the input space of x1x2 as defined by the
blue area in Fig. 1 and the ReLU operations y1:=ReLU(x1) and y2:=ReLU(x2). The input space is
bounded by the relational constraints x2 � x1  2, x1 � x2  2, x1 + x2  2 and �x1 � x2  2.
The relaxations produced are in a four dimensional space of x1x2y1y2. For simplicity of presentation,
we show the feasible shape of y1y2 as a function of z = x1 + x2.

The triangle relaxation from [3] is in fact a special case of our framework with k = 1, that is,
1-ReLU. 1-ReLU independently computes two relaxations - one in the x1y1 space and the other
in the x2y2 space. The final relaxation is the cartesian product of the feasible sets of the two
individually computed relaxations and is oblivious to any correlations between x1 and x2. The
relaxation adds triangle constraints {y1 � 0, y1 � x1, y1  0.5 · x1 + 1} between x1 and y1 as well
as {y2 � 0, y2 � x2, y2  0.5 · x2 + 1} between x2 and y2.

In contrast, 2-ReLU considers the two ReLU’s jointly and captures the relational constraints between
x1 and x2. 2-ReLU computes the following relaxation:

{y1 � 0, y1 � x1, y2 � 0, y2 � x2, 2 · y1 + 2 · y2 � x1 � x2  2}

The polytope produced is shown in Fig. 1c. Note that in this case the shape of y1y2 is not independent
of x1 + x2 as opposed to the triangle relaxation. At the same time, it is more precise than Fig. 1b for
all values of z.

Main contributions Our main contributions are:

• A novel framework, called k-ReLU, that computes optimal convex relaxations for the output
of k ReLU operations jointly. k-ReLU is generic and can be combined with existing verifiers
for improved precision while maintaining scalability. Further, k-ReLU is also adaptive and
can be tuned to balance precision and scalability by varying k.

• A method for computing approximations of the optimal relaxations for larger k, which is
more precise than simply using l < k.

• An instantiation of k-ReLU with the recent DeepPoly convex relaxation [9] resulting in a
verifier called kPoly.

• An evaluation showing kPoly is more precise and scalable than the state-of-the-art verifiers
[9, 19] on the task of certifying neural networks of up to 100K neurons against challenging
adversarial perturbations (e.g., L1 balls with ✏ = 0.3).

We note that the work of [12] computes semi definite relaxations that consider multiple ReLUs jointly,
however these are not optimal and do not scale to the large networks used in our experiments.

2

Singh, Ganvir, Püschel, and Vechev. Beyond the Single Neuron Convex Barrier for Neural Network Certification. In NeurIPS, 2019
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• T. Gehr, M. Mirman, D. Drachsler-Cohen, P. Tsankov, S. Chaudhuri, and M. Vechev. AI2: Safety and 
Robustness Certification of Neural Networks with Abstract Interpretation. In S&P, 2018. 
the first use of abstract interpretation for verifying neural network stability


• G. Singh, T. Gehr, M. Mirman, M. Püschel, and M. Vechev. Fast and Effective Robustness Certification. 
In NeurIPS, 2018. 
a custom zonotope domain for certifying neural network stability  

• M. N. Müller, G. Makarchuk, G. Singh, M. Püschel, and M. Vechev. PRIMA: General and Precise 
Neural Network Certification via Scalable Convex Hull Approximations. In POPL, 2022. 
a multi-neuron abstraction via a convex-hull approximation algorithm

Other Static Analysis Methods
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Saliency Map Stability
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Not Enough!
Local Prediction Stability

48
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Saliency Map Stability
Local Stability Verification [Munakata23]

49

Input Image

Saliency Map

Expected Saliency Map 

Distance

Saliency Map Stability Saliency Map Instability

ω = 4

Static Analysis for Machine LearningLesson 12
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Saliency Maps
(A Very Small) Example
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Semantic Perturbations
(A Very Small) Example
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Saliency Map Stability
(A Very Small) Example
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Encoding Semantic Perturbations [Mohapatra20]

(A Very Small) Example
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Activation Patterns
Naïve Breadth-First Search
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ActiveInactive

x

  ReLU(x)
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Activation Patterns
(A Very Small) Example
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Prediction Stability
(A Very Small) Example
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Saliency Map Stability
(A Very Small) Example
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(A Very Small) Example
Saliency Maps
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Naïve Breadth-First Search
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Prediction Stability
(A Very Small) Example
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Saliency Map Stability
(A Very Small) Example
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Naïve Breadth-First Search
(A Very Small) Example
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Naïve Breadth-First Search
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Geometric Boundary Search
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Experimental Results
Geometric Boundary Search
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Abstract (Boundary) Search
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Stability

Safety

Stop Max Speed 100
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!
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Goal G3 in [Kurd03]

Goal G4 in [Kurd03]
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Airborne Collision Avoidance System for Unmanned Aircraft
ACAS Xu [Julian16][Katz17]

68

implemented using 45 feed-forward fully-connected ReLU networks

A DNN implementation of ACAS Xu presents new certification challenges.
Proving that a set of inputs cannot produce an erroneous alert is paramount
for certifying the system for use in safety-critical settings. Previous certification
methodologies included exhaustively testing the system in 1.5 million simulated
encounters [20], but this is insu�cient for proving that faulty behaviors do not
exist within the continuous DNNs. This highlights the need for verifying DNNs
and makes the ACAS Xu DNNs prime candidates on which to apply Reluplex.

Network Functionality. The ACAS Xu system maps input variables to action
advisories. Each advisory is assigned a score, with the lowest score corresponding
to the best action. The input state is composed of seven dimensions (shown in
Fig. 6) which represent information determined from sensor measurements [19]:
(i) ⇢: Distance from ownship to intruder; (ii) ✓: Angle to intruder relative to
ownship heading direction; (iii)  : Heading angle of intruder relative to ownship
heading direction; (iv) vown: Speed of ownship; (v) vint: Speed of intruder; (vi) ⌧ :
Time until loss of vertical separation; and (vii) aprev: Previous advisory. There
are five outputs which represent the di↵erent horizontal advisories that can be
given to the ownship: Clear-of-Conflict (COC), weak right, strong right, weak
left, or strong left. Weak and strong mean heading rates of 1.5 �/s and 3.0 �/s,
respectively.

Ownship

vown

Intruder

vint

⇢

 

✓

Fig. 6: Geometry for ACAS Xu Horizontal Logic Table

The array of 45 DNNs was produced by discretizing ⌧ and aprev, and produc-
ing a network for each discretized combination. Each of these networks thus has
five inputs (one for each of the other dimensions) and five outputs. The DNNs
are fully connected, use ReLU activation functions, and have 6 hidden layers
with a total of 300 ReLU nodes each.

Network Properties. It is desirable to verify that the ACAS Xu networks
assign correct scores to the output advisories in various input domains. Fig. 7
illustrates this kind of property by showing a top-down view of a head-on en-
counter scenario, in which each pixel is colored to represent the best action if
the intruder were at that location. We expect the DNN’s advisories to be con-
sistent in each of these regions; however, Fig. 7 was generated from a finite set

5 input sensor measurements 

• : distance from ownship to intruder

• : angle to intruder relative to ownship heading direction

• : heading angle to intruder relative to ownship heading direction

• : speed of ownship

• : speed of intruder

ρ
θ
ψ
vown
vint

22 / 30

Properties of Interest

1. No unnecessary turning advisories
2. Alerting regions are consistent
3. Strong alerts do not appear when vertical separation 

is large

5 output horizontal advisories 

• Strong Left

• Weak Left

• Clear of Conflict

• Weak Right

• Strong Right
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Example: “if intruder is near and approaching from the left, go Strong Right”
ACAS Xu Properties [Katz17]
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Input-Output Properties
Safety
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M ∞ ↦I
O ⋅ {[[M]]} ∈ ↦I

O

Theorem

M ∞ ↦I
O ⋅ [[M]] ∈ ∑↦I

O

Corollary

↦I
O

def= {[[M]] ⊆ SAFEI
O([[M]])}

 is the set of all neural networks M (or, rather, their semantics )  
that satisfy the input and output specification  and 
↦I

O [[M]]
I O

SAFEI
O(T) def= ⊧t − T : t0 ∞ I ∀ tω ∞ O

: input specificationI
: output specificationO
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Forward Analysis

71

…

…

1. proceed forwards from 
an abstraction of the 
input specification I

…

…

2. check output for inclusion  
in output specification : 
included        safe 
otherwise       alarm 

O
⟩
⟩#

[[M]] ∈ [[M]]∑ ∈ ∑↦I
O ∀ M ∞ ↦I

O

Theorem
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Example
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Abstraction #3: DeepPoly
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DeepPoly Abstraction [Singh19]
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≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1 Clear of Conflict

Strong Turn

x01 ⇒ {[x01, x01]
[≤1, 1]

x00 ⇒ {[x00, x00]
[0, 1]

x11 ⇒ {[x00 ≤ x01, x00 ≤ x01]
[≤1, 2]

x11 ⇒ {[x11, 2
3 ♮ x11 + 2

3 ]
[≤1, 2]

ReLU

x10 ⇒ {[x00 + x01, x00 + x01]
[≤1, 2]

x10 ⇒ {[x10, 2
3 ♮ x10 + 2

3 ]
[≤1, 2]

ReLU

ba
x

ReLU(x)

ReLU(x) ∣
b (x ≤ a)

b ≤ a

    
   x

∣ ReLU(x)
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DeepPoly Abstraction [Singh19]

76

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1 Clear of Conflict

Strong Turn

x01 ⇒ {[x01, x01]
[≤1, 1]

x00 ⇒ {[x00, x00]
[0, 1]

x20 ⇒ {
[x10 + x11, x10 + x11]
[0, 8

3 ]

x21 ⇒ {
[x10 ≤ x11, x10 ≤ x11]
[≤ 7

3 , 7
3 ]

x21 ⇒
[0, 0.5 ♮ x21 + 7

6 ]

[0, 7
3 ]

ReLU

ba
x

ReLU(x)

ReLU(x) ∣
b (x ≤ a)

b ≤ a

0 ∣ ReLU(x)
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DeepPoly Abstraction [Singh19]

77

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1 Clear of Conflict

Strong Turn

x01 ⇒ {[x01, x01]
[≤1, 1]

x00 ⇒ {[x00, x00]
[0, 1]

x30 ⇒ {[x20 + x21 + 1, x20 + x21 + 1]
[1, 5 . 5]

x31 ⇒
[x21 ≤ 1.25, x21 ≤ 1.25]
[≤1 . 25, 13

12 ]

not precise enough!
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Abstraction #2: Symbolic
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Symbolic Abstraction [Li19]

80

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

Strong Turn≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒ {x01
[≤1, 1]

x00 ⇒ {x00
[0, 1]

x10 ⇒ {x00 + x01
[≤1, 2] x10 ⇒ {x10

[0, 2]

x11 ⇒ {x11
[0, 2]x11 ⇒ {x00 ≤ x01

[≤1, 2]
ReLU

ReLU
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Symbolic Abstraction [Li19]
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x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

Strong Turn≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒ {x01
[≤1, 1]

x00 ⇒ {x00
[0, 1]

x20 ⇒ {x10 + x11
[0, 4]

x21 ⇒ {x21
[0, 2]x21 ⇒ {x10 ≤ x11

[≤2, 2]
ReLU
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Symbolic Abstraction [Li19]
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x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒ {x01
[≤1, 1]

x00 ⇒ {x00
[0, 1]

x30 ⇒ {x10 + x11 + x21 + 1
[1, 7]

x31 ⇒ {x21 ≤ 1.25
[≤1 . 25, 0 . 75]
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DeepPoly Abstraction

56

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

−1 ⋅ ω ⋅ 1

0 ⋅ δ ⋅ 1 Clear of Conflict

Strong Turn

x01 ℳ {[x01, x01]
[−1, 1]

x00 ℳ {[x00, x00]
[0, 1]

x30 ℳ {[x20 + x21 + 1, x20 + x21 + 1]
[1, 5 . 5]

x31 ℳ
[x21 − 1.25, x21 − 1.25]
[−1 . 25, 13

12 ]

not precise enough!
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Caterina UrbanStatic Analysis for Machine LearningLesson 12

DeepPoly Abstraction

56

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

−1 ⋅ ω ⋅ 1

0 ⋅ δ ⋅ 1 Clear of Conflict

Strong Turn

x01 ℳ {[x01, x01]
[−1, 1]

x00 ℳ {[x00, x00]
[0, 1]

x30 ℳ {[x20 + x21 + 1, x20 + x21 + 1]
[1, 5 . 5]

x31 ℳ
[x21 − 1.25, x21 − 1.25]
[−1 . 25, 13

12 ]

not precise enough!
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Symbolic Abstraction

61

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

−1 ⋅ ω ⋅ 1

0 ⋅ δ ⋅ 1

x01 ℳ {x01
[−1, 1]

x00 ℳ {x00
[0, 1]

x30 ℳ {x10 + x11 + x21 + 1
[1, 7]

x31 ℳ {x21 − 1.25
[−1 . 25, 0 . 75]
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DeepPoly Abstraction

39

x00

x01

x10

1

0.5

0.5

1

4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x00 − {[x00, x00]
[0, 1]

x01 − {[x01, x01]
[0, 1]

x40 − {[0.5 ⋅ x30 ℳ 2 ⋅ x31 + 1, 0.5 ⋅ x30 ℳ 2 ⋅ x31 + 1]
[2, 5]

x41 − {[x31, x31]
[0, 1]
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Symbolic Abstraction

27

x00

x01

x10

1

0.5

0.5

1
4

x11

2

-1

1

3

3

x20 x30

x40

x41

0

x21

1

-1.5

-14

0.5

-1

x31

1

0.5

1

0

-2

0

-80

0.5

0.75

x00 − {x00
[0, 1]

x01 − {x01
[0, 1]

x30 − {3 ⋅ x00 + 3 ⋅ x01 + 2
[2, 8]

x40 − {1.5 ⋅ x00 + 1.5 ⋅ x01 ℳ 2 ⋅ x31 + 1
[ℳ1, 4]

x41 − {x31
[0, 1]

x31 − {x00 + x01 ℳ 1
[ℳ1, 1]

x31 − {x31
[0, 1]

ReLU

not precise enough!

Modified Example
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Abstraction #4: Product
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Symbolic & DeepPoly
Product Abstraction [Mazzucato21]

85

[max(as, ad), min(bs, bu)]
DeepPolySymbolic

[ad, bd]

[as, bs]

[max(as, ad), min(bs, bu)]
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Product Abstraction [Mazzucato21]

Symbolic & DeepPoly

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

Strong Turn≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒
x01
[x01, x01]
[≤1, 1]

x00 ⇒
x00
[x00, x00]
[0, 1]

x10 ⇒
x00 + x01
[x00 + x01, x00 + x01]
[≤1, 2]

x10 ⇒
x10 ⟩ [0, 2]
[x10, 2

3 ♮ x10 + 2
3 ] ⟩ [≤1, 2]

[0, 2]
ReLU

x11 ⇒
x00 ≤ x01
[x00 ≤ x01, x00 ≤ x01]
[≤1, 2]

x11 ⇒
x11 ⟩ [0, 2]
[x11, 2

3 ♮ x11 + 2
3 ] ⟩ [≤1, 2]

[0, 2]
ReLU
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Product Abstraction [Mazzucato21]

Symbolic & DeepPoly

x21 ⇒

x21 ⟩ [0, 2]
[0, 0.5 ♮ x21 + 0.5] ⟩ [0, 5

3 ]

[0, 5
3 ]

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

Strong Turn≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒
x01
[x01, x01]
[≤1, 1]

x00 ⇒
x00
[x00, x00]
[0, 1]

x21 ⇒
x10 ≤ x11 ⟩ [≤2, 2]
[x10 ≤ x11, x10 ≤ x11] ⟩ [≤ 7

3 , 7
3 ]

[≤2, 2] ReLU

x20 ⇒

x10 + x11 ⟩ [0, 4]
[x10 + x11, x10 + x11] ⟩ [0, 8

3 ]

[0, 8
3 ]
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Product Abstraction [Mazzucato21]

Symbolic & DeepPoly

x00

x01

x10

1

-1

1

1

0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

Clear of Conflict

≤1 ∣ θ ∣ 1

0 ∣ ρ ∣ 1

x01 ⇒
x01
[x01, x01]
[≤1, 1]

x00 ⇒
x00
[x00, x00]
[0, 1]

x30 ⇒
x10 + x11 + x21 + 1 ⟩ [1, 20

3 ]
[x20 + x21 + 1, x20 + x21 + 1] ⟩ [1, 4 . 5]
[1, 4 . 5]

x31 ⇒

x21 ≤ 1.25 ⟩ [≤1 . 25, 5
12 ]

[x21 ≤ 1.25, x21 ≤ 1.25] ⟩ [≤1 . 25, 5
12 ]

[≤1 . 25, 5
12 ]
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Going Farther: Complete Methods
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Complete Abstraction
Star Sets

91

use union of  efficient representations of bounded convex polyhedra

Follow-up Work
 
H.-D. Tran et al. - 
Verification of Deep 
Convolutional Neural 
Networks Using 
ImageStars (CAV 2020)

← def= ⟶c, V, P𝒮
: center 

: basis vectors in  
: predicate

c − ⇔n

V = {v1, …, vm} ⇔n

P : ⇔m ⟩ { Θ , ⊥ }

[[←]] = {x ⊆ x = c +
m

⋃
i=1

αivi such that P(α1, …, αm) = ⊥ }

• fast and cheap affine mapping operations  neural network layers 
• inexpensive intersections with half-spaces  ReLU activations

⟩
⟩

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
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Asymptotically Complete Method
ReluVal

92

symbolic propagation + iterative input refinement

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)

     safe 



Caterina UrbanStatic Analysis for Machine LearningLesson 12

DeepPoly Abstraction [Singh19] + Input Refinement

93

x00

x01

x10

1

-1

1

1
0

x11

1

-1

1

1

0

x20

x30

x31

0

x21

1

1

1

0

1

-1.25

0

x00 ⇒ {[x00, x00]
[≤1, 1]

x01 ⇒ {[x01, x01]
[≤1, 1]

x30 ⇒ {
…
[1, 5 . 5]

x31 ⇒ {
…
[≤1 . 25, 0 . 75]

x00 ⇒ {[x00, x00]
[0, 1]

x31 ⇒ {
…
[≤1 . 25, 13

12 ]
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Asymptotically Complete Method
Neurify

94

symbolic propagation  + convex ReLU approximation +  iterative input/ReLU refinement

xi,j ⇒ {[→k c0,k ♮ x0,k + c, →k d0,k ♮ x0,k + d] c0,k, c, d0,k, d − ⇔
[a, b] a, b − ⇔

xi,j ⇒ {[Ei,j, Ei,j]
[a, b]

xi,j ⇒ {[Ei,j, Ei,j]
[a, b]

xi,j ⇒ {[0, 0]
[0, 0]

ReLU

ReLU

ReLU

0 ∣ a

a < 0 ⟨ 0 < b

b ∣ 0

ba x

ReLU(x)

b
b ≤ a

x ∣ ReLU(x)

ReLU(x) ∣
b
b ≤ a

(x ≤ a)
xi,j ⇒ {[ b

b ≤ a Ei,j, b
b ≤ a (Ei,j ≤ a)]

[a, b]

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)
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The State of the Art
-CROWNαβ

95

https://github.com/Verified-Intelligence/alpha-beta-CROWN

Winner of the International Verification of Neural Networks Competition since 2021
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Other Abstractions
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Interval Neural Networks

97

Related Work
 
Y. Y. Elboher et al. - An 
Abstraction-Based 
Framework for Neural 
Network Verification (CAV 
2020)

merge neurons layer-wise  

based on partitioning strategy + 

replace weights with intervals

P. Prabhakar and Z. R. Afza - Abstraction based Output Range Analysis for Neural Networks (NeurIPS 2019)

[w
01 , w

01 ]

[ w21, w21]
[ w11, w11]

lj ⇒ x0,j ⇒ uj xN > 0
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• A. Boopathy, T.-W. Weng, P.-Y. Chen, S. Liu, and L. Daniel. CNN-Cert: An Efficient Framework for 
Certifying Robustness of Convolutional Neural Networks. In AAAI, 2019.  
approach focusing on convolutional neural networks 

• C.-Y. Ko, Z. Lyu, T.-W. Weng, L. Daniel, N. Wong, and D. Lin. POPQORN: Quantifying Robustness of 
Recurrent Neural Networks. In ICML, 2019.  
H. Zhang, M. Shinn, A. Gupta, A. Gurfinkel, N. Le, and N. Narodytska. Verification of Recurrent Neural 
Networks for Cognitive Tasks via Reachability Analysis. In ECAI, 2020. 
approaches focusing on recurrent neural networks 

• G. Bonaert, D. I. Dimitrov, M. Baader, M. T. Vechev. Fast and Precise Certification of Transformers. In 
PLDI, 2021. 
approach focusing on transformer models 

• D. Gopinath, H. Converse, C. S. Pasareanu, and A. Taly. Property Inference for Deep Neural Networks. 
In ASE, 2019.  
an approach for inferring safety properties of neural networks

Other Incomplete Methods

98
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Complete Methods

99

Incomplete Methods

Advantages 

sound and complete


Disadvantages 

soundness not typically guaranteed  
with respect to floating-point arithmetic  

do not scale to large models 

often limited to certain  
model architectures

suffer from false positives


Disadvantages 

able to scale to large models


sound often also with respect to  
floating-point arithmetic


less limited to certain  
model architectures


Advantages
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Stability

Safety

Hypersafety
!"
GO AROUND

!
LANDING

Stop Max Speed 100

+ =

Goal G3 in [Kurd03]

Goal G4 in [Kurd03]
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~20% of Air Transportation Accidents*
Runway Excursions during Landing

101

Jeju Air Crash (December 29th, 2024)

https://www.newsweek.com/

*https://www.airbus.com/en/newsroom/stories/2022-10-safety-innovation-5-runway-overrun-prevention-system-rops-and-runway

15/01/2025, 14:18Jeju Air Flight 2216 - Wikipedia

Page 1 of 25https://en.wikipedia.org/wiki/Jeju_Air_Flight_2216

Jeju Air Flight 2216

HL8088, the aircraft involved in the accident,
pictured in 2023

Accident
Date 29 December 2024
Summary Overshot runway and hit

concrete structure during
belly landing, under
investigation

Site Muan International Airport,
Muan County, South Jeolla
Province, South Korea
34°58′35″N 126°22′58″E
Aircraft

Aircraft type Boeing 737-8AS[a]

Operator Jeju Air
IATA flight No. 7C2216
ICAO flight No. JJA2216
Call sign JEJU AIR 2216
Registration HL8088
Flight origin Suvarnabhumi Airport,

Bangkok, Thailand
Destination Muan International Airport,

Muan County, South Jeolla
Province, South Korea

Occupants 181
Passengers 175

Jeju Air Flight 2216
Jeju Air Flight 2216 was a scheduled
international passenger flight operated by Jeju Air
from Suvarnabhumi Airport in Bangkok,
Thailand, to Muan International Airport in Muan
County, South Korea. On 29 December 2024, the
Boeing 737-800 operating the flight was
approaching Muan, when a bird strike occurred.
The pilots issued a mayday alert, performed a go-
around, and on the second landing attempt, the
landing gear did not deploy and the airplane belly
landed well beyond the normal touchdown zone.
It overran the runway and crashed into a berm
encasing a concrete structure that supported an
antenna array for the instrument landing system.
The collision killed all 175 passengers and 4 of 6
crew members. The surviving 2 cabin crew were
seated in the rear of the plane, which detached
from the fuselage, and were rescued with injuries.
[1]

The accident is the deadliest aviation disaster
involving a South Korean airliner since the 1997
crash of Korean Air Flight 801 in Guam and
became the deadliest aviation accident on South
Korean soil, surpassing the 2002 crash of Air
China Flight 129 that killed 129 people.[2] This
was the first fatal accident in the 19-year history
of Jeju Air.[3]

The crash is the deadliest aviation accident
involving a Boeing 737 Next Generation aircraft
and the deadliest aviation accident since the crash
of Lion Air Flight 610 in 2018.[4]

Background
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August 5th, 2020
Regulation (EU) 2020/1159

COMMISSION IMPLEMENTING REGULATION (EU) 2020/1159 

of 5 August 2020 

amending Regulations (EU) No 1321/2014 and (EU) No 2015/640 as regards the introduction of new 
additional airworthiness requirements 

THE EUROPEAN COMMISSION, 

Having regard to the Treaty on the Functioning of the European Union, 

Having regard to Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on common 
rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations 
(EC) No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010, (EU) No 376/2014 and Directives 2014/30/EU 
and 2014/53/EU of the European Parliament and of the Council, and repealing Regulations (EC) No 552/2004 and (EC) 
No 216/2008 of the European Parliament and of the Council and Council Regulation (EEC) No 3922/91 (1), and in 
particular point (h) of Article 17(1) thereof, 

Whereas: 

(1) Pursuant to Article 76(3) of Regulation (EU) 2018/1139, the European Union Aviation Safety Agency (the ‘Agency’) 
issues certification specifications (‘CS’) and regularly updates them. However, an aircraft, the design of which has 
already been certified, is not required to comply with an updated version of CS when it is produced or while in 
service. Therefore, in order to maintain a high level of aviation safety and environmental requirements in the Union, 
compliance of such aircraft with additional airworthiness requirements that were not included in the initial CS at the 
time of certification of design should be introduced. Commission Regulation (EU) 2015/640 (2) sets out such 
additional airworthiness requirements. That Regulation should now be amended to add new requirements on 
ageing aircraft. 

(2) In 2007, the Agency issued Acceptable Means of Compliance (AMC) 20-20 which provide technical guidance for 
developing a continuing structural integrity programme aiming at ensuring safe operation of ageing aircraft 
throughout their operational life. Due to the non-binding nature of the AMC, the application of that guidance may 
not be consistent throughout the Union. In consequence, there may be currently large aircraft in operation which 
were designed, modified or repaired without effectively addressing damage tolerance evaluations, widespread 
fatigue damage and corrosion prevention. With the objective of preventing catastrophic failures due to fatigue, 
including widespread fatigue and corrosion, additional airworthiness requirements on ageing aircraft should be 
introduced in Regulation (EU) 2015/640. 

(3) Any aircraft could be considered to be ageing from the moment of its manufacture. The ageing of an aircraft depends 
on such factors as age, the number of flight cycles and the number of flight hours. Individual aircraft components 
age differently and some of the ageing factors are fatigue through repetitive cycles, wear, deterioration and 
corrosion. Those factors could cause significant safety concern if they are not properly managed throughout the life 
of the aircraft. Service experience has shown that there is a need to continually update knowledge about the 
structural integrity of ageing aircraft. Therefore, new requirements to keep up to date knowledge about ageing 
factors on the basis of real-time operational experience and with the use of modern tools of analysis and testing 
should be introduced in Regulation (EU) 2015/640. 

(4) Those requirements on ageing aircraft should ensure that design approval holders produce the data and follow 
procedures, instructions and manuals necessary to prevent ageing structure failures due to corrosion and fatigue 
and make them available to operators. In order to achieve this, design approval holders should be required to 
develop a comprehensive continuing structural integrity programme for the aircraft type and to evaluate existing 
changes and repair designs for damage tolerance. At the same time, operators should be required to incorporate 
into their maintenance programme those data whilst addressing the adverse effects of changes and repairs on each 
airframe and its associated maintenance requirements. 

(1) OJ L 212, 22.8.2018, p. 1. 
(2) Commission Regulation (EU) 2015/640 of 23 April 2015 on additional airworthiness specifications for a given type of operations and 

amending Regulation (EU) No 965/2012 (OJ L 106, 24.4.2015, p. 18). 

EN Official Journal of the European Union L 257/14                                                                                                                                           6.8.2020   
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Less Computing Power and Less Computing Time
Neural Network Surrogates

103
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Toy Example
Runway Overrun Warning

104

WEIGHT

TEMPERATURE

ALTITUDE

SPEED

WIND

SLOPE

0.1208750.113805

0.755487

0.065404
0.064486

0.224640

0.0
978

62

0.090701
0.344943

2.
03
00
51

2.1233
38

2.619876

0.
10
19
56

0.0
763

74

0.346636

-2
.1
03
56
5

-1
.6
51
13
2

1.41
8635

1.623834

-0.828711

-0.686885

1.803209

1.958950

1.958103

1.
22
22
49

2.388245

2.273354

2.
72
57
16

2.
24
58
51

0.662405

-3.489653

-3.834811

-4.211086

1.735994

2.327110

2.147212

0.
66
65
07

2.685314

2.285599

3.
19
23
44

1.
42
48
07

2.665507

-2.627086

-3.695113

-4.299974

x10

x11

x12

x20

x21

x22

x30

x31

x32

x40

x41

x42

x50

2.296390

-0.552155

-2.509773

1.
98
03
87

-0.828226

1.199384

2.
94
53
60

-0
.4
95
99
8

-0.245429

5.024773

-2.278012

x00

x01

x02

x03

x04

x05

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
2.278012

-4.096463

-0.180652

0.1
806

52

16.663
048

-1
6.
66
30
48

2500

-2500

x51

LANDING

GO AROUND

RUNWAY 
LENGTH
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Toy Example
Runway Overrun Warning
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)
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Maximal Trace Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

[[M]]
: inputt0

: predictiontω
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HyperSafety of Neural Network Surrogate
Runway Overrun Warning
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!"
GO AROUND

!
LANDING
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Abstract Non-Interference Properties
Hypersafety Verification

108

: input abstractionη

: output abstraction ρ

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}
 is the set of all executions that satisfy abstract non-interference with respect to  and ⊤η

ρ η ρ

M ∞ ⊤η
ρ ⋅ [[M]] − ⊤η

ρ ⋅ {[[M]]} ∈ ⊤η
ρ

Theorem

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.
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Subset-Closed Property (*)
Abstract Non-Interference
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(*) Machine Learning Models are Deterministic 

⟩θ
η
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Abstract Non-Interference Properties
Hypersafety Verification
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: input abstractionη

: output abstraction ρ

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}
 is the set of all executions that satisfy abstract non-interference with respect to  and ⊤η

ρ η ρ

M ∞ ⊤η
ρ ⋅ [[M]] − ⊤η

ρ ⋅ {[[M]]} ∈ ⊤η
ρ

Theorem

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ∞ ⊤η
ρ ℋ [[M]] ∈ [[M]]∑ ∈ ⊤η

ρ

Corollary
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Example
Abstract Non-Interference Verification
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

 if  else ρ(x50) = 1 x50 > x51 0
 if  else ρ(x51) = 1 x51 > x50 0

:ρ

η(x00) = x00
η(x01) = x01
η(x02) = ⊥
η(x03) = x03
η(x04) = x04
η(x05) = x05

:η

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

ALTITUDE

“the risk of a runway overrun does 
not change when only varying the 
altitude at which it is measured (in the 
expected range) and nothing else”
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concrete semantics 
mathematical models of the program behavior

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs

Abstract Interpretation
3-Step Recipe
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Abstract Interpretation
3-Step Recipe

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs

concrete semantics 
mathematical models of the program behavior
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Hierarchy of Semantics
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collecting semantics

outcome semantics

parallel semantics
α⇐

{[[M]]}

{[M]}⇐
𝕀

{[M]}⇐
↝

{[M]}⇐ α𝕀

α𝕀

α↝

α↝

α⇐

α⇐

dependency semantics

[[M]]↝

[[M]]𝕀
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Hierarchy of Semantics

115

collecting semantics

outcome semantics

parallel semantics
α⇐

{[[M]]}

{[M]}⇐
𝕀

{[M]}⇐
↝

{[M]}⇐ α𝕀

α𝕀

α↝

α↝

α⇐

α⇐

dependency semantics

[[M]]↝

[[M]]𝕀
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Collecting Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

{[[M]]}
: inputt0

: predictiontω
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Hierarchy of Semantics

117

collecting semantics

outcome semantics

parallel semantics
α⇐

{[[M]]}

{[M]}⇐
𝕀

{[M]}⇐
↝

{[M]}⇐ α𝕀

α𝕀

α↝

α↝

α⇐

α⇐

dependency semantics

[[M]]↝

[[M]]𝕀
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Dependency Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

[[M]]𝕀

: inputt0

: predictiontω

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}
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Hierarchy of Semantics
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collecting semantics

outcome semantics

parallel semantics
α⇐

{[[M]]}

{[M]}⇐
𝕀

{[M]}⇐
↝

{[M]}⇐ α𝕀

α𝕀

α↝

α↝

α⇐

α⇐

dependency semantics

[[M]]↝

[[M]]𝕀
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Outcome Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

[[M]]↝

: inputt0

: predictiontω

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}
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Abstract Non-Interference Properties
Hypersafety Verification

121

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ∞ ⊤η
ρ ⋅ ⊧A, B − [[M]]↝ : ρ(Aω) ∙ ρ(Bω) = Θ ∀ η(A0) ∙ η(B0) = Θ

Lemma

x02 x02
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3-Step Recipe
Abstract Interpretation

122

concrete semantics 
mathematical models of the program behavior

practical tools  
targeting specific programs

abstract semantics, abstract domains 
algorithmic approaches to decide program properties
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Naïve Backward Analysis
Hypersafety Verification
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

2. proceed backwards  
through the model layers 

1. start from an abstraction  
for each possible 
classification outcome

1. check for disjunction  
in corresponding input partitions: 
disjoint        safe 
otherwise       alarm 

⟩
⟩#
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Naïve Backward Analysis
Hypersafety Verification

127

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

(≤4.556024) * x40 + (0.361304) * x41 + (≤33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 ≤ 3728 > 0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x40
x40 ≥ 0x40 < 0

too imprecise!
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Naïve Backward Analysis with Disjunctive Completion
Hypersafety Verification

128

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

(≤4.556024) * x40 + (0.361304) * x41 + (≤33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 ≤ 3728 > 0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x40
x40 ≥ 0x40 < 0

…

…

4096
…

4096

512
512

64
64

8
8

too many disjunctions!
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Abstract Interpretation
3-Step Recipe

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs

concrete semantics 
mathematical models of the program behavior
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Hierarchy of Semantics
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collecting semantics

outcome semantics

parallel semantics
α⇐

{[[M]]}

{[M]}⇐
𝕀

[[M]]𝕀

{[M]}⇐
↝

[[M]]↝

{[M]}⇐ α𝕀

α𝕀

α↝

α↝

α⇐

α⇐

dependency semantics
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Parallel Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

[[M]]↝

: inputt0

: predictiontω

⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}
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Abstract Non-Interference Properties
Hypersafety Verification
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⊤η
ρ

def= {T ⊆ ⊧t, tℛ − T : η(t0) = η(tℛ 0) ∀ ρ(tω) = ρ(tℛ ω)}

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ∞ ⊤η
ρ ⋅ ⊧I − ⇐ : ⊧A, B − [[M]]⇐

↝ : ρ(AI
ω) ∙ ρ(BI

ω) = Θ ∀ η(AI
0) ∙ η(BI

0) = Θ

Lemma
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3-Step Recipe
Abstract Interpretation

133

concrete semantics 
mathematical models of the program behavior

practical tools  
targeting specific programs

abstract semantics, abstract domains 
algorithmic approaches to decide program properties
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Static Forward Analysis
Hypersafety Verification [Urban20]
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

1. start from a partition  
of the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

⟩



Caterina UrbanStatic Analysis for Machine LearningLesson 12

Symbolic & DeepPoly Product Abstraction
Static Forward Analysis
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00: [-1, 1]
x01: [-1, 1]
x02: ⊥
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η
x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

…

x00: [0, 1]
x01: [-1, 0]
x02: ⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

x50: [1, 1]
x51: [0, 0]:ρ x50: [0, 1]

x51: [0, 1]:ρ

1
1
?
1
1
1
1
1
1
1
0
?

x50: [0, 1]
x51: [0, 1]:ρ

1
1
?
1
1
1
1
1
1
1
0
?

several partitions share the  
same abstract activation pattern



Caterina UrbanStatic Analysis for Machine LearningLesson 12

Static Backward Analysis
Hypersafety Verification [Urban20]
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

2. proceed backwards  
in parallel for each  
abstract activation pattern

1. start from an abstraction  
for each possible 
classification outcome

1. check for disjunction  
in corresponding input partitions: 
disjoint        safe 
otherwise       alarm 

⟩
⟩#
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Static Backward Analysis
Symbolic & DeepPoly Product Abstraction

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

1
1
?
1
1
1
1
1
1
1
0
?

:η

1
1
?
1
1
1
1
1
1
1
0
?

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x40
x40 ≥ 0x40 < 0

(≤4.556024) * x40 + (0.361304) * x41 + (≤33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 ≤ 3728 > 0

1

0

?
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Static Backward Analysis
Symbolic & DeepPoly Product Abstraction

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

⊓

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊥
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

1
1
?
1
1
1

1
0
?

:η

1
1
?
1
1
1

1
0
?

(≤4.556024) * x40 + (0.361304) * x41 + (≤33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 ≤ 3728 > 0

x00: 1
x01: 1
x02: -1
x03: 1
x04: 1
x05: -1

x00: 1
x01: 1
x02: 1
x03: 1
x04: 1
x05: -1

counterexample
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3-Step Recipe
Abstract Interpretation
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concrete semantics 
mathematical models of the program behavior

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs



Caterina UrbanStatic Analysis for Machine LearningLesson 12

Static Forward Analysis
Hypersafety Verification [Urban20]
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

1. iteratively partition  
the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

⟩

1
1

1
0
1

?
?
?

0
0

?
?

L

U
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DeepPoly Abstraction
Partitioning Strategies: Interval Range
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x00: [-1, 1]
x01: [-1, 1]
x02: ⊥
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

:η

x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0]

x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0]

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

x00: [-1, 0] x00: [0, 1]

x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1]
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DeepPoly Abstraction
Partitioning Strategies: ReCIPH

148

x00: [-1, 1]
x01: [-1, 1]
x02: ⊥
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50 - x51: {17 * x00 + 9 * x01 + … + 293 * x03 + 14 * x04 ≤ 309 * x05
⊓

x50 - x51: {49 * x00 + 26 * x01 + … + 824 * x03 + 41 * x04 + …
⊓

x50 - x51: {≤52 * x00 ≤ 18 * x01 + … ≤ 27 * x04 + …
⊓

x50 - x51: {… + 139 * x01 + … + 205 * x04 + …
⊓

Durand, Lemesle, Chihani, CU, and Terrier. ReCIPH: Relational Coefficients for Input Partitioning Heuristic. In WFVML, 2022
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DeepPoly Abstraction with ReCIPH Partitioning
Input Refinement  Output Refinement⋮
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x00: [-1, 1]
x01: [-1, 1]
x02: ⊥
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50 - x51: { ⊓
[≤1362.398776, 3886.062977]

x50 - x51: { ⊓
[≤262.252316, 2501.513908]

x50 - x51: { ⊓
[≤151.552777, 2332.647602]

x50 - x51: { ⊓
[≤385.766878, 2593.282420]
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DeepPoly Abstraction with Input Range Partitioning

150

Input Refinement  Output Refinement⋮

x00: [-1, 1]
x01: [-1, 1]
x02: ⊥
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

:η

x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0]

x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0]

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

x00: [-1, 0] x00: [0, 1]

x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1]

x50 - x51: { ⊓
[≤1362.398776, 3886.062977]

x50 - x51: { ⊓
[≤1332.907174, 3866.085654]

x50 - x51: { ⊓
[≤1321.181337, 3858.035337]

x50 - x51: { ⊓
[≤2159.221645,4480.496955]

worse bounds than starting 
from the entire input space!
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Scalability-vs-Precision Tradeoff
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L U Boxes Symbolic DeepPoly Product
Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5
2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

Analyzed Input Space Percentage

Execution Time
L U Boxes Symbolic DeepPoly Product

Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s

0.5
2 8,88s 5,76s 2,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s
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Fairness
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Machine Learning Impacts Our Society
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find best applicants

 

An applicant being interviewed on their phone

By  Charles Hymas 

27 SEPTEMBER 2019 • 10:00 PM

rtificial intelligence (AI) and facial expression technology is being used

for the first time in job interviews in the UK to identify the best

candidates.

Unilever, the consumer goods giant, is among companies using AI

technology to analyse the language, tone and facial expressions of candidates

when they are asked a set of identical job questions which they film on their

mobile phone or laptop.
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In 2019, predictive algorithms will start to make banking fair for all

This year we will see a technology-led democratisation of access to capital for small businesses give new opportunities to every

community
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Part of  The Real-World AI Issue

ikhail Arroyo had made it out of the coma, but he was still frail
when his mother, Carmen, tried to move him in with her. The
months had been taxing: Mikhail was severely injured in a

devastating fall in 2015. He had spent time in the hospital, and by 2016
was in a nursing home where his mother visited him daily, waiting until

M

AUTOMATED BACKGROUND CHECKS ARE
DECIDING WHO’S FIT FOR A HOME
But advocates say algorithms can’t capture the
complexity of criminal records
By Colin Lecher @colinlecher  Feb 1, 2019, 8:00am EST
Illustration by Alex Castro
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Can AI Be a Fair Judge in Court?Estonia Thinks So
Estonia plans to use an artificial intelligence program to decide some

small-claims cases, part of a push to make government services
smarter.

BUSINESS
CULTURE GEAR
IDEAS SCIENCE
SECURITY

MORE SIGN IN SUBSCRIBE

Subscribe to the Series
Machine Bias: Investigating the algorithms

ON A SPRING AFTERNOON IN 2014, Brisha Borden was running late to pick up her god-
sister from school when she spotted an unlocked kid’s blue Hu!y bicycle and a silver
Razor scooter. Borden and a friend grabbed the bike and scooter and tried to ride them
down the street in the Fort Lauderdale suburb of Coral Springs.

Just as the 18-year-old girls were realizing they were too big for the tiny conveyances —
which belonged to a 6-year-old boy — a woman came running after them saying, “That’s
my kid’s stu!.” Borden and her friend immediately dropped the bike and scooter and
walked away.

But it was too late — a neighbor who witnessed the heist had already called the police.
Borden and her friend were arrested and charged with burglary and petty theft for the
items, which were valued at a total of $80.

Compare their crime with a similar one:
The previous summer, 41-year-old Vernon

Machine Bias
There’s software used across the country to predict future criminals. And it’s biased

against blacks.

by Julia Angwin, Je! Larson, Surya Mattu and Lauren Kirchner, ProPublica
May 23, 2016

ProPublica DonateShare on Facebook Share on Twitter Comment
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Amazon scraps secret AI recruiting tool that showed bias against women - Reuters
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Amazon scraps secret AI recruiting tool that

showed bias against women

Jeffrey Dastin

8  M I N  R E A D

SAN FRANCISCO (Reuters) - Amazon.com Inc’s (AMZN.O) machine-learning

specialists uncovered a big problem: their new recruiting engine did not like women.

The team had been building computer programs since 2014 to review job applicants’

resumes with the aim of mechanizing the search for top talent, five people familiar with

the effort told Reuters.

Automation has been key to Amazon’s e-commerce dominance, be it inside warehouses

or driving pricing decisions. The company’s experimental hiring tool used artificial

intelligence to give job candidates scores ranging from one to five stars - much like

shoppers rate products on Amazon, some of the people said.

“Everyone wanted this holy grail,” one of the people said. “They literally wanted it to be

an engine where I’m going to give you 100 resumes, it will spit out the top five, and

we’ll hire those.”
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Prediction is Independent of Sensitive Input Values
Dependency Fairness [Galhotra17]
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Dependency Fairness

156

⇏i
def= {[[M]] ⊆ UNUSEDi([[M]])}

 is the set of all neural networks M (or, rather, their semantics )  
that do not use the value of the sensitive input node  for classification
⇏i [[M]]

x0,i

UNUSEDi(T) def= 




⊧t, tℛ − T : t0(x0,i) ℱ tℛ 0(x0,i) ⟨
(⊧0 ∣ j ∣ |L0 | : j ℱ i ∀ t0(x0,j) = tℛ 0(x0,j))
∀ tω = tℛ ω

Intuitively: inputs differing only on the value 
of the sensitive input node  should lead 
to the same classification outcome

x0,i

η(x0j) = { ⊥ j = i
x0j otherwise

:ηη(t0) = η(tℛ 0)

ρ(t0) = ρ(tℛ 0)
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Dependency Fairness
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Dependency Fairness
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⇏i
def= {[[M]] ⊆ UNUSEDi([[M]])}

 is the set of all neural networks M (or, rather, their semantics )  
that do not use the value of the sensitive input node  for classification
⇏i [[M]]

x0,i

UNUSEDi(T) def= 




⊧t, tℛ − T : t0(x0,i) ℱ tℛ 0(x0,i) ⟨
(⊧0 ∣ j ∣ |L0 | : j ℱ i ∀ t0(x0,j) = tℛ 0(x0,j))
∀ tω = tℛ ω

Intuitively: inputs differing only on the value 
of the sensitive input node  should lead 
to the same classification outcome

x0,i

M ∞ ⇏i ⋅ {[[M]]} ∈ ⇏i

Theorem

M ∞ ⇏i ℋ [[M]] ∈ [[M]]∑ ∈ ⇏i

Corollary

η(t0) = η(tℛ 0)

ρ(t0) = ρ(tℛ 0)
η(x0j) = { ⊥ j = i

x0j otherwise

:η
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concrete semantics

abstract semantics, abstract domains

practical tools

Hypersafety Verification [Urban20]

3-Step Recipe

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification

41

2. proceed backwards  
in parallel for each  
abstract activation pattern

Static Backward Analysis

1. start from an abstraction  
for each possible 
classification outcome

1. check for disjunction  
in corresponding input partitions: 
disjoint        safe 
otherwise       alarm 

→
→&

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification

39

1. start from a partition  
of the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

→

Static Forward Analysis

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Parallel Semantics
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[[M]]∙

: inputt0

: predictiontω

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}

Hyperproperty Verification
Abstract Non-Interference Properties

37

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ⊧ ℋη
ρ ⇔ ∀I ∈ 𝕀 : ∀A, B ∈ [[M]]𝕀

∙ : ρ(AI
ω) ⊓ ρ(BI

ω) = ⊥ ⇒ η(AI
0) ⊓ η(BI

0) = ⊥

Lemma

x02 x02

Partitioning Strategies: ReCIPH
DeepPoly Abstract Domain

52

x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50 - x51: {17 * x00 + 9 * x01 + … + 293 * x03 + 14 * x04 − 309 * x05
⋮

x50 - x51: {49 * x00 + 26 * x01 + … + 824 * x03 + 41 * x04 + …
⋮

x50 - x51: {−52 * x00 − 18 * x01 + … − 27 * x04 + …
⋮

x50 - x51: {… + 139 * x01 + … + 205 * x04 + …
⋮

Durand, Lemesle, Chihani, CU, and Terrier. ReCIPH: Relational Coefficients for Input Partitioning Heuristic. In WFVML, 2022
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x00 = input() 
x01 = input() 
 
x10 = -0.31 * x00 + 0.99 * x01 + (-0.63) 
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88   

x10 = 0 if x10 < 0 else x10 
x11 = 0 if x11 < 0 else x11 
 
x20 = 0.40 * x10 + 1.21 * x11 + 0.00 
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39) 
  
x20 = 0 if x20 < 0 else x20 
x21 = 0 if x21 < 0 else x21 
 
x30 = 0.26 * x20 + 0.33 * x21 + 0.45 
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45) 
 
return ‘      ’ if x31 < 30 else ‘      ’
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x00 = input() 
x01 = input() 
 
x10 = -0.31 * x00 + 0.99 * x01 + (-0.63) 
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88   

x10 = 0 if x10 < 0 else x10 
x11 = 0 if x11 < 0 else x11 
 
x20 = 0.40 * x10 + 1.21 * x11 + 0.00 
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39) 
  
x20 = 0 if x20 < 0 else x20 
x21 = 0 if x21 < 0 else x21 
 
x30 = 0.26 * x20 + 0.33 * x21 + 0.45 
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45) 
 
return ‘      ’ if x31 < 30 else ‘      ’
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caterinaurban / Libra

Code Issues Pull requests Actions Projects Security Insights

 2 branches  0 tags

README.md

Libra

Nowadays, machine-learned software plays an increasingly important role in critical
decision-making in our social, economic, and civic lives.

About

No description or website
provided.

# abstract-interpretation

# static-analysis

# machine-learning

# neural-networks  # fairness

 Readme

 MPL-2.0 License

Releases

No releases published

Packages

No packages published 

Languages

Python 98.7%

Shell 1.3%

 master Go to file  Code 

caterinaurban README 9f830db on Aug 8  53 commits

src RQ5 and RQ6 reproducibility 4 months ago

.gitignore RQ1 reproducibility 4 months ago

LICENSE Initial prototype 2 years ago

README.md RQ5 and RQ6 reproducibility 4 months ago

README.pdf README 4 months ago

icon.png icon 4 months ago

libra.png icon 4 months ago

requirements.txt some documentation 4 months ago

setup.py some documentation 4 months ago
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Perfectly Parallel Fairness Certification of Neural Networks 185:23

Table 5. Comparison of Di�erent Analysis Configurations (Japanese Credit Screening) — 12 CPUs

L U ����� �������� ��������
����� |C| |F| ���� ����� |C| |F| ���� ����� |C| |F| ����

4 15.28% 37 0 0 8s 58.33% 79 8 20 1m 26s 69.79% 115 10 39 3m 18s
6 17.01% 39 6 6 51s 69.10% 129 22 61 5m 41s 80.56% 104 23 51 7m 53s
8 51.39% 90 28 85 12m 2s 82.64% 88 31 67 12m 35s 91.32% 84 27 56 19m 33s0.5

10 79.86% 89 34 89 34m 15s 93.06% 98 40 83 42m 32s 96.88% 83 29 58 43m 39s
4 59.09% 1115 20 415 54m 32s 95.94% 884 39 484 54m 31s 98.26% 540 65 293 14m 29s
6 83.77% 1404 79 944 37m 19s 98.68% 634 66 376 23m 31s 99.70% 322 79 205 13m 25s
8 96.07% 869 140 761 1h 7m 29s 99.72% 310 67 247 1h 3m 33s 99.98% 247 69 177 22m 52s0.25

10 99.54% 409 93 403 1h 35m 20s 99.98% 195 52 176 1h 2m 13s 100.00% 111 47 87 34m 56s
4 97.13% 12449 200 9519 3h 33m 48s 99.99% 1101 60 685 47m 46s 99.99% 768 81 415 19m 1s
6 99.83% 5919 276 4460 3h 23m 100.00% 988 77 606 26m 47s 100.00% 489 80 298 16m 54s
8 99.98% 1926 203 1568 2h 14m 25s 100.00% 404 73 309 46m 31s 100.00% 175 57 129 20m 11s0.125

10 100.00% 428 95 427 1h 39m 31s 100.00% 151 53 141 57m 32s 100.00% 80 39 62 28m 33s
4 100.00% 19299 295 15446 6h 13m 24s 100.00% 1397 60 885 40m 5s 100.00% 766 87 425 16m 41s
6 100.00% 4843 280 3679 2h 24m 7s 100.00% 763 66 446 35m 24s 100.00% 401 81 242 32m 29s
8 100.00% 1919 208 1567 2h 9m 59s 100.00% 404 73 309 45m 48s 100.00% 193 68 144 24m 16s0

10 100.00% 486 102 475 1h 41m 3s 100.00% 217 55 192 1h 2m 11s 100.00% 121 50 91 30m 53s

pre-analysis) that achieved the highest input-space coverage with the shortest analysis running
time. Note that, where the |F| column only contains zeros, it means that the backward analysis
had no activation patterns to explore; this implies that the entire covered input space (i.e., the
percentage shown in the ����� column) was already certi�ed to be fair by the forward analysis.
Overall, we observe that whenever the analyzed input space is small enough (i.e., queries D � F ),

the size of the neural network has little in�uence on the input space coverage and slightly impacts
the analysis running time, independently of the domain used for the forward pre-analysis. Instead,
for larger analyzed input spaces (i.e., queries A � C) performance degrades quickly for larger
neural networks. These results thus support our claim. In fact, these considerations generalize
to other research areas in the veri�cation of neural networks, e.g., in the certi�cation of local
robustness against adversarial examples: the size of the perturbation is the most important factor
that a�ects the performance of the veri�cation [Tran et al. 2020]. Finally, again, we observe that
the �������� domain generally is the better choice for the forward pre-analysis, in particular for
queries exercising a larger input space or larger neural networks.

RQ5: Scalability-vs-Precision Tradeo�. To evaluate the e�ect of the analysis budget (bounds
L and U), we analyzed a model using di�erent budget con�gurations. For this experiment, we used
the Japanese Credit Screening9 dataset, which we made fair with respect to gender. Our 2-class
model (17 inputs and 4 hidden layers with 5 nodes each) had a classi�cation accuracy of 86%.

Table 5 shows the results of the analysis for di�erent budget con�gurations and choices for the
domain used for the forward pre-analysis. The best con�guration in terms of input-space coverage
and analysis running time is highlighted. The symbol next to each domain name introduces the
marker used in the scatter plot of Figure 4a, which visualizes the coverage and running time.
Figure 4b zooms on 90.00%  ����� and 1000s  ����  1000s .
Overall, we observe that the more precise �������� and �������� domains boost input coverage,

most noticeably for con�gurations with a larger L. This additional precision does not always result
in longer running times. In fact, a more precise pre-analysis often reduces the overall running
time. This is because the pre-analysis is able to prove that more partitions are already fair without
requiring them to go through the backward analysis (cf. columns |F|).
Independently of the chosen domain for the forward pre-analysis, as expected, a larger U or a

smaller L increase precision. Increasing U or L typically reduces the number of completed partitions
9https://archive.ics.uci.edu/ml/datasets/Japanese+Credit+Screening

Proc. ACM Program. Lang., Vol. 4, No. OOPSLA, Article 185. Publication date: November 2020.
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Table 5. Comparison of Different Analysis Configurations (Japanese Credit Screening) — 12 CPUs

L U boxes symbolic deeppoly
input |C| |F| time input |C| |F| time input |C| |F| time

4 15.28% 37 0 0 8s 58.33% 79 8 20 1m 26s 69.79% 115 10 39 3m 18s
6 17.01% 39 6 6 51s 69.10% 129 22 61 5m 41s 80.56% 104 23 51 7m 53s
8 51.39% 90 28 85 12m 2s 82.64% 88 31 67 12m 35s 91.32% 84 27 56 19m 33s0.5
10 79.86% 89 34 89 34m 15s 93.06% 98 40 83 42m 32s 96.88% 83 29 58 43m 39s
4 59.09% 1115 20 415 54m 32s 95.94% 884 39 484 54m 31s 98.26% 540 65 293 14m 29s
6 83.77% 1404 79 944 37m 19s 98.68% 634 66 376 23m 31s 99.70% 322 79 205 13m 25s
8 96.07% 869 140 761 1h 7m 29s 99.72% 310 67 247 1h 3m 33s 99.98% 247 69 177 22m 52s0.25
10 99.54% 409 93 403 1h 35m 20s 99.98% 195 52 176 1h 2m 13s 100.00% 111 47 87 34m 56s
4 97.13% 12449 200 9519 3h 33m 48s 99.99% 1101 60 685 47m 46s 99.99% 768 81 415 19m 1s
6 99.83% 5919 276 4460 3h 23m 100.00% 988 77 606 26m 47s 100.00% 489 80 298 16m 54s
8 99.98% 1926 203 1568 2h 14m 25s 100.00% 404 73 309 46m 31s 100.00% 175 57 129 20m 11s0.125
10 100.00% 428 95 427 1h 39m 31s 100.00% 151 53 141 57m 32s 100.00% 80 39 62 28m 33s
4 100.00% 19299 295 15446 6h 13m 24s 100.00% 1397 60 885 40m 5s 100.00% 766 87 425 16m 41s
6 100.00% 4843 280 3679 2h 24m 7s 100.00% 763 66 446 35m 24s 100.00% 401 81 242 32m 29s
8 100.00% 1919 208 1567 2h 9m 59s 100.00% 404 73 309 45m 48s 100.00% 193 68 144 24m 16s0
10 100.00% 486 102 475 1h 41m 3s 100.00% 217 55 192 1h 2m 11s 100.00% 121 50 91 30m 53s

had no activation patterns to explore; this implies that the entire covered input space (i.e., the
percentage shown in the input column) was already certified to be fair by the forward analysis.
Overall, we observe that whenever the analyzed input space is small enough (i.e., queries D − F ),

the size of the neural network has little influence on the input space coverage and slightly impacts
the analysis running time, independently of the domain used for the forward pre-analysis. Instead,
for larger analyzed input spaces (i.e., queries A − C) performance degrades quickly for larger
neural networks. These results thus support our claim. Again, as expected, we observe that the
symbolic domain generally is the better choice for the forward pre-analysis, in particular for
queries exercising a larger input space or larger neural networks.

RQ5: Scalability-vs-Precision Tradeoff. To evaluate the effect of the analysis budget (bounds
L and U), we analyzed a model using different budget configurations. For this experiment, we used
the Japanese Credit Screening8 dataset, which we made fair with respect to gender. Our 2-class
model (17 inputs and 4 hidden layers with 5 nodes each) had a classification accuracy of 86%. Note
that accuracy does not increase by adding more layers or nodes per layer, in fact, it may significantly
decrease — we tried up to 100 hidden layers with 100 nodes each.

Table 5 shows the results of the analysis for different budget configurations and choices for the
domain used for the forward pre-analysis. The best configuration in terms of input-space coverage
and analysis running time is highlighted. The symbol next to each domain name introduces the
marker used in the scatter plot of Figure 3a, which visualizes the coverage and running time.
Figure 3b zooms on 90.00% ≤ input and 1000s ≤ time ≤ 1000s .
Overall, we observe that the more precise symbolic and deeppoly domains boost input coverage,

most noticeably for configurations with a larger L. This additional precision does not always result
in longer running times. In fact, a more precise pre-analysis often reduces the overall running
time. This is because the pre-analysis is able to prove that more partitions are already fair without
requiring them to go through the backward analysis (cf. columns |F|).
Independently of the chosen domain for the forward pre-analysis, as expected, a larger U or a

smaller L increase precision. Increasing U or L typically reduces the number of completed partitions
(cf. columns |C|). Consequently, partitions tend to be more complex, requiring both forward and
backward analyses. Since the backward analysis tends to dominate the running time, more partitions
8https://archive.ics.uci.edu/ml/datasets/Japanese+Credit+Screening

Proc. ACM Program. Lang., Vol. 1, No. CONF, Article 1. Publication date: January 2018.
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Table 3. Comparison of Different Model Structures (Adult Census Data)

|M| U boxes symbolic deeppoly
input |C| |F| time input |C| |F| time input |C| |F| time

4 88.26% 1482 77 1136 33m 55s 95.14% 1132 65 686 19m 5s 93.99% 1894 77 992 29m 55s
6 99.51% 769 51 723 1h 10m 25s 99.93% 578 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
8 100.00% 152 19 143 3h 47m 23s 100.00% 174 18 146 1h 51m 2s 100.00% 1170 26 824 8h 2m 27s

10

10 100.00% 1 1 1 55m 58s 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 49.83% 719 9 329 13m 43s 72.29% 1177 11 559 24m 9s 60.52% 1498 14 423 10m 32s
6 72.74% 1197 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
8 98.68% 342 9 284 1h 46m 43s 98.78% 323 9 190 1h 27m 18s 70.87% 1764 18 724 2h 19m 11s

12

10 99.06% 313 7 260 1h 21m 47s 99.06% 307 5 182 1h 13m 55s 80.76% 1639 18 1007 3h 22m 11s
4 38.92% 1044 18 39 2m 6s 51.01% 933 31 92 15m 28s 49.62% 1081 34 79 3m 2s
6 46.22% 1123 62 255 20m 51s 61.60% 916 67 405 44m 40s 59.20% 1335 90 356 22m 13s
8 64.24% 1111 96 792 2h 24m 51s 74.27% 1125 78 780 3h 26m 20s 69.69% 1574 127 652 5h 6m 7s

20

10 85.90% 1390 71 1339 >13h 89.27% 1435 60 1157 >13h 76.25% 1711 148 839 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 56s 26.39% 648 2 3 10m 11s
6 0.35% 10 0 0 1m 38s 34.76% 817 4 5 43m 53s 26.74% 592 8 10 1h 23m 11s
8 0.42% 12 1 2 14m 37s 35.56% 840 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s

40

10 0.80% 23 10 13 1h 48m 43s 37.19% 880 50 75 11h 32m 21s 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
6 2.50% 72 3 22 4m 35s 45.00% 822 32 143 45m 42s 38.06% 847 25 50 5m 7s
8 9.83% 282 25 234 25m 30s 47.78% 651 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s

45

10 18.68% 522 33 488 1h 51m 24s 49.62% 714 51 294 3h 23m 20s 48.68% 1087 110 373 1h 58m 34s

models trained on biased data. This bias is intended and present in the original data: as one would
expect, recidivism risk differs for different numbers of priors. Overall, these results demonstrate the
effectiveness of our analysis in answering specific bias queries.

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that deeppoly seems generally the better choice. The difference in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because deeppoly is specifically designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like causal fairness.

The analysis results for all models are shown in the appendix (see Tables 10, 11, and 12).

RQ3: Effect of Model Structure on Scalability. To evaluate the effect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset6 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or ≤ USD 50K)
based on personal attributes such as gender, race, and occupation. We trained all models (with 23
inputs) on a fair dataset with respect to gender and ensured that each model reached a minimum
classification accuracy of 78%. Accuracy does not increase by adding more layers or nodes per layer,
in fact, it may significantly decrease — we tried up to 100 hidden layers with 100 nodes each.
Table 3 shows the results. The first column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 2 (to identify the domain used for
the forward pre-analysis: left, center, and right symbols respectively refer to the boxes, symbolic,
and deeppoly domains). The models have the following number of hidden layers and nodes per
layer (from top to bottom): 2 and 5; 4 and 3; 4 and 5; 4 and 10; 9 and 5.

Column U shows the chosen upper bound for the analysis. For each model, we tried four different
choices of U. Column input shows the input-space coverage, i.e., the percentage of the input space
that was completed by the analysis. Column |C| shows the total number of analyzed (i.e., completed)
input space partitions. Column |F| shows the total number of abstract activation patterns (left) and
feasible input partitions (right) that the backward analysis had to explore. The difference between
|C| and the number of partitions shown in |F| are the input partitions that the pre-analysis found
6https://archive.ics.uci.edu/ml/datasets/adult

Proc. ACM Program. Lang., Vol. 1, No. CONF, Article 1. Publication date: January 2018.
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Table 3. Comparison of Di�erent Model Structures (Adult Census Data)

|M| U ����� �������� ��������
����� |C| |F| ���� ����� |C| |F| ���� ����� |C| |F| ����

4 88.26% 1482 77 1136 33m 55s 95.14% 1132 65 686 19m 5s 93.99% 1894 77 992 29m 55s
6 99.51% 769 51 723 1h 10m 25s 99.93% 578 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
8 100.00% 152 19 143 3h 47m 23s 100.00% 174 18 146 1h 51m 2s 100.00% 1170 26 824 8h 2m 27s

10

10 100.00% 1 1 1 55m 58s 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 49.83% 719 9 329 13m 43s 72.29% 1177 11 559 24m 9s 60.52% 1498 14 423 10m 32s
6 72.74% 1197 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
8 98.68% 342 9 284 1h 46m 43s 98.78% 323 9 190 1h 27m 18s 70.87% 1764 18 724 2h 19m 11s

12

10 99.06% 313 7 260 1h 21m 47s 99.06% 307 5 182 1h 13m 55s 80.76% 1639 18 1007 3h 22m 11s
4 38.92% 1044 18 39 2m 6s 51.01% 933 31 92 15m 28s 49.62% 1081 34 79 3m 2s
6 46.22% 1123 62 255 20m 51s 61.60% 916 67 405 44m 40s 59.20% 1335 90 356 22m 13s
8 64.24% 1111 96 792 2h 24m 51s 74.27% 1125 78 780 3h 26m 20s 69.69% 1574 127 652 5h 6m 7s

20

10 85.90% 1390 71 1339 >13h 89.27% 1435 60 1157 >13h 76.25% 1711 148 839 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 56s 26.39% 648 2 3 10m 11s
6 0.35% 10 0 0 1m 38s 34.76% 817 4 5 43m 53s 26.74% 592 8 10 1h 23m 11s
8 0.42% 12 1 2 14m 37s 35.56% 840 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s

40

10 0.80% 23 10 13 1h 48m 43s 37.19% 880 50 75 11h 32m 21s 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
6 2.50% 72 3 22 4m 35s 45.00% 822 32 143 45m 42s 38.06% 847 25 50 5m 7s
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Fig. 3. Comparison of Di�erent Model Structures (Adult Census Data)

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that �������� seems generally the better choice. The di�erence in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because �������� is speci�cally designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like dependency fairness.

RQ3: E�ect of Model Structure on Scalability. To evaluate the e�ect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset7 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or  USD 50K)
based on personal attributes such as gender, race, and occupation. All models (with 23 inputs) were
trained on a fair dataset with respect to gender and had minimum classi�cation accuracy of 78%.
Table 3 shows the results. The �rst column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 3 (to identify the domain used for
7https://archive.ics.uci.edu/ml/datasets/adult
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Table 4. Comparison of Di�erent Input Space Sizes and Model Structures (Adult Census Data)

|M| ���� ����� �������� ��������
����� |C| |F| ���� ����� |C| |F| ���� ����� |C| |F| ����

F 100.000% 100.000% 100.000%

0.009% 0.009%
9 2 3 3m 3s

0.009%
5 1 2 3m 5s

0.009%
3 1 1 2m 33s

E 99.996% 100.000% 100.000%

0.104% 0.104%
83 9 39 3m 13s

0.104%
26 3 9 3m 8s

0.104%
22 3 9 2m 38s

D 99.978% 100.000% 100.000%

1.042% 1.042%
457 13 176 5m

1.042%
292 9 63 4m 50s

1.042%
287 6 65 5m 14s

C 99.696% 100.000% 100.000%

8.333% 8.308%
3173 20 1211 36m 12s

8.333%
2668 13 417 17m 40s

8.333%
2887 10 519 29m 52s

B 97.318% 99.991% 99.978%

50% 48.659%
15415 61 5646 1h 39m 36s

49.996%
12617 34 2112 1h 1m 19s

49.989%
13973 24 2405 1h 14m 19s

A 94.032% 99.935% 99.896%

20

100% 94.032%
18642 70 8700 2h 30m 46s

99.935%
15445 40 3481 1h 29m

99.896%
17784 39 4076 1h 47m 7s

F 99.931% 99.961% 99.957%

0.009% 0.009%
11 0 0 3m 5s

0.009%
17 0 0 3m 2s

0.009%
10 0 0 2m 36s

E 99.583% 99.783% 99.753%

0.104% 0.104%
61 0 0 3m 6s

0.104%
89 0 0 3m 10s

0.104%
74 0 0 2m 44s

D 97.917% 99.258% 98.984%

1.042% 1.020%
151 0 0 2m 56s

1.034%
297 0 0 3m 41s

1.031%
477 0 0 2m 58s

C 83.503% 95.482% 93.225%

8.333% 6.958%
506 2 3 2h 1m

7.956%
885 25 34 >13h

7.768%
1145 23 33 12h 57m 37s

B 25.634% 76.563% 63.906%

50% 12.817%
5516 7 11 1h 28m 6s

38.281%
4917 123 182 >13h

31.953%
7139 117 152 >13h

A 0.052% 61.385% 43.698%

80

100% 0.052%
12 0 0 25m 51s

61.385%
5156 73 102 10h 25m 2s

43.698%
4757 68 88 >13h

F 99.931% 99.944% 99.931%

0.009% 0.009%
6 0 0 3m 15s

0.009%
9 0 0 3m 35s

0.009%
6 0 0 3m 30s

E 99.583% 99.627% 99.583%

0.104% 0.104%
121 0 0 3m 39s

0.104%
120 0 0 6m 34s

0.104%
31 0 0 4m 22s

D 97.917% 98.247% 97.917%

1.042% 1.020%
151 0 0 6m 18s

1.024%
597 0 0 21m 9s

1.020%
301 0 0 9m 35s

C 83.333% 88.294% 83.342%

8.333% 6.944%
120 0 0 30m 37s

7.358%
755 0 0 1h 36m 35s

6.945%
483 0 0 52m 29s

B 25.000% 46.063% 25.074%

50% 12.500%
5744 0 0 2h 24m 36s

23.032%
4676 0 0 7h 25m 57s

12.537%
5762 4 4 >13h

A 0.000% 24.258% 0.017%

320

100% 0.000%
0 0 0 2h 54m 25s

24.258%
2436 0 0 9h 41m 36s

0.017%
4 0 0 5h 3m 33s

F 99.931% 99.948% 99.931%

0.009% 0.009%
11 0 0 7m 35s

0.009%
10 0 0 24m 42s

0.009%
6 0 0 7m 6s

E 99.583% 99.674% 99.583%

0.104% 0.104%
31 0 0 15m 49s

0.104%
71 0 0 51m 52s

0.104%
31 0 0 15m 14s

D 97.917% 98.668% 97.917%

1.042% 1.020%
151 0 0 1h 49s

1.028%
557 0 0 3h 31m 45s

1.020%
301 0 0 1h 3m 33s

C 83.333% 83.333%

8.333% 6.944%
481 0 0 7h 11m 39s � � � � >13h

6.944%
481 0 0 7h 12m 57s

B
50%

� � � � >13h � � � � >13h � � � � >13h

A

1280

100%
� � � � >13h � � � � >13h � � � � >13h

B: A ^ age8  53.5 queried input space: 50.00%
C: B ^ race = white queried input space: 8.333% (3 race choices)
D: C ^work class = private queried input space: 1.043% (4 work class choices)
E: D ^marital status = single queried input space: 0.104% (5 marital status choices)
F : E ^ occupation = blue-collar queried input space: 0.009% (6 occupation choices)

For the analysis budget, we used L = 0.25, U = 0.1 ⇤ |M|, and a time limit of 13h. Column �����
shows, for each domain used for the forward pre-analysis, the coverage of the queried input space
(i.e., the percentage of the input space that satis�es the query and was completed by the analysis)
and the corresponding input-space coverage (i.e., the same percentage but this time scaled to the
entire input space). Columns U, |C|, |F|, and ���� are as before. Where a timeout is indicated (i.e.,
���� > 13h) and the values for the �����, |C|, and |F| columns are missing, it means that the
timeout occurred during the pre-analysis; otherwise, it happened during the backward analysis.
For each model and query, we highlighted the con�guration (i.e., the abstract domain used for the
8This corresponds to a�e  0.5 with min-max scaling between 0 and 1.
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B: A ^ age8  53.5 queried input space: 50.00%
C: B ^ race = white queried input space: 8.333% (3 race choices)
D: C ^work class = private queried input space: 1.043% (4 work class choices)
E: D ^marital status = single queried input space: 0.104% (5 marital status choices)
F : E ^ occupation = blue-collar queried input space: 0.009% (6 occupation choices)

For the analysis budget, we used L = 0.25, U = 0.1 ⇤ |M|, and a time limit of 13h. Column �����
shows, for each domain used for the forward pre-analysis, the coverage of the queried input space
(i.e., the percentage of the input space that satis�es the query and was completed by the analysis)
and the corresponding input-space coverage (i.e., the same percentage but this time scaled to the
entire input space). Columns U, |C|, |F|, and ���� are as before. Where a timeout is indicated (i.e.,
���� > 13h) and the values for the �����, |C|, and |F| columns are missing, it means that the
timeout occurred during the pre-analysis; otherwise, it happened during the backward analysis.
For each model and query, we highlighted the con�guration (i.e., the abstract domain used for the
8This corresponds to a�e  0.5 with min-max scaling between 0 and 1.
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Table 3. Comparison of Different Model Structures (Adult Census Data)

|M| U boxes symbolic deeppoly
input |C| |F| time input |C| |F| time input |C| |F| time

4 88.26% 1482 77 1136 33m 55s 95.14% 1132 65 686 19m 5s 93.99% 1894 77 992 29m 55s
6 99.51% 769 51 723 1h 10m 25s 99.93% 578 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
8 100.00% 152 19 143 3h 47m 23s 100.00% 174 18 146 1h 51m 2s 100.00% 1170 26 824 8h 2m 27s

10

10 100.00% 1 1 1 55m 58s 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 49.83% 719 9 329 13m 43s 72.29% 1177 11 559 24m 9s 60.52% 1498 14 423 10m 32s
6 72.74% 1197 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
8 98.68% 342 9 284 1h 46m 43s 98.78% 323 9 190 1h 27m 18s 70.87% 1764 18 724 2h 19m 11s

12

10 99.06% 313 7 260 1h 21m 47s 99.06% 307 5 182 1h 13m 55s 80.76% 1639 18 1007 3h 22m 11s
4 38.92% 1044 18 39 2m 6s 51.01% 933 31 92 15m 28s 49.62% 1081 34 79 3m 2s
6 46.22% 1123 62 255 20m 51s 61.60% 916 67 405 44m 40s 59.20% 1335 90 356 22m 13s
8 64.24% 1111 96 792 2h 24m 51s 74.27% 1125 78 780 3h 26m 20s 69.69% 1574 127 652 5h 6m 7s

20

10 85.90% 1390 71 1339 >13h 89.27% 1435 60 1157 >13h 76.25% 1711 148 839 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 56s 26.39% 648 2 3 10m 11s
6 0.35% 10 0 0 1m 38s 34.76% 817 4 5 43m 53s 26.74% 592 8 10 1h 23m 11s
8 0.42% 12 1 2 14m 37s 35.56% 840 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s

40

10 0.80% 23 10 13 1h 48m 43s 37.19% 880 50 75 11h 32m 21s 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
6 2.50% 72 3 22 4m 35s 45.00% 822 32 143 45m 42s 38.06% 847 25 50 5m 7s
8 9.83% 282 25 234 25m 30s 47.78% 651 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s

45

10 18.68% 522 33 488 1h 51m 24s 49.62% 714 51 294 3h 23m 20s 48.68% 1087 110 373 1h 58m 34s

models trained on biased data. This bias is intended and present in the original data: as one would
expect, recidivism risk differs for different numbers of priors. Overall, these results demonstrate the
effectiveness of our analysis in answering specific bias queries.

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that deeppoly seems generally the better choice. The difference in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because deeppoly is specifically designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like causal fairness.

The analysis results for all models are shown in the appendix (see Tables 10, 11, and 12).

RQ3: Effect of Model Structure on Scalability. To evaluate the effect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset6 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or ≤ USD 50K)
based on personal attributes such as gender, race, and occupation. We trained all models (with 23
inputs) on a fair dataset with respect to gender and ensured that each model reached a minimum
classification accuracy of 78%. Accuracy does not increase by adding more layers or nodes per layer,
in fact, it may significantly decrease — we tried up to 100 hidden layers with 100 nodes each.
Table 3 shows the results. The first column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 2 (to identify the domain used for
the forward pre-analysis: left, center, and right symbols respectively refer to the boxes, symbolic,
and deeppoly domains). The models have the following number of hidden layers and nodes per
layer (from top to bottom): 2 and 5; 4 and 3; 4 and 5; 4 and 10; 9 and 5.

Column U shows the chosen upper bound for the analysis. For each model, we tried four different
choices of U. Column input shows the input-space coverage, i.e., the percentage of the input space
that was completed by the analysis. Column |C| shows the total number of analyzed (i.e., completed)
input space partitions. Column |F| shows the total number of abstract activation patterns (left) and
feasible input partitions (right) that the backward analysis had to explore. The difference between
|C| and the number of partitions shown in |F| are the input partitions that the pre-analysis found
6https://archive.ics.uci.edu/ml/datasets/adult
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Table 3. Comparison of Different Model Structures (Adult Census Data)
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models trained on biased data. This bias is intended and present in the original data: as one would
expect, recidivism risk differs for different numbers of priors. Overall, these results demonstrate the
effectiveness of our analysis in answering specific bias queries.

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that deeppoly seems generally the better choice. The difference in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because deeppoly is specifically designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like causal fairness.

The analysis results for all models are shown in the appendix (see Tables 10, 11, and 12).

RQ3: Effect of Model Structure on Scalability. To evaluate the effect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset6 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or ≤ USD 50K)
based on personal attributes such as gender, race, and occupation. We trained all models (with 23
inputs) on a fair dataset with respect to gender and ensured that each model reached a minimum
classification accuracy of 78%. Accuracy does not increase by adding more layers or nodes per layer,
in fact, it may significantly decrease — we tried up to 100 hidden layers with 100 nodes each.
Table 3 shows the results. The first column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 2 (to identify the domain used for
the forward pre-analysis: left, center, and right symbols respectively refer to the boxes, symbolic,
and deeppoly domains). The models have the following number of hidden layers and nodes per
layer (from top to bottom): 2 and 5; 4 and 3; 4 and 5; 4 and 10; 9 and 5.

Column U shows the chosen upper bound for the analysis. For each model, we tried four different
choices of U. Column input shows the input-space coverage, i.e., the percentage of the input space
that was completed by the analysis. Column |C| shows the total number of analyzed (i.e., completed)
input space partitions. Column |F| shows the total number of abstract activation patterns (left) and
feasible input partitions (right) that the backward analysis had to explore. The difference between
|C| and the number of partitions shown in |F| are the input partitions that the pre-analysis found
6https://archive.ics.uci.edu/ml/datasets/adult
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L U Intervals Symbolic DeepPoly Neurify Product

0.5
3 37,9 % 48,8 % 48,9 % 46,5 % 59,2 %
5 41,0 % 56,1 % 56,3 % 53,1 % 68,2 %

0.25
3 70,6 % 83,6 % 81,8 % 81,4 % 87,0 %
5 83,1 % 91,7 % 91,6 % 92,3 % 95,5 %

L U Intervals Symbolic DeepPoly Neurify Product

0.5
3 47s 60s 96s 37s 119s

5 246s 736s 557s 362s 835s

0.25
3 498s 554s 396s 420s 534s

5 3369s 2674s 2840s 2920s 3716s

+ 10,3%

+ 11,9%

+ 3,4%

+ 3,2%

+ 23-59s

+ 99-278s

- 20s / + 36-138s

+ 796-1042s 
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Table 3. Comparison of Different Model Structures (Adult Census Data)

|M| U boxes symbolic deeppoly
input |C| |F| time input |C| |F| time input |C| |F| time

4 88.26% 1482 77 1136 33m 55s 95.14% 1132 65 686 19m 5s 93.99% 1894 77 992 29m 55s
6 99.51% 769 51 723 1h 10m 25s 99.93% 578 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
8 100.00% 152 19 143 3h 47m 23s 100.00% 174 18 146 1h 51m 2s 100.00% 1170 26 824 8h 2m 27s

10

10 100.00% 1 1 1 55m 58s 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 49.83% 719 9 329 13m 43s 72.29% 1177 11 559 24m 9s 60.52% 1498 14 423 10m 32s
6 72.74% 1197 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
8 98.68% 342 9 284 1h 46m 43s 98.78% 323 9 190 1h 27m 18s 70.87% 1764 18 724 2h 19m 11s

12

10 99.06% 313 7 260 1h 21m 47s 99.06% 307 5 182 1h 13m 55s 80.76% 1639 18 1007 3h 22m 11s
4 38.92% 1044 18 39 2m 6s 51.01% 933 31 92 15m 28s 49.62% 1081 34 79 3m 2s
6 46.22% 1123 62 255 20m 51s 61.60% 916 67 405 44m 40s 59.20% 1335 90 356 22m 13s
8 64.24% 1111 96 792 2h 24m 51s 74.27% 1125 78 780 3h 26m 20s 69.69% 1574 127 652 5h 6m 7s

20

10 85.90% 1390 71 1339 >13h 89.27% 1435 60 1157 >13h 76.25% 1711 148 839 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 56s 26.39% 648 2 3 10m 11s
6 0.35% 10 0 0 1m 38s 34.76% 817 4 5 43m 53s 26.74% 592 8 10 1h 23m 11s
8 0.42% 12 1 2 14m 37s 35.56% 840 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s

40

10 0.80% 23 10 13 1h 48m 43s 37.19% 880 50 75 11h 32m 21s 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
6 2.50% 72 3 22 4m 35s 45.00% 822 32 143 45m 42s 38.06% 847 25 50 5m 7s
8 9.83% 282 25 234 25m 30s 47.78% 651 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s

45

10 18.68% 522 33 488 1h 51m 24s 49.62% 714 51 294 3h 23m 20s 48.68% 1087 110 373 1h 58m 34s

models trained on biased data. This bias is intended and present in the original data: as one would
expect, recidivism risk differs for different numbers of priors. Overall, these results demonstrate the
effectiveness of our analysis in answering specific bias queries.

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that deeppoly seems generally the better choice. The difference in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because deeppoly is specifically designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like causal fairness.

The analysis results for all models are shown in the appendix (see Tables 10, 11, and 12).

RQ3: Effect of Model Structure on Scalability. To evaluate the effect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset6 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or ≤ USD 50K)
based on personal attributes such as gender, race, and occupation. We trained all models (with 23
inputs) on a fair dataset with respect to gender and ensured that each model reached a minimum
classification accuracy of 78%. Accuracy does not increase by adding more layers or nodes per layer,
in fact, it may significantly decrease — we tried up to 100 hidden layers with 100 nodes each.
Table 3 shows the results. The first column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 2 (to identify the domain used for
the forward pre-analysis: left, center, and right symbols respectively refer to the boxes, symbolic,
and deeppoly domains). The models have the following number of hidden layers and nodes per
layer (from top to bottom): 2 and 5; 4 and 3; 4 and 5; 4 and 10; 9 and 5.

Column U shows the chosen upper bound for the analysis. For each model, we tried four different
choices of U. Column input shows the input-space coverage, i.e., the percentage of the input space
that was completed by the analysis. Column |C| shows the total number of analyzed (i.e., completed)
input space partitions. Column |F| shows the total number of abstract activation patterns (left) and
feasible input partitions (right) that the backward analysis had to explore. The difference between
|C| and the number of partitions shown in |F| are the input partitions that the pre-analysis found
6https://archive.ics.uci.edu/ml/datasets/adult
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Table 3. Comparison of Different Model Structures (Adult Census Data)

|M| U boxes symbolic deeppoly
input |C| |F| time input |C| |F| time input |C| |F| time

4 88.26% 1482 77 1136 33m 55s 95.14% 1132 65 686 19m 5s 93.99% 1894 77 992 29m 55s
6 99.51% 769 51 723 1h 10m 25s 99.93% 578 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
8 100.00% 152 19 143 3h 47m 23s 100.00% 174 18 146 1h 51m 2s 100.00% 1170 26 824 8h 2m 27s

10

10 100.00% 1 1 1 55m 58s 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 49.83% 719 9 329 13m 43s 72.29% 1177 11 559 24m 9s 60.52% 1498 14 423 10m 32s
6 72.74% 1197 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
8 98.68% 342 9 284 1h 46m 43s 98.78% 323 9 190 1h 27m 18s 70.87% 1764 18 724 2h 19m 11s

12

10 99.06% 313 7 260 1h 21m 47s 99.06% 307 5 182 1h 13m 55s 80.76% 1639 18 1007 3h 22m 11s
4 38.92% 1044 18 39 2m 6s 51.01% 933 31 92 15m 28s 49.62% 1081 34 79 3m 2s
6 46.22% 1123 62 255 20m 51s 61.60% 916 67 405 44m 40s 59.20% 1335 90 356 22m 13s
8 64.24% 1111 96 792 2h 24m 51s 74.27% 1125 78 780 3h 26m 20s 69.69% 1574 127 652 5h 6m 7s

20

10 85.90% 1390 71 1339 >13h 89.27% 1435 60 1157 >13h 76.25% 1711 148 839 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 56s 26.39% 648 2 3 10m 11s
6 0.35% 10 0 0 1m 38s 34.76% 817 4 5 43m 53s 26.74% 592 8 10 1h 23m 11s
8 0.42% 12 1 2 14m 37s 35.56% 840 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s

40

10 0.80% 23 10 13 1h 48m 43s 37.19% 880 50 75 11h 32m 21s 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
6 2.50% 72 3 22 4m 35s 45.00% 822 32 143 45m 42s 38.06% 847 25 50 5m 7s
8 9.83% 282 25 234 25m 30s 47.78% 651 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s

45

10 18.68% 522 33 488 1h 51m 24s 49.62% 714 51 294 3h 23m 20s 48.68% 1087 110 373 1h 58m 34s

models trained on biased data. This bias is intended and present in the original data: as one would
expect, recidivism risk differs for different numbers of priors. Overall, these results demonstrate the
effectiveness of our analysis in answering specific bias queries.

For each line in Table 2, we highlighted the choice of abstract domain that entailed the shortest
analysis time. We observe that deeppoly seems generally the better choice. The difference in
performance becomes more striking as the analyzed input space becomes smaller, i.e., for QC . This
is because deeppoly is specifically designed for proving local robustness of neural networks. Thus,
our input partitioning, in addition to allowing for parallelism, is also enabling analyses designed
for local properties to prove global properties, like causal fairness.

The analysis results for all models are shown in the appendix (see Tables 10, 11, and 12).

RQ3: Effect of Model Structure on Scalability. To evaluate the effect of the model structure
on the scalability of our analysis, we trained models on the Adult Census dataset6 by varying
the number of layers and nodes per layer. The dataset assigns a yearly income (> or ≤ USD 50K)
based on personal attributes such as gender, race, and occupation. We trained all models (with 23
inputs) on a fair dataset with respect to gender and ensured that each model reached a minimum
classification accuracy of 78%. Accuracy does not increase by adding more layers or nodes per layer,
in fact, it may significantly decrease — we tried up to 100 hidden layers with 100 nodes each.
Table 3 shows the results. The first column (|M|) shows the total number of hidden nodes and

introduces the marker symbols used in the scatter plot of Figure 2 (to identify the domain used for
the forward pre-analysis: left, center, and right symbols respectively refer to the boxes, symbolic,
and deeppoly domains). The models have the following number of hidden layers and nodes per
layer (from top to bottom): 2 and 5; 4 and 3; 4 and 5; 4 and 10; 9 and 5.

Column U shows the chosen upper bound for the analysis. For each model, we tried four different
choices of U. Column input shows the input-space coverage, i.e., the percentage of the input space
that was completed by the analysis. Column |C| shows the total number of analyzed (i.e., completed)
input space partitions. Column |F| shows the total number of abstract activation patterns (left) and
feasible input partitions (right) that the backward analysis had to explore. The difference between
|C| and the number of partitions shown in |F| are the input partitions that the pre-analysis found
6https://archive.ics.uci.edu/ml/datasets/adult
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L U Intervals Symbolic DeepPoly Neurify Product

0.5
3 37,9 % 48,8 % 48,9 % 46,5 % 59,2 %
5 41,0 % 56,1 % 56,3 % 53,1 % 68,2 %

0.25
3 70,6 % 83,6 % 81,8 % 81,4 % 87,0 %
5 83,1 % 91,7 % 91,6 % 92,3 % 95,5 %

L U Intervals Symbolic DeepPoly Neurify Product

0.5
3 47s 60s 96s 37s 119s

5 246s 736s 557s 362s 835s

0.25
3 498s 554s 396s 420s 534s

5 3369s 2674s 2840s 2920s 3716s

36s 42s 95s 32s 118s
248s 550s 227s 237s 496s
349s 355s 320s 320s 432s

1603s 1268s 1328s 1554s 1318s 1.9x - 2.8x FASTER
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Other Machine Learning Models
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Decision Tree Ensembles
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• G. Einziger, M. Goldstein, Y. Sa’ar, and I. Segall. Verifying Robustness of Gradient Boosted Models. In 
AAAI 2019.  
SMT-based approach for local stability


• N. Sato, H. Kuruma, Y. Nakagawa, and H. Ogawa. Formal Verification of Decision-Tree Ensemble 
Model and Detection of its Violating-Input-Value Ranges. 2020.  
approach for safety verification


• J. Törnblom and S. Nadjm-Tehrani. Formal Verification of Input-Output Mappings of Tree Ensembles. 
2020.  
F. Ranzato and M. Zanella. Abstract Interpretation of Decision Tree Ensemble Classifiers. In AAAI 2020.  
S. Calzavara, P. Ferrara, and C. Lucchese. Certifying Decision Trees Against Evasion Attacks by 
Program Analysis. In ESORICS 2020.  
abstract interpretation-based approaches for local stability

Decision Tree Ensembles

172



Caterina UrbanStatic Analysis for Machine LearningLesson 12 173

Support Vector Machines (SVMs)
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Support Vector Machines (SVMs)
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 x1

x2

 x1

x2

separation curves
support vectors

Linear SVM Non-Linear SVM
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Example
Support Vector Machines (SVMs)

175

⇒ ≤ 1
⇒ 1

 x1

x2v1 = (≤0.5,1)

v2 = (0.5, ≤ 1)

CSVM(x) = sgn (SVM(x)) = sgn (≤1 * 0.5(v1 ♮ x) + 1 * 0.5(v2 ♮ x))
= sgn (0.5x1 ≤ x2)

weights
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Kernel Functions
Non-Linear SVMs
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Input Space Feature Space

ϕ

Polynomial
Radial Basis Function (RBF)



Caterina UrbanStatic Analysis for Machine LearningLesson 12

• Francesco Ranzato and Marco Zanella. Robustness Verification of Support Vector Machines. In SAS, 
pages 271-295, 2019.  
abstract interpretation-based approach for local stability

Support Vector Machines

177
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SVM Explainability
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Explainability vs Performance
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Accuracy

Ex
pl

ai
na

bi
lit

y

Deep Neural Networks

Linear Regression

Support Vector Machines

Decision Trees

k-Nearest Neighbors

Random Forests
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Measuring Contribution of Input Features to Prediction
Feature Importance
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Local Global
Model- Performance Effect

Specific Agnostic -Based

Permutation Feature Importance (PFI)

Partial Dependence (PD) Plots

Individual Conditional Expectation (ICE) Plots

Accumulated Local Effects (ALE) Plots

Local Interpretable Model-Agnostic Explanations (LIME)

SHapley Additive exPlanations (SHAP)

Individual Conditional Importance (ICI) Curves

Partial Importance (PI) Curves

Shapley Feature Importance (SFIMP)

Input Gradients

Abstract Feature Importance (AFI) X X X X

Local Global
Model- Performance Effect

Specific Agnostic -Based

Permutation Feature Importance (PFI) X X X

Partial Dependence (PD) Plots X X X

Individual Conditional Expectation (ICE) Plots X X X

Accumulated Local Effects (ALE) Plots X X X

Local Interpretable Model-Agnostic Explanations (LIME) X X X

SHapley Additive exPlanations (SHAP) X X X

Individual Conditional Importance (ICI) Curves X X X

Partial Importance (PI) Curves X X X

Shapley Feature Importance (SFIMP) X X X

Input Gradients X X X X

Abstract Feature Importance (AFI) X X X X

Local Global
Model- Performance Effect

Specific Agnostic -Based

Permutation Feature Importance (PFI) X X X

Partial Dependence (PD) Plots X X X

Individual Conditional Expectation (ICE) Plots X X X

Accumulated Local Effects (ALE) Plots X X X

Local Interpretable Model-Agnostic Explanations (LIME) X X X

SHapley Additive exPlanations (SHAP) X X X

Individual Conditional Importance (ICI) Curves X X X

Partial Importance (PI) Curves X X X

Shapley Feature Importance (SFIMP) X X X

Input Gradients X X X X

Abstract Feature Importance (AFI) X X X X
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Why Another Feature Importance Measure?
Abstract Feature Importance (AFI) [Pal24]
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   Permutation Feature Importance (PFI)

   Local Interpretable Model-Agnostic Explanations (LIME)

  SHapley Additive exPlanations (SHAP)

  Abstract Feature Importance (AFI)

• requires defining a meaningful optimal neighborhood: 
sometimes unstable and easily manipulable explanations


• assumes that the decision boundary is linear at the local 
level, but there is no theoretically guarantee that this is the case

• yields a formally correct by construction approximation

• does not depend from a dataset nor the accuracy of the model

• extremely fast to compute, whatever the number of features

• supports both linear and non-linear kernel functions

• result may greatly vary depending on the dataset 
• resource intensive when the number of feature is large

• misleading result when features are correlated 
• quality of the result heavily depends on the model accuracy

• Shapley values estimations depend on the dataset 
• assumes that features are independent 
• has a very high computational cost, even for small models

“Make Sense” but Give No Guarantees
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Abstract Interpretation of SVMs
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Image taken (and modified) from http://safeai.ethz.ch

input abstraction output abstraction

http://safeai.ethz.ch
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Reduced Affine Form (RAF) Abstraction
Abstract Interpretation of SVMs
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≠n { , }
SVM(x) ≠ sgn(SVM(x))

CSVM(x)

SVMℝ(xℝ)

Cℝ
SVM(xℝ)

{ , }(RAFn)n RAFn

 x1

x2

RAFn
def= {a0 +

n

⋃
i=1

aiϵi + arϵr ⊆ a0, a1, . . . an − ≠, ar − ≠♯0} ≥ { ⊥RAF }

RAFn
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Example
Abstract Interpretation of SVMs
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≠n { , }
SVM(x) = ≤ 0.5(v1 ♮ x) + 0.5(v2 ♮ x) ≠

(RAFn)n RAFn
SVMℝ(xℝ)

 x1

x2
v1 = (≤0.5,1)

v2 = (0.5, ≤ 1)

 x1

x2

(≤0.5ϵ1, 0.75 ≤ 0.25ϵ2)
SVMℝ((≤0.5ϵ1, 0.75 ≤ 0.25ϵ2))
= ≤0.5(≤0.5(≤0.5ϵ1)+1(0.75 ≤ 0.25ϵ2))+0.5(0.5(≤0.5ϵ1)≤1(0.75 ≤ 0.25ϵ2))

≤0.75 ≤ 0.25ϵ1 + 0.25ϵ2

= ≤0.5(0.75 + 0.25ϵ1 ≤ 0.25ϵ2))+0.5(≤0.75 ≤ 0.25ϵ1 + 0.25ϵ2))

= ≤ 0.75 ≤ 0.25ϵ1 + 0.25ϵ2

{ , }

sgn (0.5x1≤1x2)
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Abstract Feature Importance (AFI) [Pal24]
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≠n { , }
SVM(x) ≠ sgn(SVM(x))

CSVM(x)

SVMℝ(xℝ)

Cℝ
SVM(xℝ)

{ , }(RAFn)n RAFn

 x1

x2

RAFn
def= {a0 +

n

⋃
i=1

aiϵi + arϵr ⊆ a0, a1, . . . an − ≠, ar − ≠♯0} ≥ { ⊥RAF }

RAFn
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Example
Abstract Feature Importance (AFI) [Pal24]
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≠n { , }
SVM(x) = ≤ 0.5(v1 ♮ x) + 0.5(v2 ♮ x) ≠

sgn (0.5x1≤1x2)

{ , }(RAFn)n RAFn
SVMℝ(xℝ)

 x1

x2
v1 = (≤0.5,1)

v2 = (0.5, ≤ 1)

 x1

x2

(ϵ1, ϵ2) 0.5ϵ1≤1ϵ2
SVMℝ((ϵ1, ϵ2))
= ≤0.5(≤0.5ϵ1+1ϵ2)+0.5(0.5ϵ1≤1ϵ2)
= 0.25ϵ1 ≤ 0.5ϵ2 + 0.25ϵ1 ≤ 0.5ϵ2

= 0.5ϵ1 ≤ ϵ2
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AFI vs PFI
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18 Pal, Ranzato, Urban, and Zanella

Table 3: Comparison of AFI and PFI on German.
Grade for each feature

Linear
Baseline (13.55s) 5 5 5 6 6 7 7 7 7 8 Distance
AFI (0.01s) 5 5 5 6 6 7 8 7 7 8 1.0
PFI (4.07s) 5 5 6 7 7 9 6 6 7 7 3.16

RBF
Baseline (17.98s) 5 5 5 6 6 7 7 7 8 8 Distance
AFI (0.02s) 5 6 5 6 6 8 7 7 8 7 1.73
PFI (6.23s) 6 7 5 6 7 8 7 6 7 5 4.24

Polynomial
Baseline (15.83s) 5 5 5 6 7 7 7 7 7 8 Distance
AFI (0.01s) 7 6 7 7 5 7 6 6 5 8 4.47
PFI (4.15s) 6 7 9 7 6 7 5 6 6 6 5.74

Table 4: Distances of AFI and PFI from several baselines for different SVMs.
Baseline N = 2k N = 10k N = 2k N = 10k N = 2k N = 5k N = 10k N = 2k N = 5k N = 10k

✏ = 0.2 ✏ = 0.2 ✏ = 0.4 ✏ = 0.4 ✏ = 0.6 ✏ = 0.6 ✏ = 0.6 ✏ = 0.8 ✏ = 0.8 ✏ = 0.8

Adult
Linear

AFI (0.27s) 0.0 0.0 1.0 0.0 1.0 1.41 1.0 1.0 1.41 1.0
PFI (10009s) 2.45 2.45 2.24 2.45 2.24 1.41 2.24 2.24 1.41 2.24

Adult
RBF

AFI (0.48s) 1.0 1.41 1.41 1.41 1.73 1.73 1.41 1.41 1.41 1.41
PFI (25221s) 1.73 2.45 2.45 2.0 2.65 2.65 2.45 2.45 2.45 2.45

Adult
Polynomial

AFI (0.44s) 1.0 1.0 0.0 1.41 0.0 0.0 0.0 0.0 0.0 0.0
PFI (9985s) 1.0 1.0 1.41 1.0 1.41 1.41 1.41 1.41 1.41 1.41

Compas
Linear

AFI (0.22s) 1.41 1.41 1.73 1.73 1.41 1.73 1.41 1.41 1.41 1.73
PFI (1953s) 1.73 1.73 2.0 2.0 2.24 2.0 2.24 2.24 2.24 2.83

Compas
RBF

AFI (0.27s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
PFI (6827s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83

Compas
Polynomial

AFI (0.22s) 4.24 4.24 4.12 4.12 4.24 4.24 4.24 4.24 4.24 4.24
PFI (2069s) 2.45 2.45 3.0 3.0 3.74 3.74 3.74 3.74 3.74 3.74

German
Linear

AFI (0.01s) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.41 1.73 1.41
PFI (4.07s) 3.16 3.46 3.16 3.16 3.16 3.16 3.16 3.6 3.74 3.0

German
RBF

AFI (0.02s) 1.73 1.0 1.73 1.73 2.0 1.41 1.73 1.73 2.0 2.24
PFI (6.23s) 4.0 3.46 4.24 4.24 4.36 3.61 4.24 4.24 4.36 4.47

German
Polynomial

AFI (0.01s) 4.90 4.12 4.47 3.87 3.87 4.24 3.46 3.46 3.46 3.46
PFI (4.15s) 5.74 5.10 5.74 4.69 4.69 5.0 4.58 4.58 4.58 4.58

gap between these bounds is zero for linear SVMs and narrow for RBF kernels trained on
the Adult and Compas datasets: in these cases, our RAF+OH abstraction turns out to be
(very) precise and the counterexample search heuristics is strong. On the other hand, the
gap is much wider in the remaining cases, notably for SVMs with polynomial kernels,
mostly due to a lower precision of the abstraction. Using partitioning (i.e., step (S4) of
Definition 3.12) up to 3.125% of the original perturbation size, we get similar upper
bounds, thus hinting the presence of a few additional counterexamples. Only partitioning
up to 0.1% of the original input size, we could find substantially more counterexamples.

Global Feature Importance. We compare our abstract feature importance AFI, used as a
global feature importance measure, with the popular global measure PFI, as implemented
in the Python sklearn.inspection package with n_repeat = 10. For the sake of comparison
with an outside baseline, we uniformly sampled N points in the input space of the SVMs
and determined how often a NOISE perturbation for a single numerical input feature
changed the SVM classification: the more often the classification changed, the more
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Table 5: Local Comparison of AFI and LIME.
Distance between Adult Compas German
LIME and ... Lin. RBF Poly Lin. RBF Poly Lin. RBF Poly
AFI (✏ = 0.1) 2.42 2.04 2.98 1.67 1.06 3.05 2.62 2.03 5.31
AFI (✏ = 0.2) 1.68 1.32 2.67 1.63 0.17 2.73 2.21 2.00 5.41
AFI (✏ = 0.3) 1.39 0.51 2.58 1.57 0.14 2.62 1.92 2.05 5.45
AFI (Global) 1.37 0.01 1.01 1.57 0.13 3.16 1.90 1.89 5.53

Table 6: Time Comparison (in sec) of AFI, PFI, LIME.

Dataset Linear Polynomial RBF
AFI PFI LIME AFI PFI LIME AFI PFI LIME

Adult 0.27 1·104 3.78 0.45 1·104 6.21 0.48 2·104 9.82
Compas 0.22 2·103 2.72 0.22 2·103 2.89 0.27 6·103 8.97
German 0.01 4.07 0.198 0.01 4.15 0.355 0.02 6.23 0.223

important is the input feature. As a representative example, we show in Table 3, a
comparison for the SVMs trained on the German dataset. In lines ‘Baseline’, ‘AFI’ and
‘PFI’, we show the feature grades, as defined in Section 3.1, of the 10 non-categorical
(7 numerical plus 3 binary) input features of German based on the importance scores
measured by, respectively, baseline, AFI and PFI. The baseline has been computed by
considering N = 10000 samples and a NOISE perturbation with magnitude ✏ = 0.4.
We also indicate in parenthesis the time needed (in seconds) to compute these scores,
where for our AFI measure, we used the RAF+OH abstraction. In column ‘Distance’ we
show the Euclidean distance between the feature grades computed by AFI and PFI w.r.t.
the baseline. We can observe that AFI better correlates with model variance to feature
perturbations than PFI. In fact, the correlation is almost perfect for the linear SVM. For
nonlinear SVMs, the abstraction RAF+OH loses more precision, so that the correlation
decreases, nevertheless the distance to the baseline is still smaller than for PFI. Note that
AFI is computed in a negligible fraction of time w.r.t. PFI.
Table 4 compares the Euclidean distance between the feature grades computed by AFI
and PFI w.r.t. different choices of the number of samples N and magnitudes ✏ used for
computing the baseline of SVMs trained on the Adult, Compas, and German datasets.
For each AFI-baseline and PFI-baseline pair, the smaller distance is made bold and the
larger has a faded shade. The data indicates AFI is closer to the baseline than PFI in
most cases, except for the polynomial SVM trained on Compas: for this case, the likely
reason is the low precision of our polynomial SVM abstraction, as also hinted by the
low verified individual fairness scores in the entries for Compas/Polynomial/RAF+OH
in Table 2.

Local Feature Importance. In Table 5, we present a comparative analysis between
our measure AFI, used as a local feature importance measure, and the extensively used
local feature importance measure LIME as implemented in the Python lime.lime_tabular
package [39], for SVMs trained on the three different datasets. The local neighborhood
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Subset-Minimal Set of Input Features Sufficient for Ensuring Prediction
Abductive Explanations (AXp) [Marques-Silva21]
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Drop (i.e., Free) Input Features While AXp Condition Holds
Computing One AXp [Marques-Silva21]
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(a) Original “2” (b) Segmentation (c) VERIX (d) “2” into “7” (e) “2” into “0” (f) “2” into “3”

Figure 1: Intuition for our VERIX approach: (a) An MNIST handwritten “2”; (b) Segmentation of
“2” into 3 partitions; (c) Our VERIX explanation (green pixels) of “2”; (d)(e)(f) Masking white pixels
or whitening black pixels may turn “2” into possible counterfactuals.

language processing (NLP) models. k-NN box closure essentially chooses a finite set of the k closest
tokens for each word in a text sample, so the perturbation space is intrinsically discrete; on the other
hand, ω-ball perturbations provide a way to handle a continuous word embedding (though the authors
of [33] suggest that these may be more cumbersome in NLP applications and focus on k-NN box
perturbations in their experimental results).

In this paper, we present VERIX (VERIfied eXplainability), a tool for producing optimal robust
explanations and generating counterfactuals along decision boundaries of deep neural networks. Our
contributions can be summarized as follows.

• We utilize constraint solving techniques to compute robust and optimal explanations with
provable guarantees against infinite and continuous perturbations in the input space.

• We bring a feature-level sensitivity traversal into the framework to efficiently approximate
global optima, which improves scalability for high-dimensional inputs and large models.

• We note for the first time the relationship between our explanations and counterfactuals, and
show how to compute such counterfactuals automatically at no additional cost.

• We provide an extensive evaluation on a variety of perception models, including a safety-
critical real-world autonomous aircraft taxiing application.

We start by providing intuition for our VERIX approach by analyzing an example explanation in
Figure 1. This explanation is generated for a fully-connected model trained on the MNIST dataset.
Model-agnostic explainers such as Anchors [43] rely on partitioning an image into a disjoint set of
segments and then selecting the most prominent segment(s). Figure 1b shows “2” divided into 3
parts using k-means clustering [37]. Based on this segmentation, the purple and yellow parts would
be chosen for the explanation, suggesting that the model largely relies on these segments to make
its decision. This also matches our intuition, as a human would immediately identify these pixels
as containing information and disregard the background. However, does this mean it is enough to
focus on the salient features when explaining a classifier’s prediction? Not necessarily. VERIX’s
explanation is highlighted in green in Figure 1c. It demonstrates that whatever is prominent is
important but what is absent in the background also matters. We observe that VERIX not only marks
those white pixels forming the silhouette of “2” but also includes some background pixels that might
affect the prediction if changed. For instance, neglecting the bottom white pixels may lead to a
misclassification as a “7”; meanwhile, the classifier also needs to check if the pixels along the left
and in the middle are not white to make sure it is not “0” or “3”. While Figures 1d, 1e, and 1f are
simply illustrative to provide intuition about why different parts of the explanation may be present,
we remark that explanations from VERIX are produced automatically and deterministically.

2 VERIX: Verified eXplainability

Let f be a neural network and x a d-dimensional input vector of features →ε1
, . . . ,ε

d↑. We use
!(x), or simply !, when the context is clear, to denote its set of feature indices {1, . . . , d}. We
write xA where A ↓ !(x) to denote only those features indexed by indices in A. We denote model
prediction as f(x) = c, where c is a single quantity in regression or a label among others (c ↔ C)
in classification. For the latter, we use fc(x) to denote the confidence value (pre- or post- softmax)
of classifying as c, i.e., f(x) = argmax fc(x). Depending on different application domains, x can
be an image consisting of d pixels as in our case or a text comprising d words as in NLP [33]. In
this paper, we focus on perception models. This has the additional benefit that explanations in this
context are self-illustrative and thus easier to understand.
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Figure 1: Intuition for our VERIX approach: (a) An MNIST handwritten “2”; (b) Segmentation of
“2” into 3 partitions; (c) Our VERIX explanation (green pixels) of “2”; (d)(e)(f) Masking white pixels
or whitening black pixels may turn “2” into possible counterfactuals.

language processing (NLP) models. k-NN box closure essentially chooses a finite set of the k closest
tokens for each word in a text sample, so the perturbation space is intrinsically discrete; on the other
hand, ω-ball perturbations provide a way to handle a continuous word embedding (though the authors
of [33] suggest that these may be more cumbersome in NLP applications and focus on k-NN box
perturbations in their experimental results).

In this paper, we present VERIX (VERIfied eXplainability), a tool for producing optimal robust
explanations and generating counterfactuals along decision boundaries of deep neural networks. Our
contributions can be summarized as follows.

• We utilize constraint solving techniques to compute robust and optimal explanations with
provable guarantees against infinite and continuous perturbations in the input space.

• We bring a feature-level sensitivity traversal into the framework to efficiently approximate
global optima, which improves scalability for high-dimensional inputs and large models.

• We note for the first time the relationship between our explanations and counterfactuals, and
show how to compute such counterfactuals automatically at no additional cost.

• We provide an extensive evaluation on a variety of perception models, including a safety-
critical real-world autonomous aircraft taxiing application.

We start by providing intuition for our VERIX approach by analyzing an example explanation in
Figure 1. This explanation is generated for a fully-connected model trained on the MNIST dataset.
Model-agnostic explainers such as Anchors [43] rely on partitioning an image into a disjoint set of
segments and then selecting the most prominent segment(s). Figure 1b shows “2” divided into 3
parts using k-means clustering [37]. Based on this segmentation, the purple and yellow parts would
be chosen for the explanation, suggesting that the model largely relies on these segments to make
its decision. This also matches our intuition, as a human would immediately identify these pixels
as containing information and disregard the background. However, does this mean it is enough to
focus on the salient features when explaining a classifier’s prediction? Not necessarily. VERIX’s
explanation is highlighted in green in Figure 1c. It demonstrates that whatever is prominent is
important but what is absent in the background also matters. We observe that VERIX not only marks
those white pixels forming the silhouette of “2” but also includes some background pixels that might
affect the prediction if changed. For instance, neglecting the bottom white pixels may lead to a
misclassification as a “7”; meanwhile, the classifier also needs to check if the pixels along the left
and in the middle are not white to make sure it is not “0” or “3”. While Figures 1d, 1e, and 1f are
simply illustrative to provide intuition about why different parts of the explanation may be present,
we remark that explanations from VERIX are produced automatically and deterministically.

2 VERIX: Verified eXplainability

Let f be a neural network and x a d-dimensional input vector of features →ε1
, . . . ,ε

d↑. We use
!(x), or simply !, when the context is clear, to denote its set of feature indices {1, . . . , d}. We
write xA where A ↓ !(x) to denote only those features indexed by indices in A. We denote model
prediction as f(x) = c, where c is a single quantity in regression or a label among others (c ↔ C)
in classification. For the latter, we use fc(x) to denote the confidence value (pre- or post- softmax)
of classifying as c, i.e., f(x) = argmax fc(x). Depending on different application domains, x can
be an image consisting of d pixels as in our case or a text comprising d words as in NLP [33]. In
this paper, we focus on perception models. This has the additional benefit that explanations in this
context are self-illustrative and thus easier to understand.
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Figure 1: Intuition for our VERIX approach: (a) An MNIST handwritten “2”; (b) Segmentation of
“2” into 3 partitions; (c) Our VERIX explanation (green pixels) of “2”; (d)(e)(f) Masking white pixels
or whitening black pixels may turn “2” into possible counterfactuals.

language processing (NLP) models. k-NN box closure essentially chooses a finite set of the k closest
tokens for each word in a text sample, so the perturbation space is intrinsically discrete; on the other
hand, ω-ball perturbations provide a way to handle a continuous word embedding (though the authors
of [33] suggest that these may be more cumbersome in NLP applications and focus on k-NN box
perturbations in their experimental results).

In this paper, we present VERIX (VERIfied eXplainability), a tool for producing optimal robust
explanations and generating counterfactuals along decision boundaries of deep neural networks. Our
contributions can be summarized as follows.

• We utilize constraint solving techniques to compute robust and optimal explanations with
provable guarantees against infinite and continuous perturbations in the input space.

• We bring a feature-level sensitivity traversal into the framework to efficiently approximate
global optima, which improves scalability for high-dimensional inputs and large models.

• We note for the first time the relationship between our explanations and counterfactuals, and
show how to compute such counterfactuals automatically at no additional cost.

• We provide an extensive evaluation on a variety of perception models, including a safety-
critical real-world autonomous aircraft taxiing application.

We start by providing intuition for our VERIX approach by analyzing an example explanation in
Figure 1. This explanation is generated for a fully-connected model trained on the MNIST dataset.
Model-agnostic explainers such as Anchors [43] rely on partitioning an image into a disjoint set of
segments and then selecting the most prominent segment(s). Figure 1b shows “2” divided into 3
parts using k-means clustering [37]. Based on this segmentation, the purple and yellow parts would
be chosen for the explanation, suggesting that the model largely relies on these segments to make
its decision. This also matches our intuition, as a human would immediately identify these pixels
as containing information and disregard the background. However, does this mean it is enough to
focus on the salient features when explaining a classifier’s prediction? Not necessarily. VERIX’s
explanation is highlighted in green in Figure 1c. It demonstrates that whatever is prominent is
important but what is absent in the background also matters. We observe that VERIX not only marks
those white pixels forming the silhouette of “2” but also includes some background pixels that might
affect the prediction if changed. For instance, neglecting the bottom white pixels may lead to a
misclassification as a “7”; meanwhile, the classifier also needs to check if the pixels along the left
and in the middle are not white to make sure it is not “0” or “3”. While Figures 1d, 1e, and 1f are
simply illustrative to provide intuition about why different parts of the explanation may be present,
we remark that explanations from VERIX are produced automatically and deterministically.

2 VERIX: Verified eXplainability

Let f be a neural network and x a d-dimensional input vector of features →ε1
, . . . ,ε

d↑. We use
!(x), or simply !, when the context is clear, to denote its set of feature indices {1, . . . , d}. We
write xA where A ↓ !(x) to denote only those features indexed by indices in A. We denote model
prediction as f(x) = c, where c is a single quantity in regression or a label among others (c ↔ C)
in classification. For the latter, we use fc(x) to denote the confidence value (pre- or post- softmax)
of classifying as c, i.e., f(x) = argmax fc(x). Depending on different application domains, x can
be an image consisting of d pixels as in our case or a text comprising d words as in NLP [33]. In
this paper, we focus on perception models. This has the additional benefit that explanations in this
context are self-illustrative and thus easier to understand.
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Subset-Minimal Set of Input Features Sufficient for Changing Prediction
Contrastive Explanations (CXp) [Marques-Silva21]
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Drop (i.e., Fix) Input Features While CXp Condition Holds
Computing One CXp [Marques-Silva21]
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Drop (i.e., Fix) Input Features While CXp Condition Holds
Computing One CXp [Marques-Silva21]
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Static Analysis for Model Training
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Model Training is Highly Non-Deterministic
Machine Learning Development Pipeline
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Minimizing the Worst-Case Loss for Each Input
Robust Training
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model parameters

loss function (e.g, cross-entropy)
Robust Loss
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Adversarial Training
Minimizing a Lower-Bound on the Worst-Case Loss
Robust Loss
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Adversarial Training
Minimizing a Lower-Bound on the Worst-Case Loss
Robust Loss
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Figure 9: Standard (Std.) and robust cross-entropy loss, computed with BOX (Box) bounds for an adversarially
(left) and IBP (right) trained network over subselection ratio �. Note the logarithmic y-scale and different axes.

Table 7: Comparison of the standard (Acc.), adversarial (Adv. Acc), and certified (Cert. Acc.) accuracy for
different certified training methods on the full CIFAR-10 test set. We use MN-BAB (Ferrari et al., 2022) to
compute all certified and adversarial accuracies.

✏1 Training Method Source Acc. [%] Adv. Acc. [%] Cert. Acc. [%]

2/255

COLT Balunovic & Vechev (2020) 78.42 66.17 61.02
CROWN-IBP Zhang et al. (2020)† 71.27 59.58 58.19
IBP Shi et al. (2021) - - -
SABR this work 79.52 65.76 62.57

8/255

COLT Balunovic & Vechev (2020) 51.69 31.81 27.60
CROWN-IBP Zhang et al. (2020)† 45.41 33.33 33.18
IBP Shi et al. (2021) 48.94 35.43 35.30
SABR this work 52.00 35.70 35.25

- No network published.
† Published network does not match reported performance.

D ADDITIONAL EXPERIMENTAL RESULTS
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Figure 10: Comparison of the robust cross-entropy
losses computed with BOX (Box) centered around un-
perturbed and adversarial examples for an IBP and
SABR trained network over subselection ratio �.

Loss Analysis In Fig. 9, we show the error
growth of an adversarially trained (left) and IBP
trained model over increasing subselection ra-
tios �. We observe that errors grow only slightly
super-linear rather than exponential for the ad-
versarially trained network. We trace this back
to the large portion of crossing ReLUs (Table 4),
especially in later layers, leading to the layer-
wise growth being only linear. For the IBP
trained model, in contrast, we observe exponen-
tial growth across a wide range of propagation
region sizes, as the heavy regularization leads to
a small portion of active and unstable ReLUs.
In Fig. 10, we compare errors for BOX centred
around the unperturbed sample (BOX Std) and
around a high loss point computed with an adversarial attack (BOX Adex). We observe that while
the loss is larger around the adversarial centres, especially for small propagation regions, this effect
is small compared to the difference between training or certification methods.

D.1 EFFECT OF VERIFICATION METHOD ON OTHER CERTIFIED DEFENSES

In this section we compare different certified defenses when evaluated using the same, precise veri-
fier MN-BAB (Ferrari et al., 2022). While COLT (Balunovic & Vechev, 2020) and IBP-R (Palma
et al., 2022) trained networks were verified using similarly expensive and precise verification meth-
ods as MN-BAB (MILP (Tjeng et al., 2019) and �-CROWN (Wang et al., 2021), respectively),
the IBP and CROWN-IBP trained networks were originally verified using much less precise BOX
propagation. We compare standard (Acc.), empirical adversarial (Adv. Acc.), and certified (Cert.
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(a) MNIST (b) CIFAR-10 (c) Restricted ImageNet

Figure 2: Visualization of the loss gradient with respect to input pixels. Recall that these gradients
highlight the input features which affect the loss most strongly, and thus are important for the classi-
fier’s prediction. We observe that the gradients are significantly more interpretable for adversarially
trained networks – they align well with perceptually relevant features. In contrast, for standard
networks they appear very noisy. We observe that gradients of `1-trained models tend to be sparser
than those of `2-trained models. (For MNIST, blue and red pixels denote positive and negative
gradient regions respectively. For CIFAR-10 and ImageNet, we clip gradients to within ±3� and
rescale them to lie in the [0, 1] range.) Additional visualizations are in Figure 10 of Appendix G.

samples from the distribution. This constitutes an interesting manifestation of the generally observed
phenomenon of transferability (Szegedy et al., 2013) and might hint at its origin.

Empirical examination In Section 2.1, we showed that the trade-off between standard accuracy
and robustness might be inevitable. To examine how representative our theoretical model is of
real-world datasets, we also experimentally investigate this issue on MNIST (LeCun et al., 1998)
as it is amenable to linear classifiers. Interestingly, we observe a qualitatively similar behavior. For
instance, in Figure 5(b) in Appendix E, we see that the standard classifier assigns weight to even
weakly-correlated features. (Note that in settings with finite training data, such brittle features could
arise even from noise – see Appendix E.) The robust classifier on the other hand does not assign any
weight beyond a certain threshold. Further, we find that it is possible to obtain a robust classifier
by directly training a standard model using only features that are relatively well-correlated with the
label (without adversarial training). As expected, as more features are incorporated into the training,
the standard accuracy is improved at the cost of robustness (see Appendix E Figure 5(c)).

3 UNEXPECTED BENEFITS OF ADVERSARIAL ROBUSTNESS

In Section 2, we established that robust and standard models might depend on very different sets of
features. We demonstrated how this can lead to a decrease in standard accuracy for robust models. In
this section, we will argue that the features learned by robust models can also be beneficial.

At a high level, robustness to adversarial perturbations can be viewed as an invariance property of
a model. A model that achieves small loss for all perturbations in the set �, will necessarily have
learned features that are invariant to such perturbations. Thus, robust training can be viewed as a
method to embed certain invariances in a model. Since we also expect humans to be invariant to these
perturbations (e.g. small `p-bounded changes of the pixels), robust models will be more aligned with
human vision than standard models. In this section, we present evidence supporting the view.

Loss gradients in the input space align well with human perception As a starting point, we
want to investigate which features of the input most strongly affect the prediction of the classifier
both for standard and robust models. To this end, we visualize the gradients of the loss with respect
to individual features (pixels) of the input in Figure 2. We observe that gradients for adversarially
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Fig. 1. Input Image Fig. 2. Integrated Gradients Fig. 3. DeepLift Fig. 4. RISE

Fig. 5. Explanations of a standard model on CIFAR-10

Fig. 6. Input Image Fig. 7. Integrated Gradients Fig. 8. DeepLift Fig. 9. RISE

Fig. 10. Explanations of a provably robust model on CIFAR-10
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Accuracy % Balanced
Accuracy %

Individual Fairness fair) %
��� ����� ��������� ���������������������Dataset

RF FATT RF FATT RF FATT RF FATT RF FATT RF FATT
Adult 82.76 80.84 70.29 61.86 91.71 100.00 85.44 95.21 77.50 95.21 84.75 94.12
Compas 66.57 64.11 66.24 63.83 48.01 100.00 35.51 85.98 30.87 85.98 - -
Crime 80.95 79.45 80.98 79.43 86.22 100.00 31.83 75.19 32.08 75.19 - -
German 76.50 72.00 63.62 52.54 91.50 100.00 92.00 99.50 90.00 99.50 91.50 99.50
Health 85.29 77.87 83.27 73.59 7.84 99.99 47.66 97.04 2.91 97.03 - -
Average 78.41 74.85 72.88 66.25 65.06 100.00 58.49 90.58 46.67 90.58 88.13 96.81

Table 1: RF and FATT Comparison
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Figure 4: Distribution of Accuracy (left) and Fairness (right)

Model Size Average Veri�cation Time per Sample (ms)
��� ����� ��������� ���������������������Dataset

RF FATT RF FATT RF FATT RF FATT RF FATT
Adult 1427 43 0.03 0.02 0.03 0.02 0.03 0.02 0.03 0.02
Compas 147219 75 0.36 0.07 0.47 0.07 0.61 0.07 - -
Crime 14148 11 0.12 0.07 2025.13 0.07 2028.47 0.07 - -
German 5743 2 0.06 0.03 0.06 0.02 0.07 0.03 0.06 0.02
Health 2558676 84 1.40 0.06 0.91 0.05 3.10 0.06 - -

Table 2: Model Sizes and Veri�cation Times

FATT Natural CART CART with HintsDataset Accuracy % Fairness % Size Accuracy % Fairness % Size Accuracy % Fairness % Size
Adult 80.84 95.21 43 85.32 77.56 270 84.77 87.46 47
Compas 64.11 85.98 75 65.91 22.25 56 65.91 22.25 56
Crime 79.45 75.19 11 77.69 24.31 48 77.44 60.65 8
German 72.00 99.50 2 75.50 57.50 115 73.50 86.00 4
Health 77.87 97.03 84 83.85 79.98 2371 82.25 93.64 100
Average 74.85 90.58 43 77.65 52.32 572 76.77 70.00 43

Table 3: Decision Trees Comparison
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Abstract

Adversarial training is arguably the most popular way to provide empirical robustness
against specific adversarial examples. While variants based on multi-step attacks incur sig-
nificant computational overhead, single-step variants are vulnerable to a failure mode known
as catastrophic overfitting, which hinders their practical utility for large perturbations. A
parallel line of work, certified training, has focused on producing networks amenable to for-
mal guarantees of robustness against any possible attack. However, the wide gap between the
best-performing empirical and certified defenses has severely limited the applicability of the
latter. Inspired by recent developments in certified training, which rely on a combination of
adversarial attacks with network over-approximations, and by the connections between local
linearity and catastrophic overfitting, we present experimental evidence on the practical util-
ity and limitations of using certified training towards empirical robustness. We show that,
when tuned for the purpose, a recent certified training algorithm can prevent catastrophic
overfitting on single-step attacks, and that it can bridge the gap to multi-step baselines
under appropriate experimental settings. Finally, we present a novel regularizer for network
over-approximations that can achieve similar e!ects while markedly reducing runtime.

1 Introduction

The discovery of adversarial examples (Biggio et al., 2013; Szegedy et al., 2014; Goodfellow et al., 2015),
semantic invariant perturbations that induce high-confidence misclassifications in neural networks, has led
to the development of a variety of adversarial attacks (Moosavi-Dezfooli et al., 2016; Carlini & Wagner,
2017) and empirical defenses (Papernot et al., 2016; Cisse et al., 2017; Tramèr et al., 2018). Adversarial
training (Madry et al., 2018) is undeniably the most successful empirical defense, owing to its e"cacy and
conceptual simplicity. Employing a robust optimization perspective, Madry et al. (2018) train using the loss
incurred at the point returned by a multi-step attack, named PGD. The large cost of PGD-based adversarial
training ushered in the development of less expensive techniques (Shafahi et al., 2019). However, single-
step attacks (Goodfellow et al., 2015), were shown to su!er from a phenomenon known as Catastrophic
Overfitting (CO) (Wong et al., 2020), under which they display a vulnerability to multi-step attacks whilst
preserving strong robustness to single-step attacks. It was shown that CO can be mitigated at no additional
cost through strong noise (de Jorge et al., 2022) for smaller perturbations, yet stronger attack models require
the addition of explicit regularizers based on local linearity (Andriushchenko & Flammarion, 2020; Rocamora
et al., 2024). Indeed, strong links between lack of local linearity and CO exist (Ortiz-Jimenez et al., 2023).

→Equal contribution.
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