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A self-driving Uber ran a red
light last December, contrary to
company claims

Feds Say Self-Driving Uber SUV Did
Not Recognize Jaywalking s
Pedestrian In Fatal Crash g

Richard Gonzales November 7, 201910:57 PM ET
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Machine Learning Development Pipeline

data preparation model training

N /7

NEXT COURSE

predictions
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Static Analysis for Trained Models
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Machine Learning Development Pipeline

Models Only Give Probabilistic Guarantees

model deployment predictions

not sufficient for guaranteeing
an acceptable failure rate
under any circumstance
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Neural Networks
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Neural Networks

Feed-Forward ReLU-Activated Neural Networks

Rectified Linear Unit (ReLU)

X i—1
X; ; = max { Z Wi s Ximix T by O}

output max; Xy ;

input layer hidden layers output layer
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Neural Networks as Programs
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Maximal Trace Semantics
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Neural Network Verification

Static Analysis for Machine Learning
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Collecting Semantics

x00 = input()
>xO1 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88
>

X10=01f x10 < O else x10
Xx11=01ifx11 <O else x11

x20=0.40 *x10 +1.21 " x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 1f x20 < O else x20
x21 =01f x21 < 0 else x21

................ x30 = 0.26 * x20 + 0.33 * x21 + 0.45
.............. X31 = 1.42 * x20 + 0.40 * x21 + (-0.45)

A

return ¢ ‘ if x31 < 30 else ‘
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Property Verification

Ml € P <= {IIM]} € P
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Max Speed 100

Stability

Goal G3 in [Kurd03]

Safety

Goal G4 in [Kurd03]

Hypersafety

LANDING

GO AROUND

=
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Stability

Goal G3 in [Kurd03]

Goal G4 in

Lesson 12
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LANDING

Max Speed 100

GO AROUND
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Prediction Stability
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Prediction is Unaffected by Input Perturbations
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Local Prediction Stability

Distance-Based Perturbations

P, ) B (x € &M | 5(x,x) < €
Example (L, distance): P, .(X) - (x' € Rl | max;|x;, — x| < €}
def

Fo¢ = {[[M] | STABLE><([M1)}

%€ is the set of all neural networks M (or, rather, their semantics [A1])
that are stable in the neighborhood P; (x) of a given input x

def

STABLEY(T) = Vi€ T: 1y € Ps (x) = 1, = T(X)

SR classification of xin T

M E R < {IM1} C RS ME Ry & IM] C | %

Lesson 12 Static Analysis for Machine Learning

18



Lesson 12

@) check output for inclusion
In expected output:
included — {;table

otherwise — alarm

@ proceed forwards from
an abstraction of all Theorem

possible perturbations

[M] C M1 C | )R = M E RS

Static Analysis for Machine Learning Caterina Urban
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Lesson 12
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Abstraction #1: Intervals

Static Analysis for Machine Learning
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Lesson 12

X0 P (4, 6]
X1 P [4, 6]
®
2
@,
- i
4
3
™
N
1
° -
x> [3, 4]
Xo1 [09 1] IRGLU
xi1 (3, 4]

Static Analysis for Machine Learning

Xyo > [17, 24]

ekt l x30 = [0, 10]
Xy0 > [17, 24]
- @ H’
T N -14
0
0 ! not precise enough!
N .
? 1.5 @
Xy = [0, 3] h
ReLUI X3 —4, ﬂ]
Xy = [0, 3]

Caterina Urban
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a,b e R
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Abstraction #2: Symbolic

Static Analysis for Machine Learning
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Symbolic Abstraction..

—1
Y oe-x,+¢ ¢,ce R

la, b] a,be R
Xi_10 7 Ei_1 .
Xij Zw;k1°Ei—1k + bij
xi—l"_)E’—l’ X~-=Zw?_1-x- + b. . , | |
of 1—1,) I,] ik i—1.,k I,] k
k
X; . — {Ei’j
l,] [a? b] O S .
Ei,j RelLU [N {XI’J
X . > —_—
1, ’ a<0AO<Db
7" Ua,b] o
 + Lo
L] [0, 0] b<0
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Lesson 12

\ ..........................................
@)+x01+4 {2 (X0 + X0 + D H3-(0.5-xy0+ 0.5 - xp; + 3)
Xog P> s

X10 P ’
(4, 6] (17, 24]

7 « @
2

3 * Xgo + 3 - Xp + 2

4 0 130 7 [2 8]
3 0
o Xoo + Xo; — 1
X31 =
Q [—1, 1]

- 1 -
° - - ® e

. O.5-x00+0.5°x01-|-3 . (.XOO+X01+4)—1'(O.S'XOO+O.5'X01+3)
LB 41 2, 2)
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Modified Example

{1.5‘X00+1.5‘X01—2‘X31+1
X40 7

[=1, 4]
3 '.XO0+3 '.X01+2
30
° -
2 1

Xoo P

[() 1] 4 0 -14
not precise enough!

® ==

x01 o
[0 1] N

@
RelU
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Abstraction #3: DeepPoly

Static Analysis for Machine Learning
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DeepPoly Abstraction....

: k Ci,k . 'xi,k + C, Zk di,k ) 'xi,k + d] Ci,k’ C, di,k’ de HA
a, b] a,be R

Xiv1,j 7

e (Tt

[a,b]
Q\@\/ 0, b(x;; —a)
Q L/0 xij = b-a
p<—¢ ’
[0, b]
[Li,j, Ui,j]
Xl,] >
[a,b]
b(xi’j —a)
XZ,J — [Xi'], b —a
[a,b]
0,0
0,0

28
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[x()() + x()l + 4, XOO + x()l + 4]

X10 =
4, 6]
vl e ©
7L, 1 > : \
) = = =
(5

o,
e :
A 0 d 14
3 0 -8
™ .
N
1 15 '
. [ %015 X01] @ 05 @
L0, 1
PN [05 " X00 +0.5- X01 + 3, 0.5 - X00 +0.5- X01 + 3]
LB, 4]
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P [%00- *00]
00 0, 1]

Lesson 12

x20|—>{
®
2
; - -
‘S
N
-1
©
x21|—>{
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[2'X10+3'X11,2'X10+3’X11]

[17, 24]

-1.5

[X10 — X115 X190
[1, 2]

ol

O )t
— X111

Caterina Urban
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DeepPoly Abstraction.....

s {[X()o» X0l @ 7
oo © ' ©

@
) P N
4 0
3 0
™ ~N

I_){[O, 0.5 - x3; +0.5] : ! l t
31 0, 1]

[_19 1]
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{[O.S‘X30—2‘X31+1, O.S’X30—2'.X31+1]

X40 P
N {[xoo» X0 @
00 |
O
%) P %\
4 0 14
3 0 -8
™ -

N
-1 1.5 '
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DeepPoly Abstraction....

Back-Substitution
Xoo > [0, 1] Xg; > [0, 1]
[‘XOO + X01 + 4, X00 + X01 + 4] [05 * X00 +0.5- X01 + 3, 0.5 X00 +0.5- X01 + 3]
10 X1 P
(4, 6] [3, 4]
[2 - X104+ 3 - X1, 2 X9+ 3 - xq4] [X10 — X115 X10 — X141
X0 P 21 P
(17, 24] [1, 2]
{[.Xzo X21 — 14, x20 — x21 — 14] [O, 05 : (05 : .X2O T 15 : X21 o 8) + 05]
I—) X31 —>
[2, 8] [0, 1]
0.5 -2 +1,0.5- —2- + 1
Xag > {[ " X30 "t X3 %) ‘X3 + 1]
. {[X21 + 1 0.5 - * Xog — 0.5- X1 — 6]
I_){[.xlo x11+1, 0.5'X10+2'X11—6]
[0.5 - x50+ 0.5 - x5y + 2, 1.5 - x99 + 1.5 - xy; + 2]
—>
[2, 5]

Static Analysis for Machine Learning
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DeepPoly Abstraction....

Partial Back-Substitution

Xoo > [0, 1] Xg; > [0, 1]
[‘XOO + X01 + 4, X00 + X01 + 4] [05 * X00 +0.5- X01 + 3, 0.5 X00 +0.5- X01 + 3]
Tl e i e
4, 6] [3, 4]
[2- X0+ 3 - x5, 2 %19+ 3 - ] [*X10 = X115 X10 = X11]
20 7 D)1
[17, 24] [1, 2]
[.Xzo — X21 — 14, x20 — x21 — 14] [O, 05 . (05 : .X2O T 15 : X21 o 8) + 05]
30 7 i
2, 8] [0, 1]
:05 ’X30—2'X31 + 1, 05 ’X30—2'X31 + 1]
X0 7 Y ¢
0, 3]
:x21 + 1, 05 * 'XZO — 05 * X21 - 6]
H
2, 5. 5]
:.xlo —.xll + 1, 05 * .xlo + 2 * .xll - 6]
H
1, 3]
N { :05 * X00 + 0.5 " X01 + 2, 1.5 * X00 + 1.5 " X11 + 2]
2, 3]

Static Analysis for Machine Learning
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P [%00- *00]
00 0, 1]

Lesson 12

®
2
(o)
~N
1
@

Static Analysis for Machine Learning

-1.5

X40'—>{

[05 'X3O—2'X31+ 1, 05 'X3O—2'X31+ 1]
2, 5]
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DeepPoly Abstraction....

Maintaining Symbolic Bounds with Respect to the Inputs (“a la Symbolic”)

Xlo e [O, 05 ‘ xlO + 1] — [O, 05 ‘ ('XOO +XO1) + 1] — [O, 05 ‘ XOO + 05 ‘ xm + 1]

Rel U
{ [X00 + X015 X0 T+ Xo1]
X10 P

[X00 — X015 X00 — X011

S {[_2, 2]

RelLU <
xll e [O, 05 ‘ xll + 1] —> [O, 05 ‘ XOO — 05 ‘ .xOl + 1]

Static Analysis for Machine Learning
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DeepPoly Abstraction....

Maintaining Symbolic Bounds with Respect to the Inputs (“a la Symbolic”)

Xlo e [O, 05 ‘ xlO + 1] — [O, 05 ‘ ('XOO +XO1) + 1] — [O, 05 ‘ XOO + 05 ‘ xm + 1]

+ X1, X109 + 0, Xy + 2
Yo > [x10 + X115 X10 + X111 = [0, X9 |
[0, 3]

{[xlo _xll, xlo _xll] —> [_05 ‘ xOO + 05 ‘ .xOl - 1, 05 ¢ XOO — 05 ‘ x01 + 1]
i =2, 2]

xll e [O, 05 ‘ xll + 1] —> [O, 05 ‘ XOO — 05 ‘ .xOl + 1]

~ CaterinaUban 40
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DeepPoly Abstraction....

Maintaining Symbolic Bounds with Respect to the Inputs (“a la Symbolic”)

[X10 + X115 X10 + X111 = 10, X0 + 2]
[0, 3]

SN {[xl() — X115 X10 _'xll] —> [—05 * X00 +0.5- Xo1 — 1, 0.5. Xoo — 0.5 . Xo1 + 1]

X
RelLU

Xy = [0, 0.5 x5 + 1] = [0, 0.25 - X9 — 0.25 - x5y + 1.5]

~ CaterinaUban 4
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DeepPoly Abstraction....

Maintaining Symbolic Bounds with Respect to the Inputs (“a la Symbolic”)

o {[xzo + x5+ 1, Xp0 + 2+ 1] = [1, 1.25 - x5 — 0.25 - xy; + 4.5]
30

BRI — [1.5.5] with back-substitution

N {[xlo + X11, X190 + X11] = [0, xo0 + 2]
20

[0, 3]

X s [x21, .x21] — [O, 025 : ’xOO — 025 : xOl + 15]
T, 2)

Xr1 [0, 0.5 - X1 + 1] —> [O, 0.25 - X000 — 0.25 - X01 + 15]

~ CaternaUban 42
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DeepPoly Abstraction.....

Maintaining Symbolic Bounds with Respect to the Inputs (“a la Symbolic”)

o {[xzo + x5+ 1, Xp0 + 2+ 1] = [1, 1.25 - x5 — 0.25 - xy; + 4.5]
30

BRI — [1.5.5] with back-substitution

Xap > {[’XZI’ le] —> [O, 0.25 - Xoo — 0.25 - X01 + 15]

[0, 2]

~ CaterinaUrban 43
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Going Farther: Multi-Neuron Abstractions

Static Analysis for Machine Learning
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A
(0,2) (0,2, —2)
Y2
(_27 O) (27 O)
- > L]
(07_2>v Z:$1—|—CB2
(a) Input shape (b) 1-ReLLU
Lesson 12 Static Analysis for Machine Learning

(1,2, —2)
(27 17 _2)
(2,0, —2)
Y1

Y2
(0,2, 2) (0,0, —2)
Yi
(0,0, 2)
2.0, 2
zZ =x1 + x2 ( )
(c) 2-RelLU
Caterina Urban 45



* T. Gehr, M. Mirman, D. Drachsler-Cohen, P. Tsankov, S. Chaudhuri, and M. Vechev. A/2: Safety and
Robustness Certification of Neural Networks with Abstract Interpretation. In S&P, 2018.

- G. Singh, T. Gehr, M. Mirman, M. Puschel, and M. Vechev. Fast and Effective Robustness Certification.
In NeurlPS, 2018.

- M. N. Miller, G. Makarchuk, G. Singh, M. Puschel, and M. Vechev. PRIMA: General and Precise
Neural Network Certification via Scalable Convex Hull Approximations. In POPL, 2022.
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Lesson 12

Saliency Map Stability

Static Analysis for Machine Learning

Caterina Urban
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Saliency Map Stability

33332 EREE

“ -

Saliency Map s : vy g

Expected Saliency Map

m
0=4

Saliency Map Stability Saliency Map Instability

Lesson 12 Static Analysis for Machine Learning Caterina Urban
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Saliency Maps

° 1+1°0.5 + 2°0.75

0.25
-
2
-
0.25

- -1 * (x1 X2 + X3 x4
2" (x1+x2 X3 + x4
1 x1 + x2 X3 + x4
i 6 5 5

Lesson 12 Static Analysis for Machine Learning Caterina Urban



(A Very Small) Example

Semantic Perturbations

- 0

-0.25

-

Lesson 12 Static Analysis for Machine Learning
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Saliency Map Stability

distance = 3.87 =K distance = 6.56 distance = 6.56 distance = 6.56
Lesson 12 Static Analysis for Machine Learning Caterina Urban
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(A Very Small) Example

Encoding Semantic Perturbations vonapatrazo)

Lesson 12 Static Analysis for Machine Learning
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Activation Patterns

Lesson 12

Inactive

Static Analysis for Machine Learning

Caterina Urban
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Activation Patterns

114

1/14

Lesson 12

B +0.5

B+ 0.75
x4

0.75

Static Analysis for Machine Learning

|

3*(x1) + 1*(x2) + 2*(x3) + 1*(x4) -3 =0

|

1*(x1) - 3*(x2) + 1*(x3) - 2*(x4) +4 =0

Caterina Urban

1*(x1) + 1*(x2) + 2*(x3) + 1*(x4) -1 =0 ‘ ‘H
1

56



Prediction Stability

B B B 1
0 B +0.5 B+ 0.75
I B B 1
1/14 B 1 \B B 1
B+0.5 B +0.75
1
B+0.5 B B 1
B+0.5 B +0.75
1/14
1
B+ 0.75 S

x4

0.75

Lesson 12 Static Analysis for Machine Learning Caterina Urban
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Saliency Map Stability

114

1/14

. -1 7 (x1 X2 - X3 x4
0 1 2 x1  x2 X3 - x4
x4 1 x1 X2+ 2'x3 + x4
4 6 5 5

0.75

Lesson 12 Static Analysis for Machine Learning Caterina Urban 58
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Static Analysis for Machine Learning
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Prediction Stability

0.2 1

0 5
| B

el 475-13 >-2 -1.75

B 1 ( \|3 / ) B 1
B 0.5 « 1B 075 ‘ JH
B +0.5 B 1
s @

1/14

0 0.25

4.75-13

B+ 0.75
x4

0.75

Lesson 12 Static Analysis for Machine Learning Caterina Urban 60



Saliency Map Stability

0 0.25 1
| B
1/14

-1

-1
1/14
I.—» ‘\

*
(

0 0.25 1 * ( ) +

x4 CExl ox2 ix3 x4
X1+ X2+ *X3+ *X4

0.75
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Naive Breadth-First Search

114 0.4375

114 0.4375

Lesson 12 Static Analysis for Machine Learning

x4

0.75

|

Caterina Urban
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Naive Breadth-First Search

Too Many Activation Patterns!

—

Object Translation

Patch Opacity

Lesson 12 Static Analysis for Machine Learning
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Prediction Stability

Static Analysis for Machine Learning

Saliency Map Stability

Caterina Urban

64



Experimental Results

- —
8p T gbs-P
B gbs-P+SM

#|neurons|

perturbations
_|
0

0 10 20 30 40 50 60
#|verified images|
101t 102 103 104
#|verified regions|
o | R 100
———
200 B gbs-P+SM
B ¢
(V)]
z - [ 7
: 5 e =
(@] A
2 g .
= :
— 800
B B ) ] '
2028
2028 : * S
0 10 20 30 40 50 60 14824 a
#|verified images|
101! 102 103 104

computation time [sec]

Lesson 12 Static Analysis for Machine Learning

EXPONENTIAL INCREASE
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Max Speed 100

'1'2"
4;-":“2" '(
ot RS :/
h "’ v
'(-:t f’ﬁf\z\* 9. .‘Q{' ‘
Oy o ’k" ‘:3:1" < —d\.f."y %
Nv_k I ../
Sra 1 T L5

/
A
/ Cend

Goal G3 in [Kurd03]

Safety

Goal G4 in [KurdO3]

LANDING GO AROUND
[ [
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ACAS Xu [Julian16][Katz17]

Airborne Collision Avoidance System for Unmanned Aircraft

iImplemented using 45 feed-forward fully-connected ReLU networks

¥ 5 Input sensor measurements

7 |
AN UOWD Vi I
int
-~
-~
- - =
-~
-~

-

p. distance from ownship to intruder

0. angle to intruder relative to ownship heading direction

w: heading angle to intruder relative to ownship heading direction
v .. speed of ownship

v. . speed of intruder

Intruder

p

’—-
1
\
\
\
\
~—-—7\
\
[ [ ] [ [ [

\ .
» Ownship .’
L d

g ~--"

< 5 output horizontal advisories
Bi | !
e Strong Left
4  Weak Left
5| | * Clear of Conflict
| , | | | * Weak Right

e Strong Right
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ACAS Xu Properties....

Example: “if intruder is near and approaching from the left, go Strong Right”

250 < p < 400

02<60<L04

Static Analysis for Machine Learning



Input-Output Properties

I: input specification

O: output specification

SAFEL(T) B vre T: (kI 1,E O

Theorem

ME Sy < {M]} C Sy

Lesson 12

ME SL e [M] C | ]S

Static Analysis for Machine Learning

Caterina Urban
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Lesson 12

@ check output for inclusion
in output specification O:
included — safe
otherwise — alarm

SR

0% >
NI K
R 7

N

<@

(@ proceed forwards from
an abstraction of the Theorem

input specification I

!

X4

[M] C IMI"C | |SE = ME S,

Static Analysis for Machine Learning Caterina Urban
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@ Clear of Conflict

1

-1.25

(2



Abstraction #3: DeepPoly

Static Analysis for Machine Learning
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DeepPoly Abstraction....

- 2 2
X100 7 " X0+ 3
x]()l {-10 3 10 3]

:_ 13 2]
RelLU

[X00 + X015 X0 T+ Xo1]
X0 P
[_19 2]

yd
0 0
0 0
N
A 1
[X00 — Xo1> X00 — Xo1]
X117
[_19 2]
RelLU
: y) )
X1, T X1 T3
x]l . M1 3 11 3]
:_19 2]

Static Analysis for Machine Learning

-1.25

ReLU(x)

Clear of Conflict

Strong Turn

/5



DeepPoly Abstraction....

A _ 1
X190 = X115 X190 — X11]
_7 l]

Rel U IR

0, 0.5 x,; + =]

: 7
_09 5]

Static Analysis for Machine Learning

@ Clear of Conflict

1

-1.25

@ Strong Turn
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DeepPoly Abstraction....

1

Static Analysis for Machine Learning

[1,5.5]

@ Clear of Conflict

1

-1.25

@ Strong Turn

Xy — 1.25, x5y — 1.25]
—1.25, 2]

(4



Abstraction #2: Symbolic

Static Analysis for Machine Learning
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Symbolic Abstraction..

. Xoo T Xo1 N
10 [_1’ 2] 10

@ \/Re[u

:

1

®
X00 ~ 01

\/Rel_vu

Static Analysis for Machine Learning

e {0 ]

210
[0, 2]

@ Clear of Conflict

1

-1.25

@ Strong Turn

80



Symbolic Abstraction..

Xn1 *o1
0l [_19 1]

2

Static Analysis for Machine Learning

N 1

-1.25

@ Clear of Conflict

7 @ Strong Turn

PN 210 ~ 11 P X21
21 [_29 2] 2! [09 2]

\/F@'u

81



Symbolic Abstraction..

DeepPoly Abstraction

N [X00> *00]
00 [0, 1]

[X015 Xo1]
Xo1 P {[_1’ 1]

{[.x Q +1,x20+x21+1]
X30 P
(5.5
7 A @ Clear of Conflict
1

~ o
@ . 0O
1
- ! @ Strong Turn

[x,; — 1.25, x,; — 1.25]
i 13
[-1.25, E]

Static Analysis for Machine Learning

R {xlo +x;;+x+ 1
30
[1, 7]

Clear of Conflict

—1.25, 0.75]

I -



Xoo P

Symbolic Abstraction

Modified Example

. |

. xoo
00 [0 1]

. x01
(U [0 1] ~

05

RelLU

DeepPoly Abstraction

[xoo Xo0]
[x01 Xo1] 05

3'X00+3'X01+2

2, 8]

MH{nﬂ

15 -x00+ 15 ‘.xOl —2‘X31+1
X40
(-1, 4]

[0.5‘X30—2‘X31+1, O.S’X30—2’X31+1]

atic Analysis Tor iviachine Learning

DeepPoly Abstraction

[X50 + X5 + 1, Xp0 + X5 + 1]
o7
L, 5.5]

A @ Clear of Conflict

not precise enough!

-1.25

! @ Strong Turn

[ty — 1.25, x,; — 1.25]
&l [-1.25, 2]

xlo +x11 +x21 + 1

1, 7]
A @ Clear of Conflict
~ 1
© 1.25

» — 1.25
X31 =
[—1.25, 0.75]




Abstraction #4: Product
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Product Abstraction.......
Symbolic & DeepPoly

lag, by]

RN

Symbolic DeepPoly

[maX(asa ad), min(b59 bu)] \/ [maX(aS, ad), min(bs, bu)]

[ag, b]

Static Analysis for Machine Learning
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Product Abstraction.......
Symbolic & DeepPoly X10

Rel.U
Xoo T Xo1

2

:xl(), 3
0, 2]

X104 [Xoo + Xo1» Yoo + Xo1l
[_19 2]
@ ©
200 .
Xp0 P 4 [X00s %00l d . - |
[0, 1]
0 0
N
O
@ . O
3 X00 — Xo1 !
X1 & [X00 — X015 Xoo — Xo1l

[_19 2]
X11
ReLU X - 3 xyg, =

3
0, 2]

Static Analysis for Machine Learning

— [0, 2]
xo+2] = [-1,2]

@ Clear of Conflict

1

-1.25

@ Strong Turn

— [0, 2]
x+3l = [-1,2)
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Product Abstraction.......
Symbolic & DeepPoly

Xl() + 'xll — :09 4]

_ ‘o 8
X > 3 X0+ X X9+ x5 = [0, 3]

n 8
_09 ?
1 A @ Clear of Conflict
1
X00 . 1
Xo0 P 3 [%00> 00l d . - |
[0, 1]
01 0 0
Xo1 [%015 Xo1) ~

N
o
-1, 1] @ @ 1.05
1
3 7 @ Strong Turn

i X921 — [0, 2]
X10 — X1 — [—2, 2] _ -
x21 — _O, 0.5 ‘ .X21 + 0.5] —> _0, ?

: 77

Xo1 = 4 X0 — X0 X0 —X1] = 3> 3] -
. :05 _]
\\2,2] % J
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Product Abstraction.......

Symbolic & DeepPoly s
X10+X11+X21+1 —> _I,T
X307 Y [Xg+ X0+ 1, X9+, +1] —[1,4.5]
1, 4.5]
7 A @ Clear of Conflict

X00 X 1
XOO —> [Xoo, XOO] 7 . e .
[0, 1]
0 0
N
@
-1.25

X, — 1.25 - [-1.25, =

Xy P 3 [y = 1.25, x5, — 1.25] > [-1.25, =
5
~1.25, ]
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Going Farther: Complete Methods

Static Analysis for Machine Learning
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Use union of Follow-up Work

effici
of bOUﬂgnt representaﬁons H.-D. Tran et al. -
ed convex po| Verificati '
PO yhedra erification of Deep

Star Sets

Complete Abstraction |
Networks Using

ImageStars (CAV 2020)

c € R center
e %' (c,V,P) V={v,...,v, }: basis vectors in X"
P: " - { L, T }: predicate

Ol ={x|x=c+ Z a.v; such that P(ay, ...,a,) = T |
i=1

e fast and cheap affine mapping operations — neural network layers
® |nexpensive intersections with half-spaces — Rel U activations

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
Static Analysis for Machine Learning
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ReluVal

Asymptotically Complete Method

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)

Static Analysis for Machine Learning
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DeepPoly Abstraction....+ Input Refinement

x30 IRl {[1, 5.5]

X31 N e {[—1.25, 0.75]

Static Analysis for Machine Learning
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Neurify

Asymptotically Complete Method

X > :Zk CO,k . XO,k + C, Zk dO,k . xO,k + d] CO,k? C, dO,Iv d c %
l,] :a, b] a,b [ {%

b
PN {[Ei,j9 Ei,j] Rel.U L l_) |_,a ReLU(x)
v [a, b] /9 I,]
@40

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)

Static Analysis for Machine Learning
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af~-CROWN

The State of the Art

/
/ /
b, &
3 P d . 4
A 4 q
H |
. § e -
! o~ . ) | ‘
y y s |
) Y, i
< - . 4
v F ) - A
AL - - R
/
7 { ) ¥
. L T ]
N —
T
-
- 2 s . .
. » -
8

min f(z) > mina' z+c
zcC xcC

v O./

Efficient bound propagation (CROWN)  GPU optimized relaxation (a-CROWN)  Parallel branch and bound (8-CROWN)

Winner of the International Verification of Neural Networks Competition since 2021

https://github.com/Verified-Intelligence/alpha-beta-CROWN
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Other Abstractions
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Related Work

Y. Y. Elboher et al. - An
Abstraction-Based
Framework for Neura]
Network Verification (O7A\Y;
2(012(0)

Interval Neural Networks

L

N
% By
0;)
W {\
Wy 2

[W,> Wail

0

I < xo; <

- merge neurons_\ayer-w;se .
‘based on partitiomr_\g s_;tra ega\‘ls
" replace weights with interv

N -

P. Prabhakar and Z. R. Afza - Abstraction based Output Range Analysis for Neural Networks (NeurlPS 2019)
Static Analysis for Machine Learning
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- A. Boopathy, T.-W. Weng, P.-Y. Chen, S. Liu, and L. Daniel. CNN-Cert: An Efficient Framework for
Certifying Robustness of Convolutional Neural Networks. In AAAI, 2019.

» C.-Y. Ko, Z. Lyu, T.-W. Weng, L. Daniel, N. Wong, and D. Lin. POPQORN: Quantifying Robustness of
Recurrent Neural Networks. In ICML, 2019.

H. Zhang, M. Shinn, A. Gupta, A. Gurfinkel, N. Le, and N. Narodytska. Verification of Recurrent Neural
Networks for Cognitive Tasks via Reachability Analysis. In ECAI, 2020.

- G. Bonaert, D. I. Dimitrov, M. Baader, M. T. Vechev. Fast and Precise Certification of Transformers. In
PLDI, 2021.

- D. Gopinath, H. Converse, C. S. Pasareanu, and A. Taly. Property Inference for Deep Neural Networks.
In ASE, 2019.
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Complete Methods

Advantages

suffer from false positives
sound and complete

_ Disadvantages
Disadvantages

able to scale to large models
soundness not typically guaranteed

with respect to floating-point arithmetic |
sound often also with respect to

do not scale to large models floating-point arithmetic

often limited to certain less limited to certain
model architectures model architectures
Advantages

Incomplete Methods
© CatermaUman

Static Analysis for Machine Learning
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Goal G3 in [Kurd03]

4 ‘J" i

e T
T

{2
AR NI 3]
A e ATy

Goal G4 in [Kurd03]

Hypersafety

LANDING GO AROUND

=
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Runway Excursions during Landing

~20% of Air Transportation Accidents*

WIKIPEDIA

The Free Encyclopedia

WIkIPEDIA
Jeju Air Flight 2216

Jeju Air Crash (December 29th, 2024)

Jeju Air Flight 2216 was a scheduled
international passenger flight operated by Jeju Air
from Suvarnabhumi Airport in Bangkok,
Thailand, to Muan International Airport in Muan
County, South Korea. On 29 December 2024, the
Boeing 737-800 operating the flight was 7 "N\
approaching Muan, when a bird strike occurred. _——
The pilots issued a mayday alert, performed a go-
around, and on the second landing attempt, the
landing gear did not deploy and the airplane belly
landed well beyond the normal touchdown zone.
It overran the runway and crashed into a berm
encasing a concrete structure that supported an
antenna array for the instrument landing system. | Date 29 December 2024

Jeju Air Flight 2216

e I T Tt

HL8088, the aircraft involved in the accident,
pictured in 2023

Accident

*https://www.airbus.com/en/newsroom/stories/2022-10-safety-innovation-5-runway-overrun-prevention-system-rops-and-runway
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August 5th, 2020

L 25714 EN Official Journal of the European Union 6.8.2020

COMMISSION IMPLEMENTING REGULATION (EU) 2020/1159
of 5 August 2020

amending Regulations (EU) No 1321/2014 and (EU) No 2015/640 as regards the introduction of new
additional airworthiness requirements

26.205 Runway overrun awareness and alerting systems

(@) Operators of large aeroplanes used in commercial air transport shall ensure that every aeroplane for which the first
individual certificate of airworthiness was issued on or after 1 January 2025, is equipped with a runway overrun
awareness and alerting system.

—
Having regard to Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on common

rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations
(EC) No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010, (EU) No 376/2014 and Directives 2014/30/EU

1 An1 alFAIrrT C . /MMM NT mrrAalAnn a 1 /T M\
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Less Computing Power and Less Computing Time

vv‘-_../.\lnq-“:,w.\.‘l > .

L FrARRA ~
_ ..,..\\:Rhﬁnbna\. INEOEIRER
A

B e e R
..\\mennnnnn SRt
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Runway Overrun Warning

Toy Example

WEIGHT

TEMPERATURE @
ALTITUDE
SPEED

WIND

SLOPE

2.388245

. <
0.828711 X

0.662405

-0.686885

1.803209

2.685314

~3.834811 <.

2.665507

-4.211086

Static Analysis for Machine Learning

1.735994

2.296390

-2.627086 o

-0.828226

~3.695113 ¢,

-0.245429

-4.299974

-4.096463

5.024773

LANDING

2500

!

RUNWAY
LENGTH

GO AROUND

-2500

104



Runway Overrun Warning

Toy Example

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

float(input())
float (input())
float(input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU( (1.
ReLU((1.
ReLU( (1.

ReLU((1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

ReLU((-0.552155)*x30 +
ReLU((-2.509773)*x30 + (1.199384)*x31 +

(-2.278012)*x40 +

120875)*x00
113805)*x00
755487)*x00

803209)*x10
958950 ) *x10
958103 ) *x10

735994 ) *x20
327110) *x20
147212)*x20

296390)*x30

+ + +

_|_

+

+

+

+
+

+

(0.
(0.
(0.

(1.
(2.
(2.

(0.
(2.
(2.

(1.

065404)*x01
064486)*x01
224640)*x01

222249)*x11
388245)*x11
273354)*x11

666507)*x21
685314)*x21
285599)*x21

980387) *x31

+ + +

_|_

+

+

+

+
.|.

+

—
=

(2.

(-0.828226)*x31 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716)*x12
.245851) *x12
.662405)*x12

.192344)*x22
.424807)*x22
.665507)*x22

945360 ) *x32

+ o+ o+

+

+

+

+

+
.I.

+

(2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))

(2.123338)*x03 + (0.076374)*x04 +

(-1.651132)*x05 +

(-0.828711))

(2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

(-3.
(-3.
.211086))

(-4
(-2

(-4

(-4.
(-0.495998)%x32)
(-0.245429)*x32 +

(0.180652)*x41 + (-16.663048)*x42 + (2500)
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

489653))
834811))

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning
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Maximal Trace Semantics

x00 = float(input()) Ly, input
x01 = float(input()) /L . ¢ o
x02 = float(input()) e !
x03 = float(input()) e .
x04 = float(inpuj—:_(_)__) -------------------------- I | &
x05 = flpae¢ifiput()) [T .
T e . . |
ReLU( (0.120875) *x00,, eef: 0U065404) *x01 H e ? ¢ . .103565 1.623834))
ReLU( (0.113805)¥%0 0.064486)*x01 4 umeeer | | 651132 0.828711))
ReLYt 0755487 0.224640)45=0T" ! E ¢ 18635 0.686885))
e 1 ® o
ReLU( (1.803209) hwtd™ 1.222249)*x11 +| w8 E . |
ReLU ( (1,,.268950 2.388245) #xdeir E |
= RexU{(1.958103 2.213357 4 ; : ? !
e e : :
ReLU( (1.73599447%7( 0.666507)*x21 et 3% $ ! |
ReLU( (2+-327110 2.685314)4x7T 1. yt |
______ Rerl((2.147212 2,285%99 2. 600" |
4 e e |
ReLU( (2.296390%% 1.9803874+%7 2.94536% !
ReLU( (~6"552155)*x30 + (o &v828226 0.4959% t : prediction
ReTU((-2.509773) *ga&4 1.199384 0.245429 @

.
a®
“““
.
st

-
PYd
PYd
P
“““
PYd
a®
P
a®

a®

vs®
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Runway Overrun Warning
HyperSafety of Neural Network Surrogate

-
]

LANDING GO AROUND

Ny
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Abstract Non-Interference Properties

1: Input abstraction

p: output abstraction

def

) 2T VL1 € Tn) = n@) = pt,) = p(t,) |

H Z IS the set of all executions that satisfy abstract non-interference with respect to 7 and p

Theorem

MEZ" < [M] € %" < {[M]} C %"

Lesson 12 Static Analysis for Machine Learning Caterina Urban 108



Abstract Non-Interference
Subset-Closed Property (*)

%Z . .

(*) Machine Learning Models are Deterministic

Static Analysis for Machine Learning



1: Input abstraction

p: output abstraction

def

Ay = {T | Vi, 1 € T: n(ty) = n(ty) = p(t,) = p(té,))}

H Z IS the set of all executions that satisfy abstract non-interference with respect to # and p

Theorem

MEZ" < [Ml e X! < (M} C X! MEZ" < [M] C M C
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Abstract Non-Interference Verification

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())
x10 = ReLU((0.120875)*x00
x11 = ReLU((0.113805)*x00
x12 = ReLU((0.755487)*x00
x20 = ReLU((1.803209)*x10
x21 = ReLU((1.958950)*x10
x22 = ReLU((1.958103)*x10
x30 = ReLU((1.735994)*x20
x31 = ReLU((2.327110)*x20
x32 = ReLU((2.147212)*x20
x40 = ReLU((2.296390)*x30
x41 = ReLU((-0.552155)*x30 +
x42 = ReLU((-2.509773)*x30 +
x50 = (-2.278012)*x40 +
x51 = (2.278012)*x40 +
Lesson 12

+ o+

+ + +

+

+
+

+

(1.

.065404)*x01
.064486)*x01
.224640)*x01

.222249)*x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599) *x21

980387) *x31

+ o+

+ o+ o+

+

+
+

+

(2.

(-0.828226)*x31 +

(1.199384)*x31 +

(0.180652)*x41 +
(-0.180652)*x41 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716) *x12
.245851) *x12
.662405)*x12

.192344)*x22
.424807)*x22
.665507)*x22

945360)*x32

+ o+

+ + +

+
_|_
+

_|_

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(-3.
(-3.

(-4
(-2

(-4

(-4.
(-0.495998)%x32)
(-0.245429)*x32 +

(-16.663048)*x42 + (1864)
(16.663048)*x42 + (-1864)

489653))
834811))
)

.211086)

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning

(0.101956)*x04 +
(0.076374)*x04 +
(0.346636)*x04 +

(-2.103565)*x05 + (1.623834))
(-1.651132)*x05 + (-0.828711))
(1.418635)*x05 + (-0.686885))

“the risk of a runway overrun does
not change when only varying the
altitude at which it is measured (in the
expected range) and nothing else”

p:
p(x50) = 1if x50 > x51 else 0

n(x51) = 1ifx51 > x50 else 0
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3-Step Recipe

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior
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3-Step Recipe

concrete semantics

mathematical models of the program behavior
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Hierarchy of Semantics

parallel semantics M),
A %
a, M|, outcome semantics
(ML a,
A %
a., IM] . dependency semantics
(M)} a.

HIM] ) collecting semantics
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parallel semantics (M)}

~a

HIM]} collecting semantics
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Coll
ech
ting Semantsi

x00 =
.
zgl B flz:t(input
2 = flo t(input())
at(lnputz ; )

)

x03 =
JPRRPL laax put(
XlO -(-i-ﬁﬁ.ﬁ-.t--(-;--) ---------------------------------------
o e
%11 = eLU( (
= R O . 12
x12 = eLU 087
A‘ ---------- -R‘.‘QIJU‘E.-é-g-:“];-]‘--3-80§-;-::-?S‘O-‘Q-‘-:I:‘-‘(‘O‘
.755487)*§OO + (0.0654I0-léll)ll*‘ lllll
00 + (0-064486)*X
°22464O)*X
-------------- aun®®
5)*
2)* + (1
635 x05 + -623
) £%05 (-0 834)
+ .828 )
(-0 711

-------------

-------

lllll

lllllll

-
IIII

IIIIIII

llll

.

x32 =
& '_‘"Re]:,ﬁ-(-( g
.14
<40 = e
IR 12)*x20 + |
~ e . 2 9 6 3 ....... .2-.\2.8-3 .
'Liwﬂfﬁgé?§g¢§30 + 599)*x21 +
30+ gadTags
-F.@'--g--u- . -*3&.3- -----------
$62822 1 +
6)* (2
%31 +
(-

IIIIII

IIIIIIII
II‘

IIIIIIIIIIIII

IIIII

IIIIIIII

Static
Analvsi
lysis for Machi
Hﬂng



parallel semantics (M)}

~a_

a., dependency semantics
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Dependency Semantics

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())

<
ReLU((0.120875 0.065404
ReLU((0.113805 0.064486 7 def , , ,
Rel. .755487 .22464 — ‘ ' — —
eLU( (0.75548 0.224640 x T|Vt,t'eT: r](ﬁ) n(t_o) = p(t_w) p(t_w)
ReLU((1.803209 1.222249
ReLU((1.958950 2.388245
ReLU((1.958103 2.273354
ReLU((1.735994 0.666507
ReLU( (2.327110 2.685314
ReLU( (2.147212 2.285599
ReLU( (2.296390 1.980382y+ 3T
ReLU((-0.552155 (~0828226

ReLU((-2.509773) *xa3& % 1.199384

.
PYd
PYd
a®
“““
PYd
PYd
P
a®

x50 = (-2.278002)*x40 + (0.180652)*x41 + (-16.663048)*x4

vs®

Py
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parallel semantics (M)}

a, outcome semantics
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Outcome Semantics

x00 = float(input())
x01 = float(input())
x02 = float(input())
X03 = float(input()) e

%10 = ReLU((0.120875)*x00 + (0.065404)%x0
x11 = ReLU((0.113805)*x00 + (0.064486)*x( " def , , ,
%12 = ReLU((0.755487)*x00 + (0.224640)*x( %p = 1T ‘ Vi,t' € T: ;f](to) _ ;7(1‘0) =}£(tw) _E(tw)
%20 = ReLU((1.803209)*x10 + (1.222249)*x1

%21 = ReLU((1.958950)*x10 + (2.388245)%x1

%22 = ReLU((1.958103)*x10 + (2.273354)*x113

x30 = ReLU((1.735994)*x%x20 + (0.666507)*x21
x31 = ReLU((2.327110)*x20 + (2.685314)*x21
%32 = ReLU((2.147212)*x20 + (2.285599)*x21
x40 = ReLU((2.296390)*x30 + (1.980387Z)+%31 + (2.

%41 = ReLU((-0.552155)*x30 + (~0828226)*x31 + (-8

.
Py
a®
a®

x42 = ReLU((-2.509773)*x3@ % (1.199384)*x31 + (-0.2%

we®

PYd
a®
st
“““
PYd
a®
a®

“““

a®
a®
a®
a®
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Hypersafety Verification

Abstract Non-Interference Properties

Z = {T | Ve, 1" € T: n(ty = nty) = p(t,) = p(t;))}

L emma

MEZ) < VA, B € [M].: p(A,) N p(B,) =L = nlAy) NnBy =L

x02 x02

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.
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Abstract Interpretation
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior
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Hypersafety Verification

Naive Backward Analysis

float(input())
float(input())
float(input())
float(input())
float(input())
float(input())

ReLU( (-0.552155)%x30 +
ReLU( (-2.509773)*x30 +

(-2.278012)*x40 +
(2.278012)*x40 +

x00 =

x01 =

x02 =

x03 =

x04 =

x05 =

x10 = ReLU((O.
x11 = ReLU((O.
%12 = ReLU( (0.
x20 = ReLU( (1.
x21 = ReLU((1l.
%22 = ReLU( (1.
x30 = ReLU( (1.
%31 = ReLU( (2.
x32 = ReLU( (2.
x40 = ReLU( (2.
x41 =

x42 =

x50 =

x51 =

Lesson 12

120875)*x00
113805)*x00
755487 ) *x00

803209)*x10
958950 ) *x10
958103)*x10

735994 ) *x20
327110)*x20
147212)*x20

296390)*x30

+ o+

+

+

+

+

.|_
+

.|_

(1.

.065404)*x01
.064486)*x01
.224640)*x01

.222249)*x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599) *x21

980387) *x31

+ o+

+

+

+

+

.|_
+

.|_

—
=

(2.

(-0.828226)*x31 +

(1.199384)*x31 +

(0.180652)*x41 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716) *x12
.245851) *x12
.662405)*x12

.192344)*x22
.424807)*x22
.665507)*x22

945360)*x32

+ o+ o+

+

+

+

+

+
+

+

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(-3. )
.834811))
.211086))

(-3
(-4

(-2

(-4

(-4.
(-0.495998)%x32)
(-0.245429)*x32 +

(-16.663048)*x42 + (1864)
(-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653)

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning

(1) check for disjunction
In corresponding input partitions:
disjoint — safe
otherwise — aalarm

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

(2) proceed backwards
through the model layers

@ start from an abstraction
for each possible
classification outcome
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Hypersafety Verification

Naive Backward Analysis

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

float(input())
float (input())
float(input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU((1.
ReLU( (1.
ReLU( (1.

ReLU( (1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

ReLU((-2.509773)*x30 + (1.199384)*x31 +

(-2.278012)*x40 +
(2.278012)*x40 +

120875)*x00
113805)*x00
755487 ) *x00

803209)*x10
958950) *x10
958103)*x10

735994 ) *x20
327110)*x20
147212) *x20

+ + +

+ o+ o+

+
+
+

(0.
(0.
(0.

(1.
(2.
(2.

(0.
(2.
(2.

296390)*x30 + (1.
ReLU( (-0.552155)*x30 + (-0.828226)*x31 +

065404)*x01
064486)*x01
224640)*x01

222249)*x11
388245)*x11
273354)*x11

666507)*x21
685314)*x21
285599) *x21

980387) *x31

+ o+ o+

+ + +

+
+

+

+

(2.
(-0.495998) *x32)
(-0.245429)*x32 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716)*x12
.245851) *x12
.662405)*x12

.192344)*x22
424807 ) *x22
.665507)*x22

945360)*x32

+ o+ o+

- o+

+
.|_
.l.

.|_

(2.030051)*x03 + (0.101956) *7X
(2.123338)*x03 + (0.076374)%
(2.619876)*x03 + (0.346636)

(-3.
(-3.

(-4

(-2

(-3.

(-4

(-4

(0.180652)*x41 + (-16.663048)*x42 + (1864)
(-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653))
834811))
.211086))

.627086) )
695113))
.299974))

.096463))

(5.024773))

(—4.556024) * x40 + (0.361304) * x41 + (—33.326096) * x42 4 (3728) > 0
(4.556024) * x40 4 (33.326096) * x42 — 3728 > 0

Static Analysis for Machine Learning

+ (-2.103565)*x05 + (1.623834))
328711))

6885) )

) + )
L 7z L < L % L
~ ™ a v N
é‘\/ W @/ 0 \%a N N \
N\ o X o ¥ o x o

-
£S)
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Hypersafety Verification

Naive Backward Analysis with Disjunctive Completion

x00 = float(input())
0O\ = float(input())

. too many disjunctions!

loat(input())
x05 float (input(

‘90 0O 0‘ ‘»‘ 99 09 99 99 99 99 99 90 3V 9 99 - 9O 99 99 O

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (o 064486)*x01 + (o 090701)*x02 + (2 123338)*x03 + (o 076374)*x04 + (-1.651132)*x05 + (-0.828711))
ReLU( (0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

X&i‘w SO B0 6G G0 00 60 00 6C 80 80 00 80 -

Pl x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653)
%21 = ReLU((1.958950)#*x10 + (2 388245)*x11 + (2.245851)*X12 + (-3. 834811)) > s,
Z00 80 60 60 60 80 60 608G 80 60 80 “ -
4 <30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086)) S 5 0 .
x31 = ReLU((2.327110)*x20 + (2 685314)*x21 + (1.424807)*X22 + (-3.695113)) 3 ) y i
Ex32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974)) . .

Y 99 99 9O Q‘* 9 0‘ “ % 7\ % 7\

x40 ReLU((2.296390)#x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))

x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (~0.495998) *x32)

x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773)) L 4% "" L 4% "" @ "" & ""

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) (=4.556024) * x40 + (0.361304) * x41 + (—33.326096) * x42 + (3728) > 0
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864) (4.556024) * x40 + (33.326096) * x42 — 3728 > 0
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3-Step Recipe

concrete semantics

mathematical models of the program behavior
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parallel semantics (M)}

a, IM]|. outcome semantics
(ML @
A %
a., IM] . dependency semantics
(M)} .

HIM] ) collecting semantics

Lesson 12 Static Analysis for Machine Learning Caterina Urban 130



x20 =
x21
X22 =

x30 =
x31
xXx32 =

PYd
a®
a®
PYd

float(input())
float(input())
float(input())
float(input())

= ReLU((0.120875)*x00
= ReLU((0.113805)*x00
= ReLU((0.755487)*x00

ReLU((1.803209)*x10

= ReLU((1.958950)*x10

ReLU((1.958103)*x10

ReLU( (1.735994)%x20

= ReLU((2.327110)*x20

ReLU( (2.147212)%x20

= ReLU((2.296390)*x30 _
= ReLU((-0.552155)*x30 + (~®:828226)*x31 + (-8

we®

PYd
a®
st
“““
PYd
a®
a®

“““

Parallel Semantics

+ + +

+ o+ o+

+
+
+

+

.
Py
a®
a®

(0.065404)*x(

o

(0.224640) *x(
(1.222249)*x1
(2.388245)*x1
(2.273354)*x11
(0.666507)*x21

(2.285599)*x21 +

.064486) *x(

def

N

.685314)*x21 +

a®
PYd
“““
.
PYd
st

1.9803874*£31 + (2.

(1.199384)*x31 + (-0.2%

Static Analysis for Machine Learning

T |Vt €T: nty) =nty) = p,) = p1,)




7, AT |Vt € T: ) = n) = p,) = p(t,) |

Lemma

MEX & VIel: VA Be [M].: p(A,) NpB,) =L = nAy) NnBy) =
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Abstract Interpretation
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior

Static Analysis for Machine Learning



Hypersafety Verification.....

Static Forward Analysis

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

float(input())
float(input())
float(input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU((1.
ReLU( (1.
ReLU( (1.

ReLU( (1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

120875) *x00
113805) *x00
755487 ) *x00

803209)*x10
958950 ) *x10
958103)*x10

735994 ) *x20
327110)*x20
147212) *x20

296390) *x30

+ o+ o+

+

+

+

+

+
+

+

(0.
(0.
(0.

(1.
(2.
(2.

(0.
(2.
(2.

(1.

065404)*x01
064486)*x01
224640)*x01

222249)*x11
388245)*x11
273354) *x11

666507)*x21
685314)*x21
285599)*x21

980387) *x31

+ o+ o+

+

+

+

+

+
+

+

—
=

(2.

ReLU((-0.552155)*x30 + (-0.828226)*x31 +

ReLU((-2.509773)*x30 + (1.199384)*x31 +

(-2.278012)*x40 +
(2.278012)*x40 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716) *x12
.245851)*x12
.662405)*x12

.192344)%x22
424807 ) *x22
.665507 ) *x22

945360)*x32

+ o+ o+

+

+

+

+

+
+

+

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(-3. )
.834811))
.211086))

(-3
(-4

(-2

(-4

(-4.
(-0.495998) *x32)
(-0.245429)*x32 +

(0.180652)*x41 + (-16.663048)*x42 + (1864)
(-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653)

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning

(1) start from a partition
of the input space

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

() proceed forwards
in parallel
from all partitions

@ check output for:
- unique classification
outcome — safe
- abstract activation pattern
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Static Forward Analysis
Symbolic & DeepPoly Product Abstraction

x00 = float(input())

x01 = float(input())

x02 = float(input())

x03 = float(input())

x04 = float(input())

x05 = float(input())

x10 = ReLU((0.120875)*x00 +
x11 = ReLU((0.113805)*x00 +
x12 = ReLU((0.755487)*x00 +
x20 = ReLU((1.803209)*x10 +
x21 = ReLU((1.958950)*x10 +
x22 = ReLU((1.958103)*x10 +
x30 = ReLU((1.735994)*x20 + (
x31 = ReLU((2.327110)*x20 + (
x32 = ReLU((2.147212)*x20 + (
x40 = ReLU((2.296390)*x30 +
x41 = ReLU((-0.552155)*x30 +
x42 = ReLU((-2.509773)*x30 +
x50 = (-2.278012)*x40 +

x51 = (2.278012)*x40 +
Lesson 12

(0.180652)*x41 +
(-0.180652)*x41 +

(1.
-0.8

(

(1

.19

104)*x01
186) *x01
r40)*x01

+ o+

D49 ) *x11
D45)*x11
354 ) *x11

b07)*x21 + (3.
B14)*x21 + (1.
b99)*x21 + (2.

887)*x31 + (2.
(-

08226)*x31 +

D384)*x31 + (-0.@H5429)*x32 + (5@R4773))

+ o+ o+
O NDN

+ o+

+

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

(-3.4Ps11))

6 05)*x12 + (-4. 086)) {fﬁmwyﬁ
1 D2a)5x22 + (-2 086)) i\ several partitions share the
128007)+x22 + (-3.€P113)) \ same abstract activation pattern
607 )*x22 + (-4.28W974))
odgPe60)+x32 + (-4.0gP463))

95998) *x32)

Static Analysis for Machine Learning

(-16.663048)*x42 + (1864) /7.X501[1,1]

(16.663048)*x42 + (-1864)

; v —v—

$x50: [0, 1]
51 [0, 1]

!
$x50: [0, 1]

51 [0, 1]
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Hypersafety Verification.....

Static Backward Analysis

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
X22

x30
x31
x32

x40
x41
x4 2

x50
x51

float(input())
float(input())
float(input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU((1.
ReLU((1.
ReLU((1.

ReLU((1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

ReLU( (-0.552155)%x30 +
ReLU( (-2.509773)*x30 +

(-2.278012)*x40 +
(2.278012)*x40 +

120875) *x00
113805) *x00
755487 ) *x00

803209)*x10
958950 ) *x10
958103)*x10

735994 ) *x20
327110)*x20
147212) *x20

296390)*x30

+ o+ o+

+

+

+

+

+
+

+

(1.

.065404)*x01
.064486)*x01
.224640)*x01

.222249)%x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599)*x21

980387) *x31

+ o+ o+

+

+

+

+

+
+

+

—
=

(2.

(-0.828226)*x31 +

(1.199384)*x31 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716) *x12
.245851)*x12
.662405)*x12

.192344)%x22
424807 ) *x22
665507 ) *x22

945360)*x32

+ o+ o+

+

+

+

+

+
+

+

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(-3. )
.834811))
.211086))

(-3
(-4

(-2

(-4

(-4.
(-0.495998)%x32)
(-0.245429)*x32 +

(0.180652)*x41 + (-16.663048)*x42 + (1864)
(-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653)

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning

/ (1) check for disjunction

in corresponding input partitions:
disjoint — safe

otherwise — aalarm

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

(©) proceed backwards
In parallel for each
abstract activation pattern

@ start from an abstraction
for each possible
classification outcome
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Static Backward Analysis
Symbolic & DeepPoly Product Abstraction

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())

x05 = float(input()) x05: [-1, O] x05: [-1, O]

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))

x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
2)x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653)) 8 )

x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811)) Ds0

x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x41 \

%x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086)) "

x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113)) y

%32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974)) <42 <42 <42

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463)) W o

x41
x4 2

ReLU( (-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)

ReLU( (-2.509773)*x30 + (1.199384)*x31 + (-0.245429)%x32 + (5.024773)) QD 9 99 9 0% 8§ OO OO
(=2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) (=4.556024) * x40 + (0.361304) * x41 + (—=33.326096) * x42 + (3728) > O
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864) (4.556024) * x40 + (33.326096) * x42 — 3728 > 0

x50
x51

143
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Static Backward Analysis
Symbolic & DeepPoly Product Abstraction

x00
x01
x02
x03
x04
x05

x10
x11

) x12

x20
x21
X22

x40
x41
x4 2

x50 = (-2.278012)*x40 +
x51 = (2.278012)*x40 +
Lesson 12

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU( (1.
ReLU( (1.
ReLU( (1.

float(input())
float(input())
float(input())
float(input())
float(input())
= float(input())

ReLU((2.296390)*x30 +
ReLU((-0.552155)#*x30 +
ReLU((-2.509773)#*x30 +

+

+

803209)*x10
958950) *x 10
958103) *x10

+ o+

(0.
(o.
(0

(1
(2.
(2

(

00 99 09 9O

120875)*x00 +
113805)*x00
755487 ) *x00

065404)*x01
064486)*x01

.224640)*x01

.222249)*x11

388245)*x11

.273354)*x11

(1.980387)*x31 +
-0.828226)*x31 +
(1.199384)*x31 +

(0.180652)*x41 + (

Static Analysis for Machine Learning

counterexample

+
+

.097862)*x02
.090701)*x02
.344943)*x02

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

*e 06

+
_|_

+
+

+
_|_

.725716) *x12
.245851) *x12
.662405)*x12

~3.489653)
~3.834811)
~4.211086)

+
+

+
+

(2.945360)*x32 +
~0.495998)%x32)
~0.245429)*x32 +

~4.096463))

ee 08

(—4.556024) * x40 + (0.361304) * x41 + (—33.326096) * x42 4 (3728) > 0
(4.556024) * x40 4 (33.326096) * x42 — 3728 > 0

(5.024773))

~16.663048)*x42 + (1864)
~0.180652)*x41 + (16.663048)*x42 + (-1864)




Abstract Interpretation
3-Step Recipe

practical tools

targeting specific programs
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Hypersafety Verification.....

Static Forward Analysis

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 =
x1l1l =

ReLU((0.120875)*x00
ReLU((0.113805)*x00

x12 = ReLU((0.755487)*x00
? x20 = ReLU((1.803209)*x10
? 1x21 = ReLU((1.958950)*x10
92 k22 = ReLU((1.958103)%*x10

X30 =
x31 =
x32 =

ReLU((1.735994)*x20
ReLU( (2.327110)*x20
ReLU( (2.147212)%x20

x40 =
x4]1 =

®x42 =

x50 =
x51 =

ReLU((2.296390)*x30

(-2.278012)*x40 +
(2.278012)*x40 +

+ o+ o+

+

+

+

+

+
+

+

(0.
(0.
(0.

(1.
(2.
(2.

(0.
(2.
(2.

(1.

065404)*x01
064486)*x01
224640)*x01

222249)*x11
388245)*x11
273354) *x11

666507)*x21
685314)*x21
285599)*x21

980387) *x31

+ o+ o+

+

+

+

+

+
+

+

—
=

(2.
ReLU((-0.552155)*x30 + (-0.828226)*x31 +
ReLU((-2.509773)*x30 + (1.199384)*x31 +

.097862)*x02
.090701)*x02
.344943)%x02

.725716) *x12
.245851)*x12
.662405)*x12

.192344)%x22
424807 ) *x22
.665507 ) *x22

945360)*x32

+ o+ o+

+

+

+

+

+
+

+

(2.030051)*x03 +
(2.123338)*x03 +
(2.619876)*x03 +

(-3. )
.834811))
.211086))

(-3
(-4

(-2

(-4

(-4.
(-0.495998) *x32)
(-0.245429)*x32 +

(0.180652)*x41 + (-16.663048)*x42 + (1864)
(-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653)

.627086) )
(-3.
.299974))

695113))

096463))

(5.024773))

Static Analysis for Machine Learning

(D iteratively partition
the input space

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(0.346636)*x04 + (1.418635)*x05 + (-0.686885))

() proceed forwards
in parallel
from all partitions

@ check output for:
- unique classification
outcome — safe
- abstract activation pattern
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DeepPoly Abstraction

x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1]

v4 v
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DeepPoly Abstraction

{17*x00+9*x01 + ... +293*%x03 + 14 *x04 — 309 * x05
x50 - x51: : -

%k %k
(50 xs1: 4 10 T 139 TR0+ + 205304+ .

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]
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DeepPoly Abstraction with ReCIPH Partitioning

77: :
B ELY {[—1362.398776, 3886.062977]

x50 - X51; { [—262.252316, 2501.513908]

KO = { [—151.552777, 2332.647602]

00701 [_385.766878, 2593.282420]

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]
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DeepPoly Abstraction with Input Range Partitioning

{ [—1362.398776, 3886.062977]

0=k { [—1332.907174, 3866.085654]

x50 - X51; { (—1321.181337, 3858.035337]

x#3: [-1, 0]

o0 =Xt { [—2159.221645 4480.496955)
x04: [-1, O]@x04: [0, 1] x04: [-1. O]Ex04: [0, 1

worse bounds than starting
® from the entire input space!

x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1]
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--__ Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1 2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5 2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

--__ Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1 2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s

0.5 2 8,88s 5,76s 2.,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s
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Fairness

Google Translate 3 m

X Text B Documents

DETECT LANGUAGE ENGLISH v P FRENCH ENGLISH SPANI

A nurse X Une infirmiére

A doctor] Un médecin ©

o) 16/5000 [ ¥ o)
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Trgemy 000 @SS
102019, prggic s
Mako I..’..I.] [_l?dlc!, Ve alanrithm. i i

There's software used across the country to predict future criminals. And it's biased

against blacks.
by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica n c H E c Ks A R E
May 23, 2016 ! A HﬂME
R

o

2O

N
!

BUSINEgg

/,;‘ ) MORE v s1gN t A
)} 1 ecre
| BUSINESS 93.25.2019 @7.gg 4y Scraps S

Amazon ‘nst women Kto

Ws ' . t
WO ... . e - ecruiting tool th2

use an artificia, " . o -.wu PNV
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Translation tutorial:

21 fairness definitions and their politics

Arvind Narayanan

@random_walker

Tutorial: 21 fairness definitions and their politics

19,7359 views * Mar 1, 2018 iy 196 &l 6 & SHARE =

: Arvind Narayanan
u 226 subscribers SUBSCRIBE

Computer scientists and statisticians have devised humerous mathematical
criteria to define what it means for a classifier or a model to be fair. The
proliferation of these definitions represents an attempt to make technical sense of

SHOW MORE
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Dependency Fairness ...

Prediction is Independent of Sensitive Input Values

OOL

(.

1565
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Dependency Fairness

7. © (1M1 | uNUSED(IMT))

F . is the set of all neural networks M (or, rather, their semantics [[M ]])
that do not use the value of the sensitive input node x;, ; for classification

UNUSED,(T) &'

-
e
]
 }

A\ J

Intuitively: inputs differing only on the value
of the sensitive input node x;, ; should lead
to the same classification outcome

156
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airness

Dependency

iy

i
ot
\)
\)
Y,
)
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F . is the set of all neural networks M (or, rather, their semantics [[M ]])
that do not use the value of the sensitive input node x;, ; for classification

UNUSED,(T) &'

-y
e’ TNmmmmmmaL_.
[ |
\

A\ J

Intuitively: inputs differing only on the value
of the sensitive input node x;, ; should lead
to the same classification outcome

Theorem

MEZF o {M]} CZF, MEZF, <Ml CIMI°CZ,
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3-Step Recipe

Partitioning Strategies: ReCIPH

practical tools

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

Hyperproperty Verification 1

%00 = float(input())
x01 = float(input()) (@ check for disjunction
x02 = float(input()) in corresponding input partitions:
x03 = float(input()) @ start from a partition disiOinl—>/53fe
x04 = float(input()) of the input space otherwise — [ alarm
%05 = float(input())
ReLU( (0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834)) + (0.101956 2.103565 1.623834))
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711)) + (0.076374 1.651132 0.828711))
ReLU( (0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885)) + (0.346636 1.418635 0.686885))
ReLU( (1.803209 1.222249 2.725716 3.489653))
ReLU( 2.388245 2.245851 3.834811))
ReLU( 2.273354 0.662405 4.211086)) forwards backwards
ReLU((1.735994 0.666507 3.192344 2.627086))
ReLU((2.327110 2.685314 1.424807 3.695113))
ReLU( (2.147212 2.285599 2.665507 4.299974))
ReLU( (2.296390 1.980387 2.945360 4.096463)) ® o
ReLU( (-0.552155 0.828226 0.495998 ) check output for:
ReLU((-2.509773 1.199384 0.245429 5.024773)) - unique classification @slartfromanahstraction
outcome — o safe for each possible
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) - abstract activation pattern classification outcome
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)
39 4

Parallel Semantics Hyperproperty Verification

x00
x01
x02
x03
x04
x05

1 input def

a1 % {T |Ve 1 € T: nty) = ) = p(t,) = ple, }

Lemma

2‘:9 : “

f MEX" < VIel: VA, B e [M]: p(AD)npBl) = L = nAhnyBlh =L
L {T | Vt,1' € T: n(ty) = n(ty) = p(t,) :f(t;’)} i ' O

oncrete semantics

x02 x02

. 1,,: prediction
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= 0.25

=2
00 X00 = input()
x01 = input()
0.26 x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)

x11 = -1.25 * x00 + (-0.64) * x01 + 1.88

05 0.45 _
> x10 =0 if x10 < O else x10

x11 =0if x11 <O else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < O else x20

.
RS x21 = 0 if x21 < O else x21

x30 = 0.26 * x20 + 0.33 * x21 + 0.45
X31 =1.42 " x20 + 0.40 * x21 + (-0.45)

return “’ if x31 < 30 else ‘,’
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(Abstract) Activation Patterns
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Lesson 12

x10 x10

0.5 0.75 0.75 1

- Q@
0.40

~ N &> 045
Q@ Q’
063 % 0.00
1.88 -0.39
G ,
2045
069

®
4

Static Analysis for Machine Learning

= 0.25
=2

x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

X10 =0 if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 " x11 + 0.00
x21 =0.64 " x10 + 0.69 * x11 + (-0.39)

x20=01f X!O < 0 else x20

x21 =0 if x21 < 0 else x21

x30 = 026*x20+h33*x21 + 0.45

X31 —142*x20+040*x21 + (-0.45)

if x31 <l30 else ,

retu rn 1

Caterina Urban

162



Libra

Lesson 12

H caterinaurban /Libra

<> Code (1) Issues

¥ master ~ ¥ 2 branches

“ caterinaurban README

W src
.gitignore
LICENSE
README.md
README.pdf
icon.png
libra.png

requirements.txt

0O O 00 0 0 0

setup.py

README.md

Libra

i1 Pull requests (») Actions

© 0 tags

RQ5 and RQ6 reproducibility
RQ1 reproducibility

Initial prototype

RQ5 and RQ6 reproducibility
README

icon

icon

some documentation

some documentation

Static Analysis for Machine Learning

[I"l] Projects (1) Security |~ Insights

Go to file Code ~

9f830db on Aug 8 Y 53 commits

4 months ago
4 months ago

2 years ago
4 months ago
4 months ago
4 months ago
4 months ago
4 months ago

4 months ago

Nowadays, machine-learned software plays an increasingly important role in critical
decision-making in our social, economic, and civic lives.

About

No description or website
provided.

#abstract-interpretation
#static-analysis
#machine-learning

#neural-networks #fairness

0 Readme

88 MPL-2.0 License

Releases

No releases published

Packages

No packages published

Languages

® Python 98.7%
® Shell 1.3%
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*alarger U or a smaller L

< < I -
. "\ @  17inputs IMmproves precision
XX 4HL*5N * a more precise
- ~ ~ 2 classes forward analysis
‘ ®  86% accuracy improves scalability
T U ® BOXES A SYMBOLIC % DEEPPOLY
INPUT |C] |F| TIME INPUT |C] |F| TIME INPUT |C] |F| TIME
4 15.28% 37 0 0 8s 58.33% 79 8 20 1m 26s 69.79% 115 | 10 39 3m 18s
0.5 0 17.01% 39 6 § 51s 69.10% 129 | 22 061 5m 41s 80.56% 104 | 23 51 7m 53s
' 8 | 51.39% 90 28 85 12m 2s 82.64% 88 |31 67 | 12m 35s 91.32% 84 | 27 56 19m 33s
10 | 79.86% 89 34 89 34m 15s 93.06% 98 40 83 42m 32s 96.88% 83 29 58 43m 39s
4 | 59.09% 1115 | 20 415 54m 32s 95.94% 884 | 39 484 | 54m 31s 98.26% 540 | 65 293 | 14m 29s
0.95 0 83.77% 1404 79 944 37m 19s 98.68% 634 | 66 376 | 23m 31s 99.70% 322 | 79 205 13m 25s
8 | 96.07% 869 | 140 761 1lh7m29s | 99.72% 310 | 67 247 | th3m33s | 99.98% 247 | 69 177 | 22m52s
10 | 99.54% 409 93 403 | 1th35m20s | 99.98% 195 |52 176 | th2m 13s | 100.00% 111 | 47 87 | 34m 56s
4 97.13% 12449 | 200 9519 | 3h33m48s | 99.99% 1101 | 60 685 | 47m 46s 99.99% 768 | 81 415 19m 1s
0.195 6 | 99.83% 5919 | 276 4460 3h 23m 100.00% 988 | 77 606 | 26m47s | 100.00% 489 | 80 298 | 16m 54s
8 99.98% 1926 | 203 1568 | 2h 14m 25s | 100.00% 404 | 73 309 | 46m 31s 100.00% 175 | 57 129 20m 11s
10 | 100.00% 428 95 427 | 1th39m31s | 100.00% 151 | 53 141 | 57m32s | 100.00% 80 | 39 62 28m 33s
4 | 100.00% 19299 | 295 15446 | 6h 13m 24s | 100.00% 1397 | 60 885 | 40m 5s 100.00% 766 | 87 425 | 16m 41s
0 6 | 100.00% 4843 | 280 3679 2h 24m 7s | 100.00% 763 | 66 446 | 35m 24s 100.00% 401 | 81 242 32m 29s
& | 100.00% 1919 | 208 1567 2h 9m 59s | 100.00% 404 | 73 309 | 45m 48s 100.00% 193 | 68 144 | 24m 16s
10 | 100.00% 486 | 102 475 1h41m3s | 100.00% 217 | 55 192 | 1th2m 11s | 100.00% 121 | 50 91 30m 53s
#
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* scalability degrades for

,_ __ 7 P larger neural networks
= o~ - 23 inputs 23 inputs 23 inputs 23 inputs 23 inputs (less for models with
A A\ W, 2HL*5N 4HL*3 N 4HL*5N 4HL*10N 9HL*5N fm

I 2 classes 2 classes 2 classes 2 classes 2 classes \P\_)@)
| » *a larger U sometimes
o B B Improves scalability
M U BOXES SYMBOLIC DEEPPOLY
M| INPUT |C| |F| TIME INPUT |C] |F| TIME INPUT |C| |F| TIME
4 | 88.26% 1482 | 77 1136 | 33m 55s 95.14% 1132 | 65 686 19m 5s 93.99% 1894 | 77 992 29m 55s
10 § 99.51% 769 | 51 723 | 1th 10m 25s | 99.93% 578 | 47 447 39m 8s 99.83% 1620 54 1042 1h 24m 24s
O0d 8 | 100.00% 152 | 19 143 | 3h47m 23s | 100.00% 174 | 18 146 1th 51m 2s 100.00% 1170 | 26 824 8h 2m 27s
10 | 100.00% 1 1 1 55m 58s | 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 | 49.83% 719 | 9 329 13m 43s 72.29% 1177 | 11 559 24m 9s 60.52% 1498 | 14 423 10m 32s
12 6 72.74% 1197 | 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
A A A 8 08.68% 342 | 9 284 | 1h46m43s | 98.78% 323 | 9 190 1h 27m 18s 70.87% 1764 | 18 724 | 2h19m 11s
10 | 99.06% 313 | 7 260 | th21m47s | 99.06% 307 | 5 182 1h 13m 55s | 80.76% 1639 | 18 1007 | 3h22m 11s
4 | 3892% 1044 | 18 39 2m 65 51.01% 933 | 31 92 15m 28s 49.62% 1081 | 34 79 3m 2s
20 6 | 46.22% 1123 | 62 255 20m 51s 61.60% 916 | 67 405 44m 40s 59.20% 1335 | 90 356 22m 13s
C &9 8 64.24% 1111 | 96 792 | 2h24m51s | 74.27% 1125 | 78 780 3h 26m 20s 69.69% 1574 | 127 652 5h 6m 7s
10 | 85.90% 1390 | 71 1339 >13h 892170 ‘ . 76.25% 1711 | 148 839 | 4h 36m 23s
4 0.35% 10 0 0 1m 39s 34.62% 768 1 1 6m 565 26.39% 648 2 3 10m 11s
40 6 0.35% 10 0 0 1m 38s 34.76% 817 4 43m 53s 6.74% 592 8 10 1h 23m 11s
COH<e 8 0.42% 12 1 2 14m 37s 35.56% 840 | 21 28 2h 48m 15s P7.74% 686 32 42 2h 43m 2s
10 0.80% 23 10 13 1h 48m 43s\ 37.19% 880 | 50 75 11h 32m 21s | §30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 41.98% 891 14 49 10m 14s 36.60% 805 6 8 2m 47s
45 6 2.50% 72 | 3 22 4m 35s 45.00% 822 | 32 143 45m 42s 38.06% 847 | 25 50 5m 7s
O * 8 9.83% 282 | 25 234 25m 30s 47.78% 651 | 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s
10 | 18.68% 522 | 33 488 | 1h51m24s N\ 49.62% 714 | 51 294 | 3h23m20s / 48.68% 1087 | 110 373 1h 58m 34s
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|M| UERY BOXES SYMBOLIC DEEPPOLY
e INPUT |C] |F| TIME INPUT |C] |F| TIME INPUT |C] |F| TIME
g ALl 11 0 0 3m 5s LEElle 17 0 0 3m 2s B 10 0 0 2m 36s
0.009% 0.009% 0.009% 0.009%
£ RIS 61 0 0 3m 6s AR 89 0 0 3m 10s LIS 74 0 0 2m 44s
0.104% 0.104% 0.104% 0.104%
b I 151 Lo o 2m 565 99258% 997 | 0 0 3m 41s BB g | o 0 2m 38s
20 1.042% 1.020% 1.034% 1.031%
. SRENRL 506 | 2 3 2h 1m —— 885 | 25 34 >13h 2P 1145 | 23 33 | 12h57m 37s
8.333% 6.958% 7.956% 7.768%
B 25.634% o6 | 7 11 | th2smes | 007 4o17 | 123 182 >13h 63.906% 7139 | 117 152 >13h
50% 12.817% 38.281% 31.953%
A . 12 |0 0 25m 51s 61.385% 5156 | 73 102 | tohzsmes | 0%% umsr | 68 s >13h
100% 0.052% 61.385% 43.698%
F 99.931% o | o i 15e 99.944% 0 0 " 3 356 99.931% 6 0o 0 31m 305
0.009% 0.009% 0.009% 0.009%
E 9585% 191 o 0 3m 39s 99.62T% 190 | 0 0 6m 34s 9383 g 0 0 4m 22s
0.104% 0.104% 0.104% 0.104%
D Ll 151 0 0 6m 18s AL 597 0 0 21m 9s L 301 0 0 9m 35s
290 1.042% 1.020% 1.024% 1.020%
< SRR 120 | O 0 30m 37s AR 755 0 0 1h 36m 35s SIS 483 0 0 52m 29s
8.333% 6.944% 7.358% 6.945%
B 250002 5744 | 0 0 2h 24m 36s BAE 4676 | 0 0 7h 25m 57s PoLUER: 5762 | 4 4 >13h
50% 12.500% 23.032% 12.537%
A . 0 0 0 2h 54m 25s AT 2436 | 0 0 9h 41m 36s 0.017% 1 0 0 5h 3m 33s
100% 0.000% 24.258% 0.017%
8 el 11 0 0 7m 35s LAk 10 0 0 24m 42s LSl 6 0 0 7m 6s
0.009% 0.009% 0.009% 0.009%
E 99.583% . | o 5 400 99.674% 0 " T I 15m 14s
0.104% 0.104% 0.104% 0.104%
D MANT% |0 o b 400 98.668% ... | |, 0 | snsmmass | 9797% a1 | 0 o 1h 3m 33s
1230 1.042% 1.020% 1.028% 1.020%
. ST 481 | 0 0 | 7h11m 39s = = - - >13h <SRV 481 0 0 7h 12m 57s
8.333% 6.944% 6.944%
B — — — - >13h - — — — >13h - - — - >13h
50%
A _ _ _ _ ~13h - — — — >13h — — — — >13h
100%
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_the size of the queried
Input space (rather than

the size of the neura]
network) is the most

important factor for
scalability!
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Scalability-vs-Precision Tradeoff

Product Domain

D

0.25

0.5

0.25

Lesson 12

> "
N\
0

3
5
3
5

3
5
3
5

N’

37,9 %

23 inputs
4HL*5N
2 classes

48,8 %

48,9 % BEGERI 59,2 %

41,0 % 56,1 % [ slaeians 53,1 % LA

70,6 % | GEIGZAEE 81,8 % 81,4 % ERIMVNE

83,1% 91,7% 91,6 % | SEEIVAT B RSR

246s
498s
3369s

/306S
554s
2674s

47s 60s 96s 37s m

557s 362s
396s 420s
2840s 2920s 3716s
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+ 10,3%
+11,9%
+ 3,4%
+ 3,2%

+ 23-59s

+ 99-278s

- 20s / + 36-138s
+ 796-1042s

167



Forward and Backward Analysis

Perfect Parallelization
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Scalability-vs-Precision Tradeoff

Perfect Parallelization

23 inputs
4HL*5N
2 classes

37,9 % 48,8 % 46,5 % 99,2 %
> 41,0 % 56,1 % 53,1 % X
3 70,6 % 81,8 % 81,4 % 87,0 %

s 1% o7w  916%

05 36s 60s 42s 96s 95s 3¥s £yLy119s
5 246s 248s736s 550s 557s 227s362s 237s
0 05 3 498s 349s 654s 355s396s 320s420s 320s
5 33695 1603s 2674s 12685 2840s 1328s 2920s 15545 (AR
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1.9x - 2.8x FASTER
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Other Machine Learning Models
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Decision Tree Ensembles
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* @G. Einziger, M. Goldstein, Y. Sa’ar, and l. Segall. Verifying Robustness of Gradient Boosted Models. In
AAAIl 2019.

 N. Sato, H. Kuruma, Y. Nakagawa, and H. Ogawa. Formal Verification of Decision-Tree Ensemble
Model and Detection of its Violating-Input-Value Ranges. 2020.

 J. Tornblom and S. Nadjm-Tehrani. Formal Verification of Input-Output Mappings of Tree Ensembles.
2020.

F. Ranzato and M. Zanella. Abstract Interpretation of Decision Tree Ensemble Classifiers. In AAAI 2020.

S. Calzavara, P. Ferrara, and C. Lucchese. Certifying Decision Trees Against Evasion Attacks by
Program Analysis. In ESORICS 2020.
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Support Vector Machines (SVMs)
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Support Vector Machines (SVMs)

—

separation curves

support vectors
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Support Vector Machines (SVMs) ®- i

A~ 1
Example
X
v, = (=0.5,1) -
SR ®o

weights

o

ECSVM(x) = sgn (SVM(x)) = sgn (—=1*0.5(v; - x) + 1*%0.5(v, - x))
| = sgn (O.le — xz)

S A
V2 —_ (05, — 1)
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Kernel Functions
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Support Vector Machines

* Francesco Ranzato and Marco Zanella. Robustness Verification of Support Vector Machines. In SAS,
pages 271-295, 2019.
abstract interpretation-based approach for local stability
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SVM Explainability
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Explainability
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@ Support Vector Machines

Accuracy
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Measuring Contribution of Input Features to Prediction

Permutation Feature Importance (PFI)

Partial Dependence (PD) Plots

Individual Conditional Expectation (ICE) Plots
Accumulated Local Effects (ALE) Plots

Local Interpretable Model-Agnostic Explanations (LIME)

SHapley Additive exPlanations (SHAP)

Individual Conditional Importance (ICl) Curves

Input Gradients

Lesson 12

X X X X

Partial Importance (PIl) Curves

Shapley Feature Importance (SFIMP)

X

Abstract Feature Importance (AFI)
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Why Another Feature Importance Measure?

result may greatly vary depending on the datase
e resource intensive when the number of ig
 misleading result when featuras

quality of the result g
ntee>

G\,\afa I optimal neighborhood:
P and easily manipulable explanations
at the decision boundary is linear at the local
evel, but there is no theoretically guarantee that this is the case

Permutation Feature Importance (PFI)

ddel accuracy

 Shapley values estimations depend on the dataset
_aatons (SHAP) e assumes that features are independent
 has a very high computational cost, even for small models

* yields a formally correct by construction approximation

* does not depend from a dataset nor the accuracy of the model
 extremely fast to compute, whatever the number of features

e supports both linear and non-linear kernel functions

Abstract Feature Importance (AFI)
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Abstract Interpretation of SVMs

iInput abstraction output abstraction

\
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http://safeai.ethz.ch

@A

(RAF,)" RAF, LR RE e 3 @.A)
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llllll
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..........
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v, = (—=0.5,1)
@

v, =(0.5,— 1)

SVM 1j(xﬁ)
(RAF)" ,-

(=0.5¢;, 0.75 — 0.25¢,) —0.75 — 0.25¢, + 0.25¢,

SVM*((—0.5¢,, 0.75 — 0.25¢,))
= (—0.5(=0.5¢))+1(0.75 — 0.25€,))+.5(0.5(=0.5¢;)— 1(0.75 — 0.25¢,))
= (0.75 + 0.25¢; — 0.25€,))+0.5(=0.75 — 0.25¢; + 0.25¢,))

—_— — 075 — 0.2561 + 0.2562
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(RAF))" RAF

n

def
RAF = a0+z e; +ae, |aga,...a,€ER,a €R,, U{TRAF}

=1
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Example

v = (=0.5,1)
@

A
v, = (0.5, — 1)

SVMP(x?)

(RAF,)"

SVMF((ey. €))
= —0.5(=0.5¢;+1€,)+0.5(0.5¢,— l¢,)
= 0.25¢; — 0.5¢, + 0.25¢; — 0.5¢,

— 0.561 — €2
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Baseline N = 2k\N = 10k|N = 2k|N = 10k|N = 2k|N = 5k|N = 10k|N = 2k|N = 5k|N = 10k
€e=02]e€e=02|e=04€e=04]|e=06|e=06|e=06|e=08|e=0.8|¢€=0.8
Adult AFI (0.27s) | 0.0 0.0 1.0 0.0 1.0 1.41 1.0 1.0 1.41 1.0
Linear PFI (10009s)| 2.45 2.45 2.24 2.45 2.24 1.41 2.24 2.24 1.41 2.24
Adult AFI (0.48s) 1.0 1.41 1.41 1.41 1.73 1.73 1.41 1.41 1.41 1.41
RBF PFI (25221s)| 1.73 2.45 2.45 2.0 2.65 2.65 2.45 2.45 2.45 2.45
Adult AFI (0.44s) 1.0 1.0 0.0 1.41 0.0 0.0 0.0 0.0 0.0 0.0
Polynomial [PFI (9985s) 1.0 1.0 1.41 1.0 1.41 1.41 1.41 1.41 1.41 1.41
Compas AFI (0.225s) 1.41 1.41 1.73 1.73 1.41 1.73 1.41 1.41 1.41 1.73
Linear PFI (1953s) 1.73 1.73 2.0 2.0 2.24 2.0 2.24 2.24 2.24 2.83
Compas |AFI (0.27s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
RBF PFI (6827s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
Compas AFI (0.225s) 4.24 4.24 4.12 4.12 4.24 4.24 4.24 4.24 4.24 4.24
Polynomial [PFI (2069s) 2.45 2.45 3.0 3.0 3.74 3.74 3.74 3.74 3.74 3.74
German |AFI (0.01s) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.41 1.73 1.41
Linear PFI (4.075s) 3.16 3.46 3.16 3.16 3.16 3.16 3.16 3.6 3.74 3.0
German |AFI (0.02s) 1.73 1.0 1.73 1.73 2.0 1.41 1.73 1.73 2.0 2.24
RBF PFI (6.235s) 4.0 3.46 4.24 4.24 4.36 3.61 4.24 4.24 4.36 4.47
German |AFI(0.01s) 4.90 4.12 4.47 3.87 3.87 4.24 3.46 3.46 3.46 3.46
Polynomial [PFI (4.13s) 5.74 5.10 5.74 4.69 4.69 5.0 4.58 4.58 4.58 4.58
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Distance between Adult Compas German

LIME and ... Lin. |RBF |Poly [Lin. |[RBF |Poly |Lin. |RBF |Poly
AFI (e = 0.1) 2.42 (2.04 1298 |1.67 [1.06 (3.05 |2.62 |2.03 (5.31
AFI (e = 0.2) 1.68 (1.32 (2.67 [1.63 |0.17 |2.73 |2.21 |2.00 [5.41
AFI (e = 0.3) 1.39 [0.51 |2.58 |1.57 |0.14 |2.62 [1.92 (2.05 |5.45
AFI (Global) 1.37 10.01 [1.01 |1.57 [0.13 (3.16 (1.90 [1.89 |5.53
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Logic-Based Explainability
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Abductive Explanations (AXP)....s

Subset-Minimal Set of Input Features Sufficient for Ensuring Prediction

AXp={3, 5}

x3 x5 x1 x2 x4

1 1 0 0 0 —
1 1 0 0 1 —>
1 1 0 1 o —
1 1 0 1 1 —>
1 1 1 0 0 —
1 1 1 0 1 —>
1 1 1 1 o —
1 1 1 1 1 —
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Computing One AXpP .oesie

Drop (i.e., Free) Input Features While AXp Condition Holds

(1,2,3,4,5} > 1
free1:{2,3,4,5} —

Free 2:{3,4,5) —
“ree 3:{4,5) >
“ree 4:{3,5) >

Free 5 {3} —
AXp =1{3, 9}
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Contrastive Explanations (CXp).....s.

Subset-Minimal Set of Input Features Sufficient for Changing Prediction

CXp=13}
CXp=19}
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Computing One CXPp ....sue:

Drop (i.e., Fix) Input Features While CXp Condition Holds

(1,2,3,4,5} -1 10"

-x1:42,3,4,5}) —
-x2:{3,4,5}—>
x5 {4,5})—>
x4 {5} —>
X0 D —>
CXp={5}

Static Analysis for Machine Learning 194



Computing One CXPp ....sue:

Drop (i.e., Fix) Input Features While CXp Condition Holds

(1,2,3,4,5} -1 10"

-xh:{1,2,3,4}—>
x4:{1,2,3}—
Fxsi{1,2}—>
Fx2:{1,3}—
Fix 1 {3} —>
CXp={3}
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Static Analysis for Model Training
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Machine Learning Development Pipeline

Model Training is Highly Non-Deterministic

THIS 1S YOUR MACHINE LEARNING SYSTEM?

| YUP! YoU POUR THE. DATA INTO THIS B
PILE OF LINEAR ALGEBRA, THEN COLLECT
( THE ANSLIERS ON THE OTHER SIDE.

WHAT IF THE ANSLERS ARE WRONG? )
\ JUST STIR THE PILE UNTIL

THEY START LOOKING RIGHT

/ model training model deployment predictions

vy A no predictability and traceability

:,'.' ' i :\ i
8 AN
. X S
. ¢ X Ll\ = &y %E%
/’ - ﬂ hl’H
m e e - ——— — o e— _— ‘- ——
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Robust Training
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Robust Training

Minimizing the Worst-Case Loss for Each Input

loss function (e.g, cross-entropy)

expected value

n E LC(F(0.%).
min. B | max. (f(60,x'),y)

model parameters
data label neural network
data point

perturbation domain
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Robust Training

Minimizing the Worst-Case Loss for Each Input

Adversarial Training

Minimizing a Lower-Bound on the Worst-Case Loss

® .
O max £<f (67 X,)a Yy )
X/ €C (%)
...................... .
® T ® Vi
6 £(f(97XadV)7y)

Machine Learning Community
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Robust Training

Minimizing the Worst-Case Loss for Each Input

Adversarial Training

Minimizing a Lower-Bound on the Worst-Case Loss

e max L(f(6,x'),y)
L e
...................... ..
‘ ........... ‘ V|
. £(f(9,XadV),y)

Machine Learning Community

Static Analysis for Machine Lec

ning

Certified Training

Minimizing an Upper-Bound on the Worst-Case Loss

I max L(f(0,x"),y)

x’'eC(x)

A\
Lyer(f(0,%),9)

Formal Methods Community
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* M. Andriushchenko, and M. Hein. Provably Robust Boosted Decision Stumps and Trees Against
Aadversarial Attacks. In NeurlPS 2019.

- M. Hein and M. Andriushchenko. Formal Guarantees on the Robustness of a Classifier Against
Adversarial Manipulation. In NeurlPS 2017.

E. Wong and Z. Kolter. Provable Defenses Against Adversarial Examples via the Convex Outer
Adversarial Polytope. In ICML, 2018.

A. Raghunathan, J. Steinhardt, and P. Liang. Certified Defenses against Adversarial Examples. In ICML,
2018.

M. Mirman, T. Gehr, and M. Vechev. Differentiable Abstract Interpretation for Provably Robust Neural
Networks In ICML 2018.

F. Ranzato and M. Zanella. Genetic Adversarial Training of Decision Trees. In GECCO 2021.
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Table 7: Comparison of the standard (Acc.), adversarial (Adv. Acc), and certified (Cert. Acc.) accuracy for
different certified training methods on the full CIFAR-10 test set. We use MN-BAB (Ferrari et al., 2022) to
compute all certified and adversarial accuracies.

E m pi ri Ca I R o b u Stn ess €  Training Method Source Acc. [%] Adv. Acc. [%] Cert. Acc. [%]

COLT Balunovic & Vechev (2020) 78.42 66.17 61.02
/255 CROWN-IBP Zhang et al. (2020)" 71.27 59.58 58.19
IBP Shi et al. (2021) - - -
SABR this work 79.52 65.76 62.57
COLT Balunovic & Vechev (2020) 51.69 31.81 27.60
’/255 CROWN-IBP Zhang et al. (2020)" 45.41 33.33 33.18
IBP Shi et al. (2021) dR.Q4 d 35.30
SABR this work 52.00 35.70 35.25
RoBUSTBENCH Leaderboards Paper FAQ Contribute Model Zoo %/

Leaderboard: CIFAR-10, £,, = 8/255, untargeted attack

Show 15 ¥ entries Search:

Ex
Standar
AutoAttack Best known AA eval. tY .
d ) Architectur
Method robust robust potentially a Venue
accurac ) e
accuracy accuracy unreliable da
Y
ta

Robust Principles: Architectural Design Principles for

. RaWideResNet- BMVC
Adversarially Robust CNNs 93.27% 71.07% 71.07% X X a 17;125 e v

It uses additional 50M synthetic images in training.

Machine Ledrping Cofmmuniity,

. -

Lesson 12 Static Analysis for Machine Learning Caterina Urban 203



Perceptually Aligned Gradients

bird airplane frog

Original
- Original

Standard
Standard

Adversarial Training

!.-trained
{.-trained

Certified Training

Fig. 6. Input Image Fig. 7. Integrated Gradients
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Minimizing the Worst-Case Loss for Each Input

Adversarial Training Certified Training

Hybrid Training

(1 o a)ﬁ(f(97 XadV)? y) T »Cver(f(97 X)? y)
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Random Forests
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Random Forests
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FATT Natural CART CART with Hints

Dataset . . . . . .

Accuracy % Fairness % Size | Accuracy % Fairness %  Size | Accuracy % Fairness % Size
Adult 80.84 95.21 43 85.32 77.56 270 84.77 87.46 47
Compas 64.11 85.98 75 65.91 22.25 56 65.91 22.25 56
Crime 79.45 75.19 11 77.69 24.31 48 77.44 60.65 8
German 72.00 99.50 2 75.50 57.50 115 73.50 86.00 4
Health 77.87 97.03 84 83.85 79.98 2371 82.25 93.64 100
Average 74.85 90.58 43 77.65 52.32 572 76.77 70.00 43
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Neural Networks
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- Mark Niklas Muller, Franziska Eckert, Marc Fischer, and Martin Vechev. Certified training: Small
Boxes Are All You Need. In ICLR, 2023.

« Alessandro De Palma, Rudy Bunel, Krishnamurthy Dvijotham, M. Pawan Kumar, Robert Stanforth,
Alessio Lomuscio. Expressive Losses for Verified Robustness via Convex Combinations. In ICLR, 2024.
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Neural Networks

2410.01617v1 [cs.LG] 2 Oct 2024

arxiv

On Using Certified Training towards Empirical Robustness

Alessandro De Palma* alessandro.de-palma@inria.fr
Inria, Fcole Normale Supérieure, PSL University, CNRS

Serge Durand* serge.durand@inria.fr
Université Paris-Saclay, CEA, List

Zakaria Chihani zakaria.chihani@cea.fr
Université Paris-Saclay, CEA, List

Frangois Terrier francois.terrier@cea. fr
Université Paris-Saclay, CEA, List

Caterina Urban caterina.urban@inria.fr
Inria, Ecole Normale Supérieure, PSL University, CNRS

Abstract

Adversarial training is arguably the most popular way to provide empirical robustness
against specific adversarial examples. While variants based on multi-step attacks incur sig-
nificant computational overhead, single-step variants are vulnerable to a failure mode known
as catastrophic overfitting, which hinders their practical utility for large perturbations. A
parallel line of work, certified training, has focused on producing networks amenable to for-
mal guarantees of robustness against any possible attack. However, the wide gap between the
best-performing empirical and certified defenses has severely limited the applicability of the
latter. Inspired by recent developments in certified training, which rely on a combination of
adversarial attacks with network over-approximations, and by the connections between local
linearity and catastrophic overfitting, we present experimental evidence on the practical util-
ity and limitations of using certified training towards empirical robustness. We show that,
when tuned for the purpose, a recent certified training algorithm can prevent catastrophic
overfitting on single-step attacks, and that it can bridge the gap to multi-step baselines
under appropriate experimental settings. Finally, we present a novel regularizer for network
over-approximations that can achieve similar effects while markedly reducing runtime.

1 Introduction

The discovery of adversarial examples (Biggio et al., 2013; Szegedy et al., 2014; Goodfellow et al., 2015),
semantic invariant perturbations that induce high-confidence misclassifications in neural networks, has led
to the development of a variety of adversarial attacks (Moosavi-Dezfooli et al., 2016; Carlini & Wagner,
2017) and empirical defenses (Papernot et al., 2016; Cisse et al., 2017; Tramer et al., 2018). Adversarial
training (Madry et al., 2018) is undeniably the most successful empirical defense, owing to its efficacy and
conceptual simplicity. Employing a robust optimization perspective, Madry et al. (2018) train using the loss
incurred at the point returned by a multi-step attack, named PGD. The large cost of PGD-based adversarial
training ushered in the development of less expensive techniques (Shafahi et al., 2019). However, single-
step attacks (Goodfellow et al., 2015), were shown to suffer from a phenomenon known as Catastrophic
Overfitting (CO) (Wong et al., 2020), under which they display a vulnerability to multi-step attacks whilst
preserving strong robustness to single-step attacks. It was shown that CO can be mitigated at no additional
cost through strong noise (de Jorge et al., 2022) for smaller perturbations, yet stronger attack models require
the addition of explicit regularizers based on local linearity (Andriushchenko & Flammarion, 2020; Rocamora
et al., 2024). Indeed, strong links between lack of local linearity and CO exist (Ortiz-Jimenez et al., 2023).
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Zeshan Kurd, Tim Kelly. Establishing Safety Criteria for Artificial Neural Networks. In KES, pages
63-169, 2003.

Jianlin Li, Jiangchao Liu, Pengfei Yang, Ligian Chen, Xiaowei Huang, and Lijun Zhang.
Analyzing Deep Neural Networks with Symbolic Propagation: Towards Higher Precision and Faster
Verification. In SAS, page 296-319, 2019.

Gagandeep Singh, Timon Gehr, Markus Puschel, and Martin T. Vechev. An Abstract Domain
for Certifying Neural Networks. In POPL, pages 41:1 - 41:30, 2019.
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NFM, pages 37-61, 2023.
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Jeet Mohapatra, Tsui-Wei Weng, Pin-Yu Chen, Sijia Liu, Luca Daniel. Towards Verifying
Robustness of Neural Networks Against A Family of Semantic Perturbations. In CVPR, pages 241-249,
2020.
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